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ABSTRACT

Smart Cities depend on interconnected digital systems, 10T devices, cloud platforms, and continuous
data exchange to deliver efficient and innovative public services. However, this high level of integration
increases exposure to cybersecurity risks that can disrupt essential operations and compromise citizen
privacy. This review examines major cybersecurity threats affecting Smart City infrastructures,
including 10T weaknesses, data exposure, DDoS attacks, surveillance system intrusion, and cloud
security issues. It then analyzes Cambodia’s specific challenges such as limited legal frameworks,
fragmented governance, unstable infrastructure, shortages of cybersecurity skills, and financial
constraints. Global frameworks including the NIST Cybersecurity Framework, Zero Trust Architecture,
10T security models, and Smart City security architectures are reviewed to identify best practices. A
gap analysis highlights significant differences between international standards and Cambodia’s current
readiness. Finally, the study proposes strategic recommendations to strengthen national policies,
enhance technical and human capability, and improve infrastructure resilience. The findings provide
valuable guidance for policymakers and stakeholders seeking to advance secure and sustainable Smart
City development in Cambodia.
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1. Introduction
1.1 Smart City Definition

A Smart City is an urban ecosystem that integrates information and communication technologies (ICT), Internet of Things
(10T) devices, cloud platforms, and data analytics to improve operational efficiency, public service delivery, and citizen
well-being [1]. Through continuous data collection and interconnected digital infrastructure, Smart Cities support functions
such as transportation management, environmental monitoring, public safety enhancement, and digital governance [2]. The
effectiveness of a Smart City depends not only on the sophistication of its technology but also on its ability to manage,
secure, and govern these systems responsibly [3].

1.2 Importance of Cybersecurity in Smart Cities

Cybersecurity is fundamental to Smart City success because digital interconnectivity significantly expands the attack
surface. Vulnerabilities in 10T devices, surveillance systems, cloud services, and communication networks create
opportunities for cyberattacks that can disrupt critical services, expose sensitive data, and compromise public trust [4].
Threats such as DDoS attacks, unauthorized access to CCTV systems, malware infiltration, and large-scale data breaches
pose serious risks to city operations [5]. As Smart Cities rely on uninterrupted digital communication and real-time data
exchange, ensuring the confidentiality, integrity, and availability of these systems becomes essential for safety and
resilience [6].

1.3 Cambodia’s Smart City Transformation

Cambodia is actively advancing Smart City initiatives through national programs such as the Phnom Penh Master Plan
2035 and the Siem Reap Smart City development project. These initiatives aim to modernize transportation systems,
strengthen public safety, improve waste management, and enhance digital governance using ICT and 10T technologies.
However, Cambodia faces notable cybersecurity challenges, including unstable Internet connectivity, inconsistent
electricity supply, limited cybersecurity expertise, and the absence of a comprehensive data protection law. As digital
services rapidly expand, the cybersecurity capacity of Cambodia must evolve to support secure and sustainable Smart City
growth [7],[8].

1.4 Motivation for the Study

The motivation for this review stems from the increasing cybersecurity risks associated with Smart City environments,
particularly in developing nations that are transitioning toward digital governance. Earlier analysis highlighted several
vulnerabilities such as 10T weaknesses, data privacy risks, and real incidents like the large-scale DDoS attack on
Cambodia’s leading ISPs, all of which demonstrate the urgency of strengthening Smart City security. In addition, ethical
concerns, legal limitations [9], and gaps in national governance further emphasize the need for a structured review that
examines cybersecurity threats and identifies solutions that are suitable for Cambodia’s Smart City context.

1.5 Objectives of the Study

This review aims to achieve the following objectives:

1. To examine major cybersecurity risks associated with Smart City infrastructures.

2. To analyze Cambodia’s unique cybersecurity challenges during Smart City development.

3. To review global cybersecurity frameworks relevant to securing Smart Cities.

4. To highlight gaps in Cambodia’s legal, technical, and governance structures.

5. To provide strategic recommendations for strengthening Smart City cybersecurity within the Cambodian context.

2. Cybersecurity Risks
2.1 10T Vulnerabilities

Smart Cities rely heavily on 10T devices and sensors to support real time data collection for transportation systems, public
safety, environmental monitoring, and municipal operations. However, these devices often lack strong built in security
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controls, making them highly wvulnerable to attacks. Weak authentication, insecure firmware, and unprotected
communication channels expose Smart City 10T networks to unauthorized access and device manipulation. The complexity
and scale of 1oT deployments further increase the difficulty of monitoring and securing thousands of interconnected
devices, raising the likelihood of data exposure and operational disruption [10], [11].

2.2 Data Exposure and Privacy Risks

Smart City platforms generate and process vast volumes of data, including environmental information, public mobility
patterns, and in some cases sensitive citizen data. Without strong data governance and security mechanisms, these large
datasets become attractive targets for cybercriminals. Insufficient encryption, data storage vulnerabilities, and unregulated
data sharing practices can result in significant privacy breaches. Such incidents undermine citizen trust and may lead to
harmful consequences when personal information or city infrastructure data is exposed to unauthorized entities [12], [13].

2.3 Distributed Denial of Service (DDoS) Attacks

Smart City operations depend on continuous connectivity and system availability. This makes them particularly vulnerable
to Distributed Denial of Service (DDoS) attacks, which overload critical infrastructure and disrupt essential digital services.
Cambodia has previously experienced a large-scale DDoS incident that reached approximately 150 Gbps and affected
major national Internet service providers. Such attacks demonstrate how a well-coordinated DDoS assault could overwhelm
Smart City platforms, interrupt transportation systems, disable public service dashboards, or block communication between
I0T devices and central monitoring systems [14].

2.4 CCTV and Surveillance System Attacks

CCTV systems play a central role in Smart City security by supporting traffic monitoring, crime prevention, and public
safety. However, insecure camera configurations, default credentials, and unprotected transmission channels make
surveillance systems vulnerable to hacking. Unauthorized access to CCTV feeds may allow attackers to manipulate or
intercept video streams, disable monitoring zones, or invade citizen privacy. These risks directly affect public safety and
undermine the reliability of digital surveillance as a Smart City tool [15],[16].

2.5 Cloud and Data Storage Security Issues

Smart Cities increasingly depend on cloud platforms to store and process large datasets collected from IoT devices and
municipal systems. While cloud services provide scalability, they also introduce risks related to misconfigured storage
environments, weak access controls, and vulnerable APIs. When encryption is not consistently applied, sensitive data may
be exposed to unauthorized users or external attackers. Mismanagement of cloud policies can also result in data leaks, loss
of service availability, and widespread operational disruption across multiple Smart City subsystems [17], [18].

3. Challenges in Cambodia
3.1 Legal and Regulatory Challenges

Cambodia’s Smart City development is constrained by the absence of a comprehensive data protection law and the limited
enforcement of existing digital regulations. While the E-commerce Law partially addresses electronic data handling, it does
not provide clear guidelines for safeguarding personal data collected through Smart City systems. The country is also in
the process of drafting a cybersecurity law, but it has not yet been implemented at a national level. This regulatory gap
creates uncertainty in data governance and hampers the establishment of standardized cybersecurity practices, resulting in
vulnerabilities across 10T networks, surveillance systems, and cloud-based Smart City platforms [19].

3.2 Governance and Institutional Challenges

Effective Smart City cybersecurity relies on coordinated governance structures, including centralized monitoring,
incident response capabilities, and clear accountability mechanisms. Cambodia currently faces fragmentation in digital
policy implementation, with responsibilities distributed across multiple ministries and agencies. This dispersion limits the
country’s ability to detect, respond to, and recover from cyber incidents in a unified manner. The absence of a national
Security Operations Center (SOC) or coordinated critical infrastructure monitoring system further weakens resilience to
cyberattacks targeting public services [20].
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3.3 Human Resource and Capacity Challenges

A significant barrier to Smart City cybersecurity readiness is the limited availability of trained cybersecurity professionals.
Cambodia faces shortages in expertise related to 10T security, cloud security, network defense, and digital forensics. Smart
City technologies require advanced technical competencies to manage risks associated with large-scale data systems and
interconnected infrastructures. Without substantial investment in cybersecurity education and workforce development, the
implementation and maintenance of secure Smart City systems remain difficult [21], [22].

3.4 Infrastructure and Connectivity Limitations

Smart Cities depend on stable and high-capacity Internet networks as well as reliable electricity supply. Cambodia’s
infrastructure still experiences connectivity fluctuations, bandwidth limitations, and occasional power outages, all of which
pose risks to digital services and 10T systems. Unstable networks affect real-time communication between devices and
central platforms, while power interruptions may disrupt critical Smart City operations such as traffic monitoring, safety
systems, or emergency response platforms. The lack of redundant backup systems further reduces the country’s ability to
maintain service availability during disruptions [23].

3.5 Financial and Resource Constraints

Developing a secure Smart City requires sustained investment in cybersecurity technologies, skilled personnel, and resilient
infrastructure. However, the high cost of advanced security tools, 10T protections, and cloud service hardening presents
financial challenges for Cambodia as a developing nation. Limited national budgets and dependence on external support

restrict the scale and speed of cybersecurity adoption. Without sufficient funding, the deployment of encryption systems,
intrusion detection tools, backup infrastructure, and secure data governance frameworks remains slow and uneven [24].

4. Existing Frameworks

4.1 NIST Cybersecurity Framework

The NIST Cybersecurity Framework (NIST CSF) is one of the most widely adopted security standards for critical
infrastructure protection. It is built around five core functions that provide a comprehensive approach to managing
cybersecurity risks [25], [26].

4.1.1 Identify

This function emphasizes understanding assets, systems, people, data, and risks. For Smart Cities, the identification of loT
devices, communication networks, and data flows is essential for detecting vulnerabilities and establishing baseline security
requirements.

4.1.2 Protect

The protection function includes access control, cybersecurity training, data security, encryption, and maintenance. Smart
City environments benefit from protective technologies such as network segmentation, secure device authentication, and
encryption of sensitive citizen data.

4.1.3 Detect

Detection involves establishing monitoring systems to identify cybersecurity events in real time. Smart Cities require
continuous monitoring of 10T devices, cloud resources, and public infrastructure systems to detect anomalous behavior
early.

4.1.4 Respond

This function focuses on appropriate action during a cyber incident. For Smart Cities, coordinated response is crucial
because multiple interconnected services may be impacted simultaneously.
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4.1.5 Recover

The recovery function ensures timely restoration of critical services after an incident. Smart Cities require robust disaster
recovery plans, data backups, and system redundancies to restore operations and maintain public trust.

4.2 Zero Trust Architecture (ZTA)

Zero Trust Architecture is a modern cybersecurity model based on the principle of never trusting and always verifying. It
assumes that threats may come from both outside and inside the network [27], [28].

4.2.1 Identity Verification

Zero Trust enforces strict identity verification for every device, user, and system component. In Smart Cities, this prevents
unauthorized access to 10T sensors, surveillance cameras, and cloud platforms.

4.2.2 Micro Segmentation

This approach divides networks into isolated segments to reduce the spread of attacks. In Smart City environments with
thousands of interconnected systems, micro segmentation limits the impact of compromised devices.

4.2.3 Least Privilege Access

Zero Trust restricts access rights to only what is necessary. Applying least privilege reduces the risk of privilege misuse or
lateral movement within Smart City systems.

4.3 10T Security Frameworks
10T security frameworks provide guidelines for protecting devices that often have limited built in security.
4.3.1 Secure Boot and Firmware Validation

Secure boot ensures that devices only run trusted firmware. This prevents malicious code injection into Smart City loT
devices.

4.3.2 Device Identity Management

Unique digital identities allow centralized authentication and monitoring of 10T devices, enabling rapid detection of
unauthorized or cloned devices.

4.3.3 End to End Encryption

Encrypting data from the device to the cloud protects sensitive information from interception and modification during
transmission [29]-[31].

4.4 Smart City Security Models
4.4.1 Cyber Physical Systems (CPS) Security Architectures

CPS security models safeguard systems that integrate digital processes with physical infrastructure. Examples include
traffic lights, public transport systems, and power distribution networks. These models focus on resilience, anomaly
detection, and safe recovery.

4.4.2 Multi-Layer Smart City Security Models

Several studies propose multi-layer architectures that secure Smart Cities across device, network, application, and
governance layers. These models align well with the layered nature of Smart City technologies.
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4.4.3 Resilience and Continuity Approaches
Resilience focused models emphasize maintaining essential services even during cyberattacks. Backup systems, redundant
communication channels, and automated failover mechanisms support continuity in Smart City operations [32], [33].

4.5 Data Governance and Privacy Models
4.5.1 GDPR Principles

European GDPR principles influence global privacy regulation and stress accountability, transparency, and data
minimization. These principles are relevant for Smart Cities that process large amounts of citizen data.

4.5.2 Privacy by Design

This model integrates privacy considerations into system design from the outset. Smart City applications can adopt this
approach to reduce privacy risks associated with surveillance and data collection.

4.5.3 Data Minimization and Transparency

Limiting unnecessary data collection and informing citizens about how their data is used enhance trust and reduce privacy
exposure. These principles guide ethical and secure Smart City data practices [34], [35].

5. Gap Analysis: Implications for Cambodia
5.1 Gap Between Global Standards and Cambodia’s Smart City Readiness

Global cybersecurity standards such as the NIST Cybersecurity Framework, ISO 27001, Zero Trust Architecture, and 10T
security guidelines provide comprehensive models for managing cybersecurity risks. However, Cambodia’s current Smart
City development does not yet fully align with these standards. While national initiatives aim to modernize urban
infrastructure, the absence of mandatory security requirements for 10T deployment, cloud usage, surveillance systems, and
data management creates a significant gap between global best practices and local implementation.

5.2 Legal and Regulatory Gaps

Cambodia lacks a dedicated data protection law, and existing digital regulations do not sufficiently address Smart City
cybersecurity requirements. The E-commerce Law offers general guidance on electronic data but does not provide clear
rules for data privacy, 10T security, cloud protection, or incident response. The ongoing development of a national
cybersecurity law indicates progress, but the delay in implementation leaves Smart City systems without a robust legal
foundation. As a result, government agencies and private developers lack clear obligations regarding secure system design
and citizen data protection.

5.3 Technical and Infrastructure Gaps

Many Smart City services rely on stable Internet connectivity, reliable electricity, and secure networks. Cambodia’s digital
infrastructure still suffers from intermittent Internet quality, limited bandwidth, and periodic power outages. These
limitations weaken system availability and resilience, especially during emergencies or cyberattacks. Moreover, Smart City
deployments often depend on third-party cloud services, but Cambodia has not yet established national guidelines for cloud
security configuration, encryption standards, or secure data hosting requirements.

5.4 Cybersecurity Workforce and Skills Gaps

Advanced Smart City systems require skilled professionals capable of managing lIoT security, cloud security, threat
detection, and incident response. Cambodia faces a shortage of cybersecurity experts, and existing training programs do
not yet meet the demands of large scale digital infrastructure projects. Without sufficient human resource capacity,
vulnerabilities in Smart City systems may go undetected, and response to cyber incidents may be slow or ineffective.

5.5 Governance and Coordination Gaps
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Smart City cybersecurity requires coordinated oversight across ministries, municipal authorities, telecommunications
providers, and technology developers. However, Cambodia’s governance structure for cybersecurity remains fragmented,
with responsibilities distributed across multiple agencies. The absence of a centralized national Security Operations Center
(SOC), unified monitoring framework, or standardized reporting mechanisms makes it difficult to achieve timely detection
and coordinated response to cyber threats. This governance gap significantly increases risk for interconnected Smart City
services.

5.6 Risk of Rapid Digital Growth Without Strong Security Foundations

Cambodia is progressing quickly in Smart City development, yet cybersecurity maturity is advancing more slowly. Rapid
adoption of 10T devices, cloud platforms, and surveillance technologies without adequate security controls increases the
likelihood of system compromise. This imbalance between innovation and security can lead to operational disruption,
misuse of citizen data, and long-term trust issues. The real-world DDoS attack on major Cambodian ISPs highlights the
consequences of insufficient cyber preparedness and emphasizes the need for a stronger cybersecurity foundation.

5.7 Strategic Need for National Cyber Policies

The gap analysis reveals an urgent need for Cambodia to develop comprehensive national cybersecurity policies that
address Smart City requirements. This includes formalizing data protection legislation, defining 10T security standards,
establishing requirements for cloud and network security, and implementing national level monitoring systems. Such
policies are essential not only for protecting Smart City infrastructures but also for enabling safe digital transformation
across the country.

6. Recommendations
6.1 Establish Comprehensive National Cybersecurity Legislation

Cambodia should accelerate the development and adoption of national cybersecurity laws that clearly define cybersecurity
obligations for government agencies, private operators, and Smart City developers. A dedicated legal framework must
include requirements for secure 10T deployment, incident reporting, data protection, and cloud security. Establishing
cybersecurity standards at the national level will help ensure consistent implementation across all Smart City projects.

6.2 Develop a National Data Protection Law

A robust data protection law is essential for safeguarding personal and sensitive information collected through Smart City
systems. Such legislation should define the rights of citizens, obligations of data controllers, limitations on data usage, and
penalties for misuse or breaches. Incorporating principles like consent, purpose limitation, and transparency would
strengthen public trust and ensure responsible data handling across Smart City applications.

6.3 Implement loT Security Standards and Certification

Given the critical role of 10T devices in Smart Cities, Cambodia should adopt 10T security standards that mandate secure
boot, encryption, device authentication, and regular firmware updates. Introducing certification requirements for loT
vendors can ensure that devices used in Smart City infrastructure meet minimum cybersecurity criteria. This measure will
reduce the risk of 10T-based attacks and strengthen the overall integrity of the ecosystem.

6.4 Expand Cybersecurity Workforce Development

Building a skilled cybersecurity workforce is essential for long-term Smart City resilience. Universities and technical
institutes should integrate cybersecurity, 10T security, and cloud security into their curricula. Government programs and
industry partnerships can support professional training, certifications, and capacity-building initiatives. Increasing the
number of skilled cybersecurity professionals will enhance Cambodia’s ability to manage and secure Smart City systems.

6.5 Establish a National Security Operations Center (SOC)
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A centralized SOC would significantly improve Cambodia’s ability to monitor cyber threats, coordinate incident response,
and protect national digital infrastructure. The SOC should incorporate real-time monitoring, threat intelligence sharing,
and coordinated response mechanisms across sectors. Such a center would enhance cyber situational awareness and support
early detection of attacks on Smart City services, critical infrastructure, and government systems.

6.6 Strengthen Cloud and Network Security Policies

Smart City systems heavily rely on cloud services and digital communication networks. Cambodia should introduce
national cloud security guidelines that include encryption requirements, secure configuration standards, multi-factor
authentication, and continuous monitoring. Similarly, network security policies must incorporate segmentation, intrusion
detection systems, and redundancy measures to minimize disruption during cyber incidents.

6.7 Improve Infrastructure Resilience through Backup Systems

Smart City operations require stable and reliable connectivity. To enhance availability, Cambodia should invest in
redundant Internet connections, backup power systems, and failover mechanisms for critical Smart City services. This
includes deploying uninterruptible power supplies, generators, and multi-ISP connections to ensure service continuity
during outages. Strengthening infrastructure resilience will help reduce the impact of attacks such as DDoS incidents or
power failures.

6.8 Promote Public Awareness and Digital Ethics

Public understanding of cybersecurity and digital ethics is essential for the success of Smart City initiatives. Awareness
campaigns, community workshops, and educational programs can help citizens understand privacy risks, safe digital
behaviors, and the role of cybersecurity in Smart City environments. Promoting transparency and responsible data use will
foster trust and support citizen participation in Smart City programs.

6.9 Strengthen Regional and International Collaboration

Cambodia can benefit from collaborating with ASEAN, international cybersecurity agencies, and global technology
partners. These collaborations can provide access to advanced cybersecurity knowledge, best practices, training programs,
and threat intelligence. Strengthening regional and global cooperation will help Cambodia adapt to emerging cyber threats
and accelerate the adoption of secure Smart City technologies.

7. Conclusion

Smart Cities offer valuable opportunities to enhance public services, improve operational efficiency, and support
sustainable urban development. At the same time, the integration of 10T devices, cloud systems, surveillance technologies,
and interconnected platforms increases cybersecurity risks. This review identified key vulnerabilities, including loT
weaknesses, large scale data exposure, DDoS attacks, surveillance system intrusion, and cloud security challenges.
Cambodia’s progress toward Smart City development is affected by limited regulations, fragmented governance, shortages
in cybersecurity expertise, unstable digital infrastructure, and financial constraints. Comparing these conditions with global
frameworks such as the NIST Cybersecurity Framework, Zero Trust Architecture, 10T security models, and Smart City
security architectures reveals substantial gaps in national readiness. Addressing these weaknesses requires coordinated
national action, including stronger laws, a data protection framework, improved 10T and cloud security standards,
investments in digital resilience, and development of cybersecurity skills. Establishing a national security operations center
and expanding regional collaboration will further strengthen national capacity. By prioritizing these measures, Cambodia
can build a secure and trustworthy Smart City environment that protects critical systems and supports long term digital
transformation.
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