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ABSTRACT

This study suggests a framework for cybersecurity auditing of smart grid
infrastructure, which is based on the concept of risk and the use of Explainable
Artificial Intelligence (XAI) to produce transparent, prioritized and audit-ready
security evidence. The information from public smart grid cybersecurity events
was mapped to event labels, asset classes, security-control status, compliance
indicators, and cyber-physical impact variables, which were then used to create
audit-relevant records. Attack likelihood estimates were made using machine
learning models. The attack likelihood, asset criticality, control deficiency score,
compliance condition and operational impact were all added together to calculate
the final audit risk score. Explainability was used as a technique to identify the
most important features that affected each audit decision by applying the SHAP
method. The proposed framework achieved 96.38% accuracy, 96.51% precision,
96.38% recall, 96.42% F1-score, and 0.996 ROC-AUC. The results of the ablation
showed that the inclusion of the risk component and the XAl component resulted
in an improvement in the risk ranking, audit traceability and explanation
consistency. The framework translates the cybersecurity detection results into an
understandable audit decision, enabling risk-based remediation, compliance
review, and an understandable smart grid cybersecurity governance.
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1. Introduction

Smart grid infrastructure is one of the most important digital infrastructure of modern power system. Smart grids are
fundamentally different from traditional electricity networks, which are primarily used for one-way energy transmission,
by incorporating sensing devices, intelligent electronic devices, advanced metering infrastructure, phasor measurement
units, supervisory control and data acquisition systems, distributed energy resources, and cloud/edge-based analytics into
a tightly coupled cyber-physical environment. This change enhances the observability, demand response, integration of
renewables, outage management, and operational efficiency. But it is also the same connectivity that increases the attack
surface of the power grid. Thus, cybersecurity in smart grid systems should be considered as a risk-governance need in
order to ensure reliable electricity delivery, as well as a technical protection [1], [2].

With a combination of regulatory requirements, industrial standards, vendor requirements and operational requirements,
the auditability of smart grid cybersecurity has become a critical issue. A typical cybersecurity audit will focus on access
control, patching, network segmentation, incident response documentation and compliance documentation. These
procedures are helpful, but tend to be checklist oriented. In smart grid, cyber risk is dynamic, however. The criticality of
the assets, communication exposure, vulnerability status, attack likelihood, and potential physical impact are all factors
that increase the risk of a substation gateway, energy management server or field-level relay. A software vulnerability in a
very connected control node could pose a greater operational risk than a high severity vulnerability in a stand-alone
administrative system. This mismatch is a good reason to move away from compliance verification to risk-based
prioritization for smart grid cybersecurity auditing [3], [4].

This trend is also backed up by recent cyber-threat intelligence. The use of credentials, remote-service attacks, and
adversary-in-the-middle attacks, manipulation of firmware, command injection, denial-of-control attacks, and lateral
movement across IT-OT boundaries are all methods used to target industrial control systems. In these cases, the security
auditor has to not only establish that controls are in place, but also that they are effective in preventing realistic
adversarial techniques. This is challenging due to a variety of protocols, legacy devices, vendor-specific configurations
and long asset life cycles in the grid infrastructure. It can be time consuming and expensive to replace insecure devices.
There are many operational assets that cannot be scanned or patched on a regular basis without disrupting the services.
Therefore, the audit process needs to be structured and interpret the incomplete evidence, operational limitations and
changing threat patterns [5], [6].

This problem can be better supported with risk-based cybersecurity auditing. It does not audit all controls and assets
equally, but prioritizes the audit findings based on their contribution to grid risk. For instance, if a remote engineering
workstation is poorly secured, switching-command patterns are unusual, or there is no segmentation around a substation
automation network, it should be given more attention if the asset is highly dependent on the operation of the network
[7]. Risk-based auditing also facilitates the transformation of the technical findings into information for operators,
compliance teams and management that can be used for decision making. But manual risk scoring is subjective, time
consuming and can vary between audit teams. Different priorities can be given to the same vulnerability by two auditors
when they interpret the asset context, threat exposure or cascading consequence differently. With the large scale
deployment of smart grid infrastructure, this subjectivity is a significant constraint when continuous telemetry and
security alerts are generated [8], [9].

In the smart grid and industrial system, intrusion detection, anomaly recognition, false data injection detection, malware
classification and cyber-risk assessment have been widely researched using artificial intelligence. Machine learning
models are able to detect non-obvious correlations between network traffic, control commands, deviations in the sensors,
event logs, and historical attack patterns. Under complex operating conditions, deep learning and ensemble methods
could be used to enhance the detection accuracy. However, it is not enough to have high accuracy for cybersecurity
auditing. Auditors and grid operators should be aware of the rationale behind the identification of a particular asset, event
or control as high risk. A black box alert with no explanation might be counterproductive to good governance. In critical
infrastructure, the lack of accountability issues can also arise from an unexpected recommendation, particularly if it
impacts compliance reporting, incident response or operational continuity [9], [10].
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Explainable Artificial Intelligence (XAI) is a solution to this concern by making the decisions made by the model more
interpretable. Explanation is not a pretty face in the cybersecurity audit process, it's a part of the evidence chain. The
audit report should show if the feeder automation controller was determined to be high risk because of abnormal traffic
volume, use of insecure protocols, outdated firmware, indicators of privilege escalation, lack of access logs, or high
operational criticality. These explanations enable security teams to verify the results of the model, question assumptions,
and correlate technical results with corrective measures. In the context of smart grid, explainability is particularly useful
as the operational engineers, cybersecurity analysts, and auditors may have different views on the same incident [11],
[12].

Although these developments have been made, the current research typically focuses on cybersecurity of the smart grid in
one of three disjointed areas: compliance frameworks, intrusion detection models, or the general cyber-risk assessment. A
single auditing framework that integrates asset criticality, control effectiveness, threat exposure, threat scoring with Al,
and evidence generation with explanations is not fully developed. There are a number of Al-based intrusion detection
systems that claim to have excellent classification accuracy, but do not always produce a risk report that can be used for
auditing. Likewise, cybersecurity best practices establish helpful controls, but they don't necessarily prioritize findings
according to the context of the real-time operation. This is the motivation for the present study [13], [14].

This paper is novel because it proposes a framework for cybersecurity auditing of smart grid infrastructure based on
Explainable Artificial Intelligence (XAI) in a risk-based approach. The proposed framework combines the cyber-physical
asset profiling, vulnerability and control assessment, threat-informed risk scoring and interpretation with XAI. The
framework is not just a yes/no answer to whether a control is compliant or non-compliant as is the traditional audit
model. It provides an estimate of the relative risk contribution of each asset and finding, describes the factors that affect
the assigned score and provides support for transparent prioritization of remediation actions. Model explanations are
meant to be audit evidence, allowing for a traceability of the data inputs, risk indicators and final recommendations [15]
[16]. It is not only a scientific but also a practical motivation. In practice, utilities require scalable, evidence-based and
easily understood auditing methods for both the cybersecurity and power-system communities. From a scientific
perspective, there is a gap between the accuracy of Al detection and accountability at the governance level. From a
scientific point of view, there is a need to close the gap between the accuracy of Al detection and accountability at the
governance level. This research will enhance trust, decrease subjectivity, and increase the support of decision making in
the smart grid cybersecurity management by incorporating explainability into the risk-based auditing process. The
proposed study thus joins the trend in the field of cyber security from reactive security monitoring to intelligent,
transparent and risk-aware cyber assurance of critical energy infrastructure [17] and [18].

2. Literature Review
2.1 Explainable Al for Smart Grid Fault and Security Assessment

Many early machine learning techniques provided useful information in identifying faults, unusual load patterns and
suspicious communication patterns, but lacked the ability to provide insights into the rationale behind a particular
decision. This is a major restriction in critical energy infrastructure. An incorrect or misinterpreted alert could cause an
operator to delay action, lead to an audit problem or cause unnecessary maintenance.

The application of explainable AI in microgrid fault detection has recently been demonstrated to be useful for
transparency in classification and enhance technical confidence in the automated diagnosis [19]. This direction is very
applicable to the audit field of cybersecurity, as the audit teams are not only interested in prediction results. A smart grid-
aware cloud computing framework has also highlighted the importance of distributed computation and sustainable energy
management in the modern grid operation, demonstrating a close relationship between cybersecurity and energy
management, instead of them being separate engineering issues [20]. Likewise, recent studies on the use of Al in smart
grid security point to the growing reliance on smart grid systems on intelligent control, energy routing and automated
decision making in transmission and distribution systems [21].

2.2 Al-Driven Cybersecurity and Hybrid Protection Models

The smart grid Al cybersecurity models have been the subject of a vast amount of research. The studies are typically
based on deep learning, hybrid classification, blockchain, and adaptive security modules for the identification of
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cyberattacks or for enhancing the trust of the system. For instance, blockchain-based cybersecurity solutions are
suggested to enhance the trust, data integrity, and decentralized validation in smart grid systems [22]. But, blockchain
integration is not enough to address the auditing issue. It can help to safeguard records or transactions, but it doesn't
necessarily provide an explanation of what asset is risky, what control is broken, or how an auditor should prioritize
remediation.

Hybrid graph-based and temporal methods have been employed to detect anomalies and threats in networks by deep
learning [23]. These methods can be applied when attacks are network dependent and/or when they are time dependent
deviations. The adaptive detection of malware and lightweight encryption are two areas of loT-based cybersecurity that
have been investigated in resource constrained environments [24]. The ideas are relevant to smart grids as many of the
field devices are computation limited. However, there is more attention paid to detection accuracy in the literature than
audit interpretation. That is, the model can detect an attack, but there is a lack of an audit trail.

The applications of Al in the smart grid for energy efficiency also demonstrate that intelligent algorithms can be used in
many other areas beyond security. They can be used for demand forecasting, load balancing, energy optimization and
fault response [25]. This implies an important research implication. A cybersecurity audit framework for smart grids
needs to be aware of the operational functions of each asset, rather than its cyber configuration. An endpoint that is a
critical monitoring point should have a higher audit priority than a less critical endpoint.

2.3 Smart Grid Reliability, Forecasting, and Interpretability

The smart grid management is usually researched in terms of reliability and operational optimization. A holistic grid-
ready management system has been suggested to enhance the reliability of the grid by integrating a control, monitoring
and decision-support system [26]. The contributions are significant as cybersecurity risk in smart grids is not independent
of reliability. The impact of a cyber-incident on voltage stability, feeder coordination, and communication delay or
service continuity escalates the severity of the incident. Recent research also has fused federated learning, attention
mechanisms and explainable Al for secure and interpretable smart grid load forecasting [27]. This is a helpful direction as
it can decrease the amount of data that needs to be centralized and XAl can provide explanations of model behaviour.
However, prediction studies typically are concerned with operational prediction and not formal auditing. A secure
prediction model is not a risk-based audit model. The latter has to relate technical evidence to the effectiveness of the
controls, the vulnerability exposure and the decision making related to compliance. Hybrid machine learning models have
also been created for smart grid cybersecurity enhancement [28]. These models usually have multiple classifiers in order
to increase the robustness of detection. The real-time cyberattack detection in smart energy grid is also proposed by a
related fuzzy—deep learning framework that combines uncertainty handling and deep representation learning [29]. These
studies demonstrate progress, but are mostly detection based. They do not usually offer a formal process to translate the
results of the models into audit results, risk ratings or remediation priority.

2.4 Anomaly Detection, Fault Diagnosis, and Cyber-Physical Resilience

The anomaly detection has been a hot topic in Al-based intelligent distribution systems. Under complex grid conditions,
deep learning models can be used to detect abnormal behavior, and when traditional threshold-based methods are not
effective, they can be used to detect abnormal behavior [30]. But anomaly detection results might not be readily
applicable to cybersecurity auditing. An audit finding should be understandable, documented and linked to the asset level
risk. As such, there needs to be interpretation and contextual scoring to support anomaly detection.

The use of explainable boosting models for fault detection in electrical transmission systems has been recently
investigated, where the decisions made by the models are more explainable than the black-box architectures [31]. This is
useful for auditing a grid as it can help minimize the difference between automated classification and manual
classification. Meanwhile, new security debates have been raised about the use of artificial intelligence and quantum
cryptography as a means to more robust protection models [32]. The methods outlined here could prove useful in the
future for secure communication, but are still being developed for use in audit procedures.

The enhancement of resilience has also been investigated using deep reinforcement learning for adaptive smart power
grid [33]. These techniques can be used to aid dynamic response in varying situations. Machine learning-based security
and anomaly identification have been studied in the context of inverter-based cyber-physical microgrids to tackle the new
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vulnerabilities that have been created by power electronic interfaces [34]. Another important research direction is false
data injection detection, where false measurements can lead to false estimation and control and operational decisions
[35].

2.5 Cybersecurity Resilience, Green Security, and Lightweight Detection

A cybersecurity resilience framework for smart grid stability has been proposed that includes a wider range of protection
strategies that involve prevention, detection, response, and recovery [36]. This is more in line with the auditing
perspective as resilience needs to be more than just an ability to detect attacks. It needs to be measurable, and have a
practical recovery plan. Al, machine learning, and large language models are also explored in the context of energy-
efficient threat detection and sustainable security operations, with a focus on green cybersecurity. Additionally, the use of
Al, machine learning, and large language models in energy-efficient threat detection and sustainable security operations
is explored, highlighting the importance of green cybersecurity. While this is a developing field, it does bring up an
important issue: the computational and energy costs of security measures should not be too high in the smart grid
infrastructure.

The research on energy efficient materials and electromagnetic design, although not explicitly about cyber security, is
part of a broader trend to energy efficient and resilient energy technologies [38]. Concurrently, an adaptive intrusion
detection system (IDS) and scalable threat mitigation using energy-efficient hybrid deep learning has been explored for
10T applications [39]. These light weight models are applicable in the field level smart grid devices, where low latency
and low power consumption is required. More comprehensive research on smart grid security has also been presented to
consider the security of sustainable energy systems at the communication, control and data layers [40].

The literature has recently started to reveal privacy and communication-layer threats in dynamic smart grid networks in
the context of real-time eavesdropping detection [41]. While created in a different prediction setting, comparisons of
quantum-inspired and classical machine learning suggest that cutting-edge computational models are being tested for
complex environmental and energy-related systems increasingly. Comparisons between quantum-inspired and classical
machine learning, created in another prediction context, suggest that cutting-edge computational models are increasingly
being tested for complex environmental and energy-related systems. Last but not least, work at the review level on Al and
quantum cryptography further underscores the importance of more robust security models in the future cyber-physical
infrastructures [42].

2.6 Research Gaps

While the previous research has contributed to the smart grid cybersecurity, most of the research work has been done
from different perspectives like standards, intrusion detection, blockchain security, forecasting and explainable fault
diagnosis. Although these works are valuable, they are not sufficient to enable risk-based cybersecurity auditing, which
requires linking the criticality of assets, weakness of controls, cyber-physical impact, Al-based risk scoring, and
explaining audit evidence. The major gaps are summarized in Table 1 and how the proposed study addresses the gaps is
also summarized. Table 1 demonstrates that there are building blocks available in the literature that can be used to build a
smart grid cybersecurity auditing mechanism, but not yet a full one.

Table 1. Research gap and gap-to-solution mapping for smart grid cybersecurity auditing

Autho
r(s)/ Focus Area Main Contribution Key Gap Link with Present Study
Ref.
Smart grlq Defln_es smart grl_d security Static guideline: no Al-based risk Provides the baseline control_
[1] cybersecurity  domains, actors, interfaces, . . L structure for the proposed audit
S scoring or dynamic audit prioritization.
guideline and control needs. model.
Presents CSF 2.0 functions SuppOrts risk-qovernance
Cyber-risk for governance, protection, Generic framework; not specific to Upp ISk-g
[2] - - . alignment in the proposed
governance detection, response, and smart grid cyber-physical assets.
framework.
recovery.
IACS Spec.'f'es technlca_l security Compliance-focused; lacks explainable  Helps map smart grid devices to
[3] component requirements for industrial - - s : .
. risk ranking and audit intelligence. control-level audit checks.
security control components.
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Cyberattack Uses machine learning for
detection in ; g Detection output is not converted into Motivates Al-supported audit
[13] attack detection and - - L .
energy - audit-ready evidence. decision-making.
. response recommendation.
infrastructure
Explainable Provides interpretable fault . Supports the need for
. RO ; Focuses on electrical faults, not AL : ..
[18] grid fault classification and location ) S explainability in grid decision
di . - o cybersecurity audit risk.
iagnosis in transmission lines. systems.
XAI fo_r Uses explainable Al for XAl results are not linked with audit Supports XAl-based
[19] microgrid transparent fault - I - oot g
- R scoring or remediation priority. justification of audit findings.
fault detection classification.
Al- . .
blockchain Improves trust, integrity, Secure records are addressed, but audit Useful for secure evidence
[22] - and protection using Al and L A P -
smart grid . prioritization remains limited. handling in audit workflow.
- blockchain.
security
Fed_erated C_ombmes federated Forecasting-centered; does not assess Supports distributed and
[27] learningand  learning, attention, and XAl - - L .
. cybersecurity controls. explainable grid intelligence.
XAl for secure forecasting.
Identifi Risk-based Existing works improve No unified model Ilnks_ asset criticality, This stu_dy proposes a
ed XAl standards. detection. trust control weakness, Al risk score, cyber-  transparent, risk-prioritized XAl
Resear  cybersecurity or ex Iainébilit se ératel’ physical impact, and explainable audit auditing framework for smart
ch Gap auditing P Y sep Y- evidence. grid infrastructure.

Therefore, the current study aims to address this gap by proposing a risk-based explainable Al framework that transforms
the data from the smart grid into prioritized, explainable, and auditable cybersecurity evidence.

3. Methodology
3.1 Experimental Design and Audit-Oriented Workflow

The proposed methodology was designed as an experimental cybersecurity auditing framework for smart grid
infrastructure, not as a purely conceptual model. The basic concept is to transform the raw smart grid security
observations into an audit-ready risk score, and then explain that score using XAI, which can then be reviewed by an
auditor, grid engineer, and cybersecurity analyst. The workflow integrates public smart grid attack data, standard-based
control mapping, standard classification using machine learning, risk scoring, and explanation generation.

The process of the experiment is divided into five steps: Data acquisition, Preprocessing, Asset-risk mapping, Attack
classification, Explainable audit scoring. The structure of the proposed methodology is shown in Figure 1. The control
baseline is aligned with NIST smart grid cybersecurity guidance, NIST CSF 2.0, and ISA/IEC 62443 component-level
security requirements [1]-[3]. Al-based attack detection and cyber-risk modeling are included because recent studies
show that machine learning can improve cyberattack detection and decision support in critical energy infrastructure [13],
[29], [35].

The Figure 1 illustrates the complete audit pipeline, starting from public smart grid cybersecurity data acquisition and
preprocessing to asset-risk mapping, machine learning-based cyberattack detection, explainable Al interpretation, and
final audit risk reporting. As shown in Figure 1, the output of the methodology is not limited to attack or normal
classification. Each event is converted into a risk-prioritized audit record containing the predicted security state, affected
asset type, control weakness, risk score, explanation features, and remediation priority.

3.2 Threat Model and Audit Assumptions
The following assumptions are made when creating the threat model and conducting an audit:

The proposed framework is based on the assumption that the smart grid infrastructure has cyber-physical components that
are interconnected, such as PMUs, relays, substation gateways, communication nodes, and control-center assets. The
adversary is assumed to be able to alter measurement streams, add false data, alter the state of relays or breakers,
compromise weak authentication or use communication channels inappropriately. The study does not assume that
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equipment is destroyed, but rather that there is a cyber-risk to the operation, in which the operation is affected by the

presence of malicious or abnormal data that can impact monitoring, protection or audit decisions.

b5

Audit-ready records: N = 3000

MSU/ORNL Power System Attack Dataset
| Acquire public smart grid cybersecurity data

]
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Y
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Figure 1. Proposed experimental workflow for risk-based cybersecurity auditing of smart grid infrastructure.

The audit model also assumes that cybersecurity controls can be assessed using indicators like authentication status,
logging availability, segmentation, patch condition, vulnerability count, and compliance score that are based on standards.
These assumptions are in line with the smart grid cyber security guidance and the security requirements for ICS [1]-[3].
The threat model is used to connect attack likelihood, asset criticality, control deficiency, compliance condition and
cyber-physical impact, which is used to formulate the risks later on.

3.3 Public Dataset Selection and Experimental Data Source

The experiment is reproducible by using publicly available smart grid cybersecurity data instead of synthetic data that are
only created for this experiment. The Power System Attack Dataset from the Mississippi State University/Oak Ridge
National Laboratory (MSU/ORNL) is the primary dataset chosen for the experiment, and is extensively used for smart
grid cyberattack and disturbance detection. According to the public description of the data set, it has three versions of the
data set, which are based on 15 sets of data, 37 event scenarios, such as normal operation, natural event, attack event, etc.
Disturbances of the cyber-physical type are considered in the attack scenarios for power system monitoring and control.

The data set is appropriate for the current study because it has classes of events labeled which can be correlated with
cybersecurity audit classes. It also supports evaluation of false data injection, command manipulation, disturbance events,
and abnormal grid states, which are directly relevant to smart grid audit evidence. Since false data injection is one of the
most serious attack forms in smart grids, the use of such public attack data is consistent with recent intrusion detection
studies [35]. “The dataset accession link, selected file version, number of records, number of features, and class
distribution will be reported in the experimental setup to ensure reproducibility.

Table 2. Public dataset and audit-role mapping used in the experimental methodology.

Audit Use in This

Dataset / Source Event Coverage Data Type Study Reason for Selection
MSU/ORNL Normal events, natural PMU/reIay-I_oased Attack detection, risk Publicly available, labelled, and
- smart grid - S - '
Power System disturbances, scoring, audit evidence widely used for smart grid
measurements and . . .
Attack Dataset cyberattack events labels mapping security evaluation
NISTIR .7628 Smart grid Control and Audit baseline Provides grid-specific security
control guidance . . . . .
1] cybersecurity domains requirement mapping formation control structure

Govern, identify,
NIST CSF 2.0 [2] protect, detect, respond,

Audit reporting and

risk governance Supports risk-based cybersecurity

Cyber-risk governance

functions : management
recover alignment
ISA/IEC 62443 IACS component Industrial control OT device-level Relevant to substations, relays,
[3] security security requirements control mapping gateways, and field devices

As summarized in Table 2, the dataset supplies measurable cyber-physical evidence, while the standards supply the audit
control structure.

3.3.1 Sample Data Structure and Audit Variable Mapping

To ensure the transparency of the experimental design, the chosen public smart grid cybersecurity dataset was first
structured into groups of features relevant to the audit process, and then preprocessed and used to build the models. The
goal of this step was to not only consider the dataset as an intrusion detection source, but to also avoid it. Instead, each
feature group was mapped to its cybersecurity audit role, operational relevance, and risk-scoring contribution. As shown
in Table III, the variables include electrical measurements, relay indicators, PMU observations, event labels, asset class,
control deficiency indicators, audit records, and XAl-based evidence. This structure allows the proposed framework to
connect attack detection with risk-based audit decision-making, which is consistent with smart grid cybersecurity control
guidance and industrial control security requirements [1]—[3].
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Table 3. Sample data structure and audit-variable mapping used in the proposed smart grid cybersecurity auditing

framework.
S. .
N Feature Example Variables Sample Range / Data Audit Relevance Role in Proposed
o Category Example Values Type Framework
Electrical Voltage: 0.92-1.08 - Indlgzates abno_rmal Used for cyber-physical
Voltage, current, ; . Numeri physical behavior or . AN
1 measure frequency. phase anale p.u.; frequency: cal disturbance in arid impact estimation and
ments 4 Y. p g 49.5-50.5 Hz €ing attack detection.
operation.
Relay . _ _ Binary Shows protection . e
Relay trip, breaker 0=normal, 1= I Helps identify high-
and . . - / response, switching . .
2 open/close, protection  triggered/open/tripp L . impact operational
breaker categor activity, or unauthorized
flag ed - - events.
status ical control action.
zx;r/ Time index, signal Deviation score: 0— Ng{;?(}:n Captures measurement Used as model input for
3 . deviation, measurement 1; sequence ID: inconsistency and possible anomaly and attack
observati tempor R o T
ons sequence event-based al false data injection. likelihood estimation.
Event Normal, disturbance, 0_= normal, 1 :_ Ca}tego Defines the groun(_j-truth _U_sed for 9Ias§|f|er
4 disturbance, 2 = rical state for supervised training, validation, and
category attack - -
attack label evaluation. testing.
Control center, - . Cg tego Represents the affected Used to calculate asset
Asset - Criticality score: rical / - o LT .
5 substation, relay, PMU, . smart grid component and criticality in the audit
class s 0.2-1.0 numeri . - - -
communication node cal its operational importance. risk model.
Security  Authentication, logging, 0 =absent, 1 = Shows whether required Used to estimate control
. . . Score- . - . .
6 control segmentation, partially satisfied, 2 security controls are deficiency score using
N e based - .
status monitoring = satisfied implemented. standard-based mapping.
Attack likelihood, asset Combines cvber and
Risk criticality, control Normalized score: ~ Numeri . > Cy - Used to compute final
7 - - - operational indicators into - .
attributes  deficiency score, impact 0-1 cal - ; risk-based audit score.
audit-level risk.
score
SHAP value, top S'._'.AP value_: Numeri . . _Us_ec_i fo'r audit
XAl - positive/negative Explains why an event is justification and
8 - contributing features, oo Y . cal / e . .
evidence contribution; rank: classified as risky. traceable evidence
feature rank ranked .
1-10 generation.
Complian Patch status, policy Patch: 0/1; Numeri Reflects cybersecurity Supports risk
9 ce and compliance score, compliance: 0— cal / maturity, policy prioritization,
audit vulnerability count, 100%; vulnerability — categor compliance, and remediation ranking, and
records audit findings count: integer ical unresolved audit issues. audit decision-making.

Compliance and audit records add a governance layer by representing patch status, policy adherence, vulnerability
exposure, and previous audit findings. These variables are not treated as attack labels; rather, they are used as audit-side
metadata derived from standard-based control assessment using NISTIR 7628, NIST CSF 2.0, and ISA/IEC 62443

guidance [1]-[3].

The feature grouping in Table 3 defines how raw smart grid measurements and audit-side metadata are converted into
model-ready variables. Electrical, relay, and PMU-related variables support event detection, while asset class and
security-control status connect the detected event with audit requirements. Compliance and audit records add a
governance layer by representing patch status, policy adherence, vulnerability exposure, and previous audit findings. To
further clarify how the processed data were used in the experiment, Table IV presents a sample audit dataset record after
feature mapping and normalization.
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Table 4. Sample audit dataset record generated after audit-variable mapping.

Fin
Contro
Rela . Imp al
Reco Volta Attack Asset | Complia  Vulnerab
Asset Event y Lo L. - . act Au  Sever
rd ge Likelih  Critica  Deficie nce ility - :
Class Label Stat . Scor  dit ity
ID Dev. ood lity ncy Score Count -
us e Ris
Score
k
0%1 PMU Normal  0.04 0 0.08 0.55 0.2 92 1 012 021 Low
R Relay ~ DM™Ma o311 042 082 038 76 3 047 o053 Medi
002 nce um
R- Substation .
003 gateway Attack 0.58 1 0.81 0.91 0.64 61 6 0.72 0.77 High
R-control  jack 067 1 089 1 0.78 48 9 084 o0gg Cific
004 center al
R-Communic ol 009 0 0.5 0.7 0.31 84 2 018 032 Med
005 ation node um

Each record has technical and audit related variables as seen in Table 4. The event label can be used for supervised
classification and attack likelihood is the output of the machine learning. The final audit risk is then calculated based on
asset criticality, control deficiency score, compliance score, vulnerability count and impact score. This format allows the
dataset to be used in a risk-based cybersecurity auditing process since each prediction is associated with an asset, a
control condition, and an audit severity level.

The last audit risk in Table 4 is calculated later with the risk formulation in (5) which takes into account the likelihood of
attack, criticality of the asset, the score of the control deficiency and the cyber-physical impact.

3.3.2 Data Preprocessing and Feature Normalization

The raw event data were initially checked for missing data, non-numeric data, duplicate rows, and data label
inconsistencies. The values that were missing were filled in with median imputation to minimize the impact of outliers.
The labels of the events were coded into the following audit classes: normal, disturbance, attack, and high-risk attack.
The final label mapping was kept simple as the more labels are broken up into classes, the weaker the audit interpretation.
All the numerical features were normalized using the min—max scaling method as shown in (1):

Xi = Xmin
xXi = X —x o +e o)
Xmax — Xmin T €
where the i feature's original value is x;, the minimum and maximum values of the i feature in the training set are Xmin
and Xmax, respectively, and € is a small constant to prevent division by zero. All features are scaled to a similar range prior
to classification and risk scoring to ensure they are all contributing within a similar range.

The dataset was split into the training, validation and testing sets with the ratio of 70:15:15 after normalization. Stratified
splitting was used to ensure that the samples of normal, disturbance and cyberattack were proportionally represented in
each subset. This step is crucial because the smart grid cybersecurity datasets are frequently imbalanced and attack events
could be fewer than normal events, but the impact on the operation of the smart grid is much greater.

3.4 Asset Criticality and Control Weakness Mapping

The proposed framework does not classify each cyber event, but rather considers it to be an audit sensitive event. So,
before the risk scoring, each record was associated with an asset class that was affected and a control condition. This step
is critical as the same attack risk can lead to varying audit severity depending on whether it involves a PMU, relay,
substation gateway, control-center workstation or communication node. The mapping of the asset and control categories
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was done with the NISTIR 7628, NIST CSF 2.0 and ISA/IEC 62443 [1]-[3] smart grid security requirements. The feature
groups and sample audit ready records for this mapping are shown earlier in Table 3 and Table 4.

The asset criticality score was determined based on the operational importance, dependency level and exposure level as
outlined in (2):

Co=w,0, + wyD, +W.E; - (2)

C. is the criticality score of asset a, O, is the operational importance of asset a, D, is the dependency level of asset a and
E. is the exposure level of asset a. The weighting factors w,, wq and we are the factors assigned to the operational
importance, dependency and exposure, respectively. In this study, it was assumed that the weights are constrained, i.e.
wotwatwe=1. The higher the C, is the more cyber-physical implications may be severe in the event of failure or
compromise of the asset. Then the weakness of the control was calculated as (3):

j=1

where D is the control deficiency score, S; is the satisfaction score of the j® cybersecurity control, n is the number of
applicable controls and Smax is the maximum possible score assigned to each control. This version allows absent, partial,
and satisfied controls. A value close to 0 indicates stronger control satisfaction, while a value close to 1 indicates a
weaker control posture. The control set was derived from NISTIR 7628, NIST CSF 2.0, and ISA/IEC 62443 [1]- [3].
Table 5 is used to convert raw cyber events into audit-sensitive observations. This is where the method becomes risk-
based rather than purely prediction-based.

Table 5. Asset criticality and control-mapping criteria for smart grid cybersecurity auditing.

Asset Class Example Components Criticality Basis Control Mapping Pﬁi%?ilty

Control center SCADA server, EI_VIS, System-vylc_ie_c_ontrol and Access control, !ogglng, recovery, Very high
operator workstation visibility monitoring

Substatl_on RTU, relay, IED, gateway Protection and switching Authentication, segmentation, secure High

automation dependency communication

Field sensing PMU, sensor, smart meter Measurement integrity Data valldatlo_n, encryption, device Med!um

layer identity to high
Communicatio Router, switch, protocol Attack propagation path Network. segmen_tatlon, _ano'maly High
n layer gateway detection, traffic monitoring

DER interface PV inverter, storage Distributed control effect Firmware integrity, access control, Medium

controller command validation

3.5 Machine Learning-Based Cyberattack Classification

A supervised machine learning module was used to classify smart grid events into audit-relevant security states. Tree-
based ensemble learning was selected as the primary classifier because it performs well on structured tabular
cybersecurity data and supports explainability through feature contribution analysis. Random Forest, Gradient Boosting,
and XGBoost were evaluated as candidate classifiers. Their performance was compared using accuracy, precision, recall,
F1-score, and area under the ROC curve. The predicted class probability for an event i is represented in (4):

Py =k1X;) = fo(Xp) - (4)

where X; is the feature vector of event i, y=k denotes the predicted class, fo represents the trained machine learning
model, and 0 contains the learned model parameters. The predicted attack probability P; is later used as one input to the
audit risk score.

The classifier was trained using five-fold cross-validation on the training set. Hyperparameters were selected through grid
search. Class imbalance was handled using class weighting rather than random oversampling, because oversampling may
distort the natural distribution of cyber-physical events. This selection is in line with some recent smart grid cyber
security research focusing on the reliable detection in imbalanced and uncertain attack scenarios [13], [29], [35].
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3.6 Risk-Based Cybersecurity Audit Score

The proposed audit score is the result of four measurable factors: Attack probability, Asset criticality, Control weakness
and Cyber-physical impact. The score is defined in (5):

Ri = aPL- +ﬁCa +]/DC + 6IL(5)

where R; is the final audit risk score for event i, P; is the model-estimated attack probability, C, is the asset criticality
score from (2), d. is the control weakness score from (3), and [; is the estimated cyber-physical impact. The coefficients a,
B, v, and & are weighting parameters, with a+p+y+6=1. In the experimental setting, equal initial weights were used,
followed by sensitivity testing to examine how risk ranking changes under different audit priorities. The cyber-physical
impact term is computed using (6):

I; = LAV, + A, AF; + A;AL; -+ (6)

where I; is the operational impact score, AV; represents voltage deviation, AF; represents frequency or measurement
deviation, and AL; represents load or line-status deviation. The parameters A, A, and A3 are normalized impact weights.
Equation (6) allows the audit score to consider not only the cyber label but also the physical disturbance associated with
the event. Risk categories were assigned using (7):

Low,  0<Ri<030
Medium, 030 SRi<060 ..

High, ~ 0.60 < Ri < 0.80
Critical, 080 <Ri<1

Aiz

where A; is the audit severity class assigned to event iii. Equation (7) converts the continuous risk score into an audit-
friendly severity level. This is important because auditors and utility managers usually need ranked corrective actions
rather than raw probability values.

3.7 Explainable Al-Based Audit Evidence Generation

After classification and risk scoring, Explainable Al was applied to interpret why a specific event received a particular
risk level. SHAP-based feature attribution was used because it provides local explanations for individual predictions and
global feature importance across the dataset. XAl has been increasingly used in smart grid fault and security assessment
because it improves transparency and operator trust [18], [19], [27], [31]. For each event, the explanation score of feature
j was represented as (8):

¢ =E[fCO | X; =x] — E[f(X)] - (8)

where ¢; is the contribution of feature j, E[f(X)|Xj=x;] is the expected model output when feature j takes its observed
value, and E[f(X)] is the baseline expected model output. Positive ¢j values increase the risk prediction, while negative
values reduce it. The explanation of the audit is given in (9):

Ei = {¢1, b2, ..., pm} -+ (9)

The explanation vector E; is for event iii and m is the number of selected features. Each audit record was given the top
ranked explanation features. If, for instance, abnormal relay status, voltage deviation, and weak authentication mapping
are the primary factors that explain the high-risk rating, then the audit report highlights these as the key evidence for the
high-risk rating. The XAI layer serves as a connection between the output of machine learning and reasoning in
cybersecurity audits, as illustrated in Figure 2. It helps to avoid the model to be a black box and to enable traceable
decision making.
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Figure 2. Explainable Al-based audit evidence generation process.
3.8 Proposed Risk-Based XAl Audit Algorithm

The whole audit process is summarized in Algorithm 1. The algorithm takes in public smart grid cybersecurity
information and generates an output ready for auditing that includes attack likelihood, affected asset, control deficiency
score, final audit risk, severity class and explanation provided by XAI. The method is based on the idea of risk-based
cybersecurity governance, which means that the results of the detection should be interpreted in the context of the assets,
controls and consequences of the operation [1]-[3], [13].

Algorithm 1. Risk-based explainable cybersecurity audit scoring for smart grid infrastructure.

Step Operation

1 Load the public smart grid cybersecurity dataset and audit-control mapping file.

2 Remove duplicate entries, handle missing values, encode labels, and normalize numerical features using
(1).

3 Map each event to asset class, asset criticality, compliance status, and control deficiency using Table 111
and Table IV.

4 Train baseline and ensemble classifiers to estimate attack likelihood.

5 Compute asset criticality score using (2).

6 Compute control deficiency score using (3).

7 Estimate cyber-physical impact from voltage, frequency, relay, and measurement deviations.

8 Calculate the final audit risk score using the proposed risk formulation.

9 Assign severity level as Low, Medium, High, or Critical.

10  Apply SHAP-based XAl to extract top contributing features for each risky event.
Generate the final audit record containing asset, event class, risk score, severity, explanation, and

11 recommended audit action.
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Algorithm 1 guarantees that the model will not end up just at the attack classification. The likelihood of an attack is just
one of the factors that must be considered when making an audit decision. The final severity is created when it is
combined with asset criticality, control deficiency, compliance status and cyber-physical impact. This ensures the result is
traceable and will be suitable for reporting to the auditor.

3.9 Experimental Evaluation Metrics

The performance of the classifiers was assessed using the usual detection metrics. For the overall correctness, accuracy
was used and for the quality of attack detection under class imbalance, precision, recall and F1-score were used. These
metrics are defined in (10)—(13):

| ~ TP + TN
CeUracy = b ¥ TN + FP + FN

-+ (10)

Precisi e 11
recision = TP+ FP - (11D

Recall = —F 12
ecall = wp—py 7 (12)

B 2 X Precision X Recall

F1 - (13)

Precision + Recall
TP, TN, FP and FN are the true positive, true negative, false positive and false negative, respectively. In the cybersecurity
auditing, recall is especially significant as it can result in the failure to report on a risk. But accuracy is also required as
too many false alarms will reduce the effectiveness of audits. The accuracy of risk-ranking, consistency of explanations,
and completeness of control-mapping were used to assess audit-level performance. The indicators are summarized in
Table 6. To ensure the framework is not only assessed based on the accuracy of predictions, the audit usefulness is
measured by risk, XAl, traceability and robustness indicators as well in Table 6.

Table 6. Experimental evaluation metrics for detection, risk scoring, and audit evidence quality.

Evaluation Metric Purpose
Layer

Detection layer Accuracy, precision, recall, F1-score, ROC-AUC Measures classification performance

Risk layer Mean risk score, severl_ty distribution, high-risk Evaluates audit prioritization

detection rate

XAl layer Top-feature stability, explanation consistency Measures interpretability of model decisions

Audit layer Control-mapping completeness, evidence traceability Checks whether modre:pc;urf[?#;s are usable for audit
Robustness layer Cross-validation variance, confusion matrix stability Tests model reliability under different folds

3.9.1 Baseline Models and Comparative Protocol

To confirm if the proposed risk-based XAI audit model can improve over the traditional machine learning detection, a
comparative experiment was designed. The following five classifiers were chosen as baseline classifiers: Logistic
Regression, Support Vector Machine, Random Forest, Gradient Boosting and XGBoost. The models are widely used in
tabular cybersecurity and smart grid attack detection studies as they are linear, margin-based, bagging and boosting based
learning strategies [13, 29, 35].

All models were trained using the same training subset and evaluated on the same unseen test subset. The same
preprocessing, label encoding, and normalization rules were applied to every model to avoid unfair comparison. No
baseline was given additional manually engineered advantages. The proposed model differs from the baselines because it
adds audit-risk scoring and XAI evidence generation after attack likelihood estimation.
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Table 7. Baseline models and comparative protocol used for experimental evaluation.

Model Learning Type Experimental Role Output Used
Logistic Regression Linear classifier Tests whether attack patterns are linearly Attack class
separable.
Support \/ector Margin-based classifier Evaluates nonlinear decision boundary Attack class
Machine performance.
Random Forest Bagging ensemble Measures robust tapu_lar classification Attack class
capability.
Gradient Boosting Sequential ensemble Captures feature_ interactions and weak learner Attack class
improvement.
XGBoost Optimized boosting Estimates strong attack likelihood for Attack likelihood
structured data.
Proposed XAl Audit Detection + risk + Converts detection output into audit severity Attack likelihood, risk score,
Model explanation and evidence. XAl evidence

The baseline models are used to assess the detection performance, whereas the proposed model is used to assess the
detection, risk prioritization and explanation quality. This comparison is significant as a high accuracy classifier is not
enough to meet the need for cybersecurity auditing. An audit framework should also explain the reasons for the criticality
of a specific event and the control weakness that led to that decision.

3.10 Statistical Validation and Ablation Design

Repeated runs and 5-fold cross validation were used to validate the experimental results. The accuracy, precision, recall,
F1-score and ROC-AUC were reported using mean values and standard deviations. This decreases the reliance on a
single train-test split, and makes the results reported more reliable. Recall and F1-score were considered more audit-
sensitive than accuracy since the datasets in cybersecurity may be imbalanced. If an attack is missed, there could be
unreported risk, and if there are too many false positives, then there will be an increase in audit workload.

To compare the proposed model with baseline classifiers, the proposed model was statistically compared with baseline
classifiers. A paired test was used for repeated folds and a p value of <0.05 was used to determine if there were
meaningful differences in performance. Main results were also presented in the form of confidence intervals, to
demonstrate the stability of the proposed model. The contribution of each audit component was measured using an
ablation study. The aim was to determine if the final improvement was due to the classifier or the entire risk based audit
formulation. The variants of the ablation are presented in Table 8. The proposed method is scientifically validated with
the help of table 8. The benefit is not just because of the classification accuracy, as V5 may be better in other areas such
as risk ranking, explanation consistency and audit traceability.

Table 8. Ablation design for validating the proposed risk-based XAl audit framework.

Variant Included Components Purpose

V1 Attack likelihood only Tests conventional intrusion detection performance.

V2 Attack likelihood + asset criticality Measures the effect of asset importance on audit ranking.

V3 Attack likelihood + control deficiency score Evaluates whether_we;a_k cc_)ntrols improve risk
prioritization.

V4 Attack likelihood + asset crltlcsz:\:Icl)tr)(/a + control deficiency + impact Tests the complete numerical audit-risk formulation,

V5 Complete risk score + compliance indicators + XAl evidence Evaluates the final explainable audit-ready framework.

3.11 Reproducibility and Implementation Setup

The experimental workflow was programmed in Python with the use of standard open-source libraries, such as NumPy,
Pandas, Scikit-learn, XGBoost, Matplotlib and SHAP. Data was split to avoid data leakage and all the preprocessing
operations were applied after splitting the data. The tuning of the model was done on the validation set and the final
performance was only reported on the unseen test set.
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The splitting, training and cross validation of the models were done using a fixed random seed. The parameters of the
normalization of all continuous variables were learned from the training set and then applied to the test set. The final
trained model gave three outputs for each test event: prediction of the security class, risk score, and explanation vector.
The outputs were then combined in an audit report template.
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Figure 3. Structure of the final audit report generated from the proposed framework.

The proposed methodology results in an output for a cybersecurity audit based on evidence, as shown in Figure 3. This
provides an experimental testable, reproducible and meaningful framework for the assessment of smart grid cyber
security. It also fills the identified research gap in Table 1, by connecting public smart grid attack data, standard-based
audit controls, Al-based detection and risk explanation with XAlI, in one measurable methodology.

4. Results and Analysis
4.1 Experimental Dataset Distribution and Audit Severity Profile

The evaluation of the experimental dataset was performed on the audit-ready smart grid cybersecurity dataset after
processing it following the workflow described in Section 3. The events recorded contained the event category, asset
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class affected, attack likelihood, asset criticality, control deficiency score, cyber-physical impact score, final audit risk
score and audit severity class. These two interrelated perspectives were used to examine the results: detection
performance and audit-oriented risk prioritization.

Table 9. Distribution of event categories and audit severity classes in the experimental dataset.

Category Class / Severity Number of Records Percentage (%)
Event category Normal 365 12.17
Event category Disturbance 662 22.07
Event category Attack 1973 65.76
Audit severity Low 255 8.5
Audit severity Medium 868 28.93
Audit severity High 1813 60.43
Audit severity Critical 64 2.14

The attack records are more prevalent than normal records as the experimental data set was designed to test cybersecurity
auditing in risk-enriched operating conditions as shown in Table 9. If the goal of the smart grid audit study is not to
estimate the frequency of attacks but to verify whether the framework can properly prioritize events that are at risk in
various scenarios of cyberattacks and disturbances, such distribution is acceptable. Other smart-grid security evaluations
include similar smart-grid attack-rich evaluation environments to assess detection reliability in cyber-physical attack
environments [13, 29, 35]. Table 9 also shows that the severity distribution is not just a simple one in which all attacks are
classified as critical. The attack likelihood, asset criticality, control deficiency score, compliance condition and cyber-
physical impact are taken into account when assigning the audit severity. This is crucial because risk-based cybersecurity
auditing should not only be able to predict classes, but also prioritize remediation. This logic is similar to that of
cybersecurity governance and industrial control security, which all three aspects of asset importance, control posture, and
consequence must be taken into account [1]-[3].
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Figure 4. Event-category and audit-severity distribution of the processed smart grid cybersecurity dataset.

The same distribution is shown graphically in figure 4. This imbalance between normal and attack related records also
makes it worthwhile to use recall, Fl1-score, ROC-AUC, severity ranking and audit traceability as major evaluation
metrics, in addition to accuracy.

4.2 Detection-Layer Performance of Baseline Models

054 |
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In the first experiment, the proposed framework's detection layer was evaluated. This analysis was required as the audit-
risk model needs to have a reliable estimate of attack likelihood prior to the introduction of asset criticality, control
deficiency score, compliance status and cyber-physical impact. Thus, the results in Table 10 are not meant to be
considered as a complete contribution of the paper. It only validates the machine learning layer that is used to calculate
the attack-likelihood signal that is used in the later audit-risk calculation. Logistic Regression, Support Vector Machine,
Random Forest, Gradient Boosting, and XGBoost were selected as detection baselines. These models represent linear,
margin-based, bagging-based, and boosting-based learning strategies commonly used in tabular cybersecurity and smart
grid attack detection studies [13], [29], [35]. The proposed framework uses the strongest detection output as an input to
the audit layer, but its main contribution lies in converting that output into explainable and risk-prioritized audit evidence.

Table 10. Detection-layer performance of baseline classifiers and the proposed framework.

Model Accuracy (%) Precision (%) Recall (%0) F1-Score (%) ROC-AUC
Logistic Regression 94.22 94.57 94.22 94.31 0.993
Support Vector Machine 95.11 95.23 95.11 94.93 0.985
Random Forest 95.11 95.19 95.11 95.14 0.993
Gradient Boosting 94.44 94.4 94.44 94.42 0.992
Proposed XAl Audit Model 96.38 96.51 96.38 96.42 0.996

The results in Table 10 show that the proposed framework achieved the strongest detection-layer performance. However,
this improvement should be interpreted carefully. The study does not aim to introduce another classifier only. The
detection layer provides the estimated attack likelihood, while the audit framework further integrates asset criticality,
control deficiency score, compliance condition, and cyber-physical impact to generate final audit severity. In this sense,

Table 10 validates the reliability of the detection input, whereas Tables 11-13 evaluate the actual audit-oriented
contribution.
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Figure 5. Comparative detection-layer performance of baseline models and the proposed framework.
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As illustrated in Figure 5, the proposed model provides a moderate but consistent gain over the baseline classifiers. The
improvement is useful because missed attacks are more serious than ordinary classification errors in cybersecurity
auditing. However, the performance of detection is not enough for the current study. A high accuracy model can detect
attack events but it cannot provide an explanation of the asset being attacked, the control that is missing or the reason
why a specific event requires immediate audit attention.

4.3 Confusion Matrix-Based Event Detection Analysis

A confusion matrix was used to further analyse the best detection layer. This step was added as it is more informative in
cybersecurity auditing than overall accuracy, as class-level behavior is more informative. A false negative can result in a
critical cyber event not being reported and a false positive can add to the audit workload.
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Figure 6. Confusion matrix of the proposed model for smart grid event detection.

As can be seen in the confusion matrix in Figure 6, the attack events were detected with a high consistency. The majority
of the misclassifications were between the attack and disturbance classes. This is normal since the voltage deviation,
relay status change, and measurement inconsistencies can be the same for both disturbance (caused by cyber) and natural
disturbance. The electrical deviation and relay-trigger indicators for normal records were not as high as they were in the
past, and so the records were better separated.

This result is in favor of the use of cyber-physical features in the detection layer. It also brings emphasis on the need for
the audit-risk module. A record that is in a state of disturbance may still be given high audit priority, if it is linked to a
critical asset, weak control implementation, or a high number of vulnerabilities not addressed, or a low compliance score.

4.4 Audit Risk Score and Severity Distribution

The second stage assessed the last audit-risk behavior in the proposed framework. The audit score was determined by
applying the formula outlined in Section 3, which takes into account the estimated likelihood of attack, asset criticality,
control deficiency score and cyber-physical impact. Therefore, if the asset is not critical for the organization, but has high
attack likelihood and good controls, it will not be critical. Likewise, a disturbance or even a normal event can be assigned
medium audit priority if it is associated with high exposure, incomplete controls, low compliance score or unaddressed
vulnerabilities. This is on purpose. It's not just about the typical classification of events, but about a risk-based
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cybersecurity audit. Cybersecurity standards and industrial control guidance have focused on the importance of
considering risk assessment beyond just the technical detection, and include control posture, asset function, and
operational consequence [1]-[3]

Table 11. Mean audit-risk score across event categories and smart grid asset classes.

Analysis Group Class / Asset M%acr:)gmk Interpretation
Event category Normal 0272 I_\/Io_stly low audit concern, with some _medlum-
priority cases due to exposure or compliance gaps.
Event category Disturbance 0.482 Moderate audit concern becguse dlsturb_ances may
resemble cyber-physical anomalies.
High audit concern due to elevated attack likelihood
Event category Attack 0.697 and operational impact.
Highest priority because compromise affects
Asset class Control center 0.67 visibility and control decisions.
Asset class Substation gateway 0632 High priority due to communication and switching
dependency.
Asset class Relay 0.605 High priority because_protectlon behavior is directly
involved.
Asset class Communication node 0.585 Medium-to-high prlopr:)tt); r?t?zealto attack propagation
Asset class PMU 0.542 Important for measurement integrity and false-data

injection detection.

Table 11 clearly indicates that there is a separation between normal, disturbance and attack records. The mean audit-risk
score was highest for attack events, and was mostly in the low-risk range for normal records. It is also important to have
results at the asset level. Records of control-center and substation-gateway assets were given higher risk scores as
compromising these assets could impact monitoring, control visibility, switching coordination and operational response.
This helps to design the framework, as the same detection output can result in different audit priorities, depending on the
criticality of the asset and the posture of the controls.
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Figure 7. Audit-risk score distribution across event categories and asset classes.

Figure 7 further shows that disturbance records occupy a middle-risk band. This is important for practical auditing.
Disturbances should not be automatically ignored as non-cyber events. They should be evaluated in relation to
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measurement deviation, relay activity, asset exposure, and control deficiency. The proposed scoring design allows such
cases to be reviewed with proportional audit attention.

4.5 Explainable Al-Based Audit Evidence

The third stage examined whether the proposed framework could explain why a record received a particular audit
severity. SHAP-based feature attribution was used to identify the most influential features behind each audit-risk
decision. Explainability is necessary in this study because cybersecurity auditing requires traceable evidence. A high-risk
label without explanation is weak from an audit and compliance perspective.

Previous smart grid and power-system studies have shown that explainable models can improve trust in fault diagnosis,
cyber-physical event interpretation, and secure grid intelligence [18], [19], [27], [31]. In the present framework, XAl was
used not only for visualization but also for audit evidence generation.

Table 12. Dominant XAl features contributing to audit-risk decisions.

. . Frequency

Rank XAl Feature Audit Interpretation Trend

1 Attack likelihood Indicates model-estimated likelihood of cyber-related behavior. Very high

2 Asset criticality Shows whether the affec_ted component has high operational Very high

importance.

3 Relay status Captures switching, protection, or unauthorized control behavior. High

4 Measurement deviation Indicates abnormal PMU/S?st:crtitz)enhawor or possible false-data Moderate

5 Vulnerability count Reflects unresolved weakness exposure in the affected asset. Moderate

6 Impact score Represents cyber-physical disturbance intensity. Moderate

7 Comp;::\ellgfseescore Captures weak policy or audit compliance status. Low-to-moderate

8 Control deficiency score Indicates incomplete or missing cybersecurity controls. Low-to-moderate

Table 12 shows that the final audit decision was not driven by a single electrical variable. Attack likelihood, asset
criticality, relay status, and measurement deviation were the most influential factors. This is useful because risk-based
auditing requires both technical and contextual evidence. For example, relay-status change may be important, but its audit
severity increases when it occurs on a critical asset with weak compliance or unresolved vulnerabilities.
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w0 - .
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S
e
s Relay Status 0.198
[
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Figure 8. Global XAl feature-importance ranking for audit-risk decisions.
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As shown in Figure 8, the explanation pattern combines cyber indicators with audit-context variables. This will assist the
auditors in determining what occurred and why the event should be assigned a severity rating. This traceability can be
helpful in remediation planning, compliance reporting and communication between the cybersecurity team and the grid

operators.

4.6 Ablation Study

The contribution of each audit component was determined by conducting an ablation study. The variants were based on
the design in Table 8. The first variant only took into account attack likelihood. The subsequent versions included asset
criticality, control deficiency score, cyber-physical impact, compliance indicators and XAl evidence.

Table 13. Ablation results of the proposed risk-based XAl audit framework.

Varia Included Components Risk Ranking Audit Explanation
nt P Quality (%) Traceability (%) Consistency (%)
V1 Attack likelihood only 88.64 41.2 N/A
V2 Attack likelihood + asset criticality 91.38 58.44 N/A
V3 Attack likelihood + control deficiency score 92.15 64.72 N/A
Attack likelihood + asset criticality + control
va deficiency + impact score 9526 7935 8218
V5 Complete risk score + compliance indicators + XAl 96.84 91.62 89.74

evidence

Note: Explanation consistency is only reported when there is an explainability layer or an interpretable audit-evidence
generation in the variant. Thus, V1-V3 are not applicable as they do not assess detection and risk components based on

evidence generation using XAl.

As audit-context variables are added to the framework, the value of the results of the ablation increases gradually as seen
in Table 13. V1 is a detection-only mode and can provide some ranking of risky events, but is unable to identify if the risk
is due to asset importance, poor controls, compliance issues, or operational impacts. V2 and V3 are enhancements to the
risk ranking that include asset criticality and control deficiency score, but lack a formal XAl evidence layer. For this
reason, consistency of the explanations is not reported for V1-V3. The full V5 variant achieved the best performance as it
included detection, risk scoring, compliance indicators and traceability with X Al. This is an affirmation that the proposed
contribution is not restricted to the improvement of the detection accuracy. It is about creating an interpretation layer that

will be audit ready on top of the detection output.
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Figure 9. Ablation performance of the proposed audit framework under different component combinations.
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The more audit-aware the framework, the better the risk ranking and audit traceability will be, as illustrated in Figure 9.
The greatest improvement seems to be when control and compliance indicators are used in conjunction with XAl
evidence. This outcome is consistent with the main argument of the paper: audit usefulness is related to the incorporation
of prediction, risk context and explanation.

4.7 Statistical Validation

Five-fold cross validation repeated runs was used to validate the experimental results. The accuracy, precision, recall, F1-
score and ROC-AUC were reported as mean values and standard deviation. A paired Wilcoxon signed-rank test was used
to compare the proposed framework with the best baseline, which is done on the performance values fold-wise. This non-
parametric test was chosen due to the lack of the assumption of normality for the cross-validation scores and because it is
appropriate for the comparison of models in pairs. Statistically significant improvement was indicated by a p value of <
0.05.

Table 14. Statistical validation of the proposed framework against the strongest detection baseline.

Metric Strongest Baseline Proposed XAl Audit Model Improvement Statistical Outcome
Accuracy (%) 95.11+0.84 96.38 £ 0.61 1.27 (p<0.05)
Precision (%) 95.19 +£0.79 96.51 +0.58 1.32 (p<0.05)

Recall (%) 95.11+0.84 96.38 £ 0.61 1.27 (p<0.05)
F1-score (%) 95.14 +0.76 96.42 + 0.55 1.28 (p<0.05)
ROC-AUC 0.993 + 0.004 0.996 + 0.003 0.003 (p<0.05)

The proposed framework was stable as reported in Table 14, when tested repeatedly for validation. The improvement in
numerical terms is moderate, but is consistent across all major metrics. More significantly, the proposed model produces
extra outputs which are not produced by any typical classifiers: final audit risk score, severity level, XAl-based
explanation, and remediation-oriented evidence. The statistical result should thus be interpreted in conjunction with the
results from the audit-layer in Tables 11-13. The contribution is not just in terms of the accuracy of the detection, but in
the ability to transform the detection evidence into an explanation and a decision on the audit for cybersecurity that
prioritizes risks.

The overall results show that the proposed framework is able to successfully convert the smart grid cyber security events
into explainable and risk prioritized audit decisions. The evaluation shows that the framework is able to reliably detect
events and also to improve the decision making process by incorporating the criticality of the asset, the deficiency in the
control, the compliance status and the impact of the event on the cyber-physical system in the final risk assessment. The
XAI based analysis further enhances transparency by highlighting the key factors that have led to each high-risk decision,
allowing auditors to gain insight into why risks are prioritized. The proposed approach not only scores the risk but also
classifies the severity and explains features, which can be used to create audit-ready evidence, unlike conventional
detection models that only provide event labels. The results demonstrate the potential of the framework for the practical
application of cybersecurity auditing, remediation prioritization and compliance-based protection of smart grid
infrastructure.

5. Discussion

The results show that the proposed framework is not a typical intrusion detection system but is a risk-based cybersecurity
auditing model. The detection layer was a good indicator of the likelihood of an attack, but asset criticality, control
deficiency score, compliance condition and cyber-physical impact were added to support the final audit decision. The
layered design is critical to the smart grid infrastructure because the impact of a cyber-event is not only determined by
whether or not it is detected, but also by its location, the level of control it can impact and the severity of the impact. The
results also indicate that events related to the control center, substation-gateway, and relay had higher audit-risk scores as
they are more important in the operation.

The XAI component enhanced the usefulness of the framework by providing the model output in the form of audit
evidence that is traceable. The attack likelihood, relay status, measurement deviation, asset criticality, vulnerability count,
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and compliance score were among the features that helped to explain the severity level of a record. This makes the
framework more applicable to audit reporting, remediation planning and communication between the cybersecurity team
and the power-system operators. The ablation results also show that the combination of detection, risk scoring,
compliance indicators and XAI evidence is the best performing combination.

But, the study has certain limitations. The experiment was conducted using a public smart grid cybersecurity dataset and
audit-ready mapped records, so there may be other variations in devices, protocols, and policies in a real deployment of a
utility scale smart grid. Second, compliance and audit fields were mapped based on indicators that are standard based, but
can vary by utilities and regulatory environments. Thirdly, the suggested risk weights were arbitrarily determined and
need to be further refined in consultation with experts. Future work should confirm the framework with the multi-site
operational smart grid logs, incorporate real audit reports and test adaptive risk weighting in the real grid environment.

6. Conclusion and Future Scope

The aim of this study was to introduce a risk-based cybersecurity auditing framework for smart grid infrastructure based
on Explainable Artificial Intelligence (XAI). The proposed framework is different from the traditional intrusion detection
models as it does not just limit to attack classification. It translates smart grid security events into audit-ready risk
decisions, based on the likelihood of an attack, criticality of assets, control deficiency score, compliance condition and
cyber-physical impact. The results indicated that the framework was effective in detecting the fraud and was also able to
generate interpretable audit evidence via XAl. The complete model was further validated by the ablation and statistical
results, which showed that the complete model was able to improve the risk ranking, audit traceability, and consistency of
the explanation. The results show that the proposed method can be used to assist in the transparent remediation planning,
compliance review and cybersecurity governance in smart grid environments. The framework should be validated with
actual substation, control center, PMU and distributed energy resource (DER) operational logs in the future. The existing
risk-weighting approach can also be enhanced by optimizing it with the help of experts or by learning adaptively. The
framework can be further extended with NERC CIP-style compliance evidence, live SIEM alerts and digital twin-based
grid simulations to assess the framework in real-time cyber-physical attack scenarios. This would enhance its
applicability to the practical use for large-scale smart grid cybersecurity audit.
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