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A B S T R A C T 
Many studies have revealed that an organization’s insiders pose risks to the security of information assets. 

Among the key threats to a secure information environment are employees’ actions and behaviors in 

handling information. Insiders, whether intentional or unintentional, may pose significant risks, despite 

the substantial investments organizations typically make in security controls and related solutions. 

Employee behavior in information security cannot be fully addressed through technical and procedural 

controls alone. An organization’s approach to information security should include employee behavior 

because the organization’s success or failure effectively depends on what its employees do or fail to do.  

To develop appropriate security perceptions between employees within an organization, we need to know 

the security knowledge required to influence employee behavior. To achieve this, the KAB (knowledge, 

attitude and behavior) model has been adapted and validated to guide the cultivation of a security culture 

that helps minimize internal security threats in organizations. The literature review indicated a positive 

relationship between knowledge and behavior. Accordingly, this research aims to investigate the security 

knowledge required to influence employee behavior and to examine the impact of security knowledge 

on behavior. This research uses a questionnaire was used to collect the data from the employees. The 

result of the quantitative analysis revealed that the knowledge of security threat, knowledge of security 

risk, knowledge of security responsibility and knowledge of legislation, regulation and national culture 

have significant effect on employee behavior. Furthermore, the result has also shown that these 

knowledge security construct have significant positive indirect effect on behavior through attitudes. 

These areas of security knowledge should be incorporated as key topics in organizational security 

training and awareness programs for employees, in order to foster an effective information security 

culture within the organization.  
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1. INTRODUCTION 

 

Information is a critical asset for organizations [1]. Protecting it is crucial to ensure the stability of the organization and to 

maintain the availability, integrity, and confidentiality of that information. A recent study by the Ponemon Institute (2022) 

indicates that many organizations have lost billions of dollars as a result of information breaches or violations. Among the 

major threats faced by organizations are employees’ actions and behaviors, especially when they interact with the 

organization’s assets. Research on data breach investigation reports indicates that employees within organizations are 

responsible for most data breaches, whether intentionally or unintentionally [2]–[5]. Moreover, many studies [6]–[10] have 

concluded that insiders can pose significant threats to the security of information within an organization. 

 

In information security, human error and negligence contribute to most data breaches in organizations [11]–[14]. Focusing 

solely on technical measures to protect an organization’s assets without considering the human factor is clearly inadequate 

[12],[15]. Employees play a prominent role in creating threats to an organization and in preventing them. Therefore, 

organizations should focus on employees’ behavior, attitudes, knowledge and awareness to establish an information security 

culture. The effectiveness of any security system depends on employees’ behavior toward the organization’s information 

assets [10], [16]-[18]. Employee behavior refers to the way employees conduct their work, either positively or negatively 

[17]. It may significantly affect an organization’s information security effectiveness. 

 

2. Literature Review 

 

Information Technology has become an invaluable asset in most aspects of life, business, industries, organizations, 

governments and other sectors. This transformation leads to most organizations adopting the technology to perform daily 

tasks. Consequently, these changes have introduced a lot of risks to user and organizational information assets. Therefore, 

the organizations need to enhance their information security capability to protect the organization’s assets and respond to 

new challenges and risks to ensure the stability and continuity of the organization. In general, most organizations have made 

the efforts to manage information security by focusing on the technology and process. Most organizations spend their money 

on technical measures and security products [18], [19] . However, not many organizations spent money on the management 

of human behavior in terms of providing information security between the employees. An organization’s approach to 

information security should focus on employee behavior, as the organization’s success or failure effectively depends on the 

things that its employees do or fail to do. 

 

Establishing an information security culture within an organization can reduce the harmful interaction of employees towards 

organization’s information assets. Furthermore, it will reduce the risk of employee misbehavior when they interact with the 

organization’s assets [2],[9],[20],[21]. Information security culture guides how things are done in organization in regard to 

information security, with the aim of protecting the information assets and influencing employees’ security behavior [22]. 

According to the broader literature [23]-[25], information security culture is defined as the result of security behavior. 

Accordingly, this study adopts the definition that security behavior, when practiced consistently over time, establishes an 

information security culture. This definition is chosen because of the relationship between knowledge and behavior as 

documented by [26], [27]. Knowledge and behavior are recognized as significant factors in information security culture 

studies [22],[26],[28], where knowledge guides employees’ behavior, and consistent practice of this behavior over time 

establishes an information security culture. 

 

In this paper, the KAB model has been adopted that matches the relationship assumptions between knowledge and behavior 

is the model. The related studies concerning the use of KAB model in information security was gathered using systematic 

review and analyzed using qualitative content analysis. A thorough review of literature highlighted papers dedicated to KAB 

model in information security that discuss use of KAB model, the development of KAB model or the proposal of model to 

enhance the KAB model in information security. All the studies that used KAB model in order to examine the relationships 

between knowledge, attitude and behavior are in the field of information security awareness. 

 

[28] proposed KAB model for assessing information security awareness in an international mining company. They measured 

the effectiveness of information security awareness program on the basis of knowledge, attitude and behavior. This aims to 

ensure that their employees are informed and aware of security risks, thereby protecting themselves and their profitability. 

The proposed tool was based on techniques borrowed from the field of social psychology that proposes that learned 

predispositions to respond in a favorable or unfavorable manner to a particular object have three components: affect, behavior 
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and cognition. These three components were used as a basis and the model was developed on three equivalent dimensions 

namely what does a person know (knowledge), how do they feel about the topic (attitude) and what do they do (behavior). 

 

[28] focused on the following six risk categories: always adhere to company policies, keep passwords and personal 

identification numbers secret, use e-mail and the Internet with care, be careful when using mobile equipment, report incidents 

like viruses, thefts and losses and be aware, all actions carry consequences. As a first classification of what to measure, it 

was decided to measure the three dimensions which are: knowledge, attitude and behavior. Each one of these dimensions 

was then subdivided into the six focus areas and on which the awareness program was based. Such model of divisions and 

subdivisions aim to measure information security awareness based on the proposed KAB model. 

 

[29] proposed a model which is the integration of knowledge-attitude-behavior (KAB) with factors of theory of planned 

behavior TPB to influence the employee behavior. The proposed model includes knowledge, attitude, norms, intention of 

behavior and actual change in behavior. The KAB model, by itself is not sufficient to bring change in attitude and behavior 

for long term. In order to understand the change in attitude and behavior and how a change in attitude leads to change in 

behaviour he borrowed some elements from Theory of Planned Behavior (TPB). This theory explains relation between 

attitude and behavior and includes both the direct attitude-behavior path as well as an indirect attitude-intention-behavior 

path. The proposed model takes the knowledge attribute from the KAB model, attitude and social norms from the theory of 

planned behavior to achieve the desired change in behavior. Finally, the author suggested the following methods for 

effectiveness of information security awareness namely, educational presentation, e-mail messaging, group discussions, 

newsletter articles, video games, computer-based training and poster. The author concluded that providing information 

security awareness campaigns based on the proposed model have the ability to change user’s behaviour and hence raise 

user’s information security awareness. 

 

[30] reports awareness of information security at a small and medium enterprise in Malaysia based on KAB model. To 

establish the relationship between knowledge, attitude and behavior in information security awareness among the employees 

in terms of availability, confidentially and integrity, a survey questionnaire was used to collect data. The findings revealed 

that attitude and behavior have significant influence on confidentiality, integrity, and availability of business information 

while knowledge was found to be not significant to availability.  

 

[31] developed a tool based on KAB model to produce an empirically validated instrument, known as the Human Aspects 

of Information Security Questionnaire (HAIS-Q). This tool includes specific items to measure each factor in KAB model, 

for example, organizational factors are measured via organizational and security culture, subjective norms, rewards and 

punishments in order to develop KAB model. This tool could be used to measure employee knowledge, attitude and behavior 

to provide management with a benchmark. The aim of the paper is to outline the development of HAIS-Q and to examine 

the relationships between knowledge of policy and procedures, attitude towards policy and procedures and behavior when 

using a work computer. They used the model in seven focus areas: internet use, email use, social networking site use, 

password management, incident reporting, information handling and mobile computing.  

 

[32] proposed an evaluation method for human aspects of information security that uses an online framework in order to 

give employees fast and personalized feedback on their self-report based on KAB model across different focus areas. An 

empirical study is performed to aid in validating the proposed evaluation method for human aspects of information security. 

In this study, knowledge, attitude and behavior in KAB model are measured in seven focus areas. These areas are: password 

management, e-mail use, internet use, social networking site use, incident reporting, working remotely, information handling. 

 

[33] provided methods of training awareness in the field of information security that aims to mitigate the risks of information 

security. The aim of the study was to present the essence and importance of information security awareness as well as to 

analyses selected methods used in forming the employee awareness in information security. The author suggested methods 

for forming security awareness for employees namely, traditional methods, educational game and films, and internet method. 

The author concluded that information security awareness is a dynamic process, dependent on ever-changing threats. It is 

therefore considered that any safety awareness program should be subjected to continuous monitoring, thus forming an 

integral part of the company’s culture. Finally, the author suggested the use of KAB model to explain the role of knowledge 

in behavior change. The analysis of study shows that the increasing employee awareness of information security is largely 

dependent on the method of providing knowledge. In addition, the literature studies have confirmed that awareness-raising 

methods and techniques, such as trainings and communication, are effective in enhancing user safety knowledge, including 

promotion of appropriate attitudes and behavior. 
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[34] evaluated the information security awareness for informatics student based on KAB model in order to guide university 

to formulate information security awareness program for their students based on the result of this study. In this study modifies 

six focus areas that adopted from Human Aspects of Information Security Questionnaire (HAIS-Q), in which each sub-focus 

area is expanded into three criteria using Knowledge- Attitude-Behavior based on KAB model. The author found that there 

is a positive relationship between knowledge, attitude and behavior with respect to ISA measurement. 

[35] proposed a model called as enhanced Knowledge-Attitude-Behavior (KAB). The knowledge in KAB model was 

enhanced to include an e-learning element. This is to investigate the function of e-learning in enhancing the awareness level 

for simple and faster understanding. E-learning element also includes presentations with video clips on spear phishing, 

available online through open learning and phish awareness blog for enhance self-study by user. The name of the developed 

model is ISA KAB model (Information Security Awareness, knowledge, attitude and behavior) model. The aim of the model 

is to raise the awareness level among students and to investigate the awareness level of phishing attacks on the targeted group 

of vocational students. 

[36] examines the role of human factors in cybersecurity decision-making, emphasizing Knowledge–Attitude–Behavior 

(KAB) frameworks and data-driven models. It highlights that while technical standards support compliance, behavioral 

factors are often insufficiently addressed. The study underscores the importance of integrating behavioral insights with 

quantitative approaches to improve the effectiveness and adaptability of organizational cybersecurity strategies. 

[37] evaluated various information security awareness training methods and their effects on employees’ knowledge, attitudes, 

and behaviors. While all methods were equally effective in improving knowledge, combining multiple training approaches 

had a stronger impact on attitudes. Text-based and game-based training were found to be most effective in influencing actual 

behavior. The findings emphasize the value of engaging and diverse training methods to enhance motivation, reduce security 

fatigue, and strengthen organizational security. 

[38] examines the influence of age and education on the relationships within the Knowledge–Attitude–Behavior (KAB) 

model in the context of information security awareness among employees in Vietnam. Based on survey data from 400 

participants, the findings indicate that younger employees are more likely to translate positive attitudes into secure behaviors, 

while higher education levels enhance the relationship between security knowledge and attitudes. The study underscores the 

importance of incorporating demographic factors into the design of effective information security training and awareness 

programs. 

 

[39]Agency using the Knowledge–Attitude–Behavior (KAB) model. Data were gathered from approximately 30 employees 

through a questionnaire based on the Human Aspects of Information Security Questionnaire (HAIS-Q). The findings indicate 

a generally satisfactory level of awareness (80.82%), with most indicators rated as good. However, weaker performance was 

observed in areas such as internet use, social networking, incident reporting, and mobile computing, highlighting the need 

for targeted training and awareness initiatives to improve employees’ security practices. 

 

Based on the literature review conducted on the use of KAB model in information security, the KAB model is mainly used 

to measure the effectiveness of information security awareness programs. The knowledge component of the KAB model is 

enhanced to include the elements of e-learning so that the effectiveness of using e-learning can be measured. However, given 

that there are many different types of security knowledge, it is not yet known which of them can influence the employee’s 

security behavior and in what way the behavior is influenced by the knowledge. This has not been explored in any of the 

previous research works on the use of KAB model in information security. It is hypothesized that different types of security 

knowledge will have different influence on an employee’s security behavior and therefore the KAB model as proposed by 

Kruger & Kearney (2006) needs to be extended and adapted to represent the relationship between the security knowledge 

construct and behavior. In particular, the knowledge component of the KAB model needs to be extended to include the 

relevant security knowledge constructs that can be included in an information security awareness program so that the impacts 

of each type of knowledge on the attitude and behavior of the employee can be measured. 

In this study, the knowledge–attitude–behavior (KAB) model is extended and adapted to reduce internal security incidents 

within the framework of information security culture. It can serve as a guide for organizations to instill the security 

knowledge required among employees to influence their behavior when interacting with information assets, thereby 

minimizing security risks. 

3. KAB Model 

 

In the KAB model [28], as shown in Figure 1, knowledge influences an individual’s attitude toward a particular behavior, 

which in turn enhances the desired behavior. The model highlights the role of knowledge in behavioral change and the 

accumulation of knowledge, with such accumulation leading to changes in attitude and, ultimately, to changes in behavior. 

In other words, as knowledge about a certain behavior accumulates, corresponding changes occur in attitude, which 
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progressively influence the behavior in question. 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. KAB Model 

 

 

3.1 Relationship between Knowledge, Attitude, and Behavior in the KAB Model 

 

Kruger and Kearney [5] proposed a prototype model grounded in concepts drawn from social psychology, suggesting that 

individuals develop learned predispositions to respond positively or negatively toward a specific object. These 

predispositions consist of three main components: affect, behavior, and cognition. Based on these elements, the model was 

structured around three corresponding dimensions, namely what an individual knows (knowledge), how they feel about a 

subject (attitude), and how they act (behavior). [29],[41] argued that social psychological principles could be utilized to 

improve the effectiveness of an information security awareness program. 

 

[28] developed a prototype for measuring information security awareness using KAB. The underlying theory of the KAB 

model seeks to understand the relationship between these three components, suggesting that as knowledge accumulates in 

a relevant domain—for example, in information security, health, or education—it eventually initiates changes in attitude, 

which gradually lead to changes in behavior. In the KAB model [28], as shown in Figure 1, knowledge refers to what an 

employee knows, attitude focuses on what an employee thinks, and behavior relates to what an employee does [30]-[32]. 

 

The KAB model posits that knowledge is accumulated over time within a relevant domain. For instance, in various fields 

such as information security, health, the environment, or education, this accumulation of knowledge initiates changes in 

attitude. The model highlights the role of knowledge in behavioral change, showing that knowledge accumulation leads to 

changes in attitude, and, ultimately, to changes in behavior. 

 

4. Adapted KAB Model 

 

Based on the literature review on the use of the KAB model in information security, the KAB model developed by [28] has 

been used to represent the relationship between knowledge and behavior. The model is based on three equivalent 

dimensions: what a person knows (knowledge), how they feel about the topic (attitude), and what they do (behavior) [28]. 

 

In this study, the KAB model is adapted by extending the knowledge component to include security knowledge constructs 

to influence employee behavior. Therefore, as shown in Figure 2, the knowledge dimension is extended to include 

constructs such as knowledge of security threats, knowledge of security technologies, knowledge of organizational security 

policies, knowledge of security responsibilities, knowledge of security risks, and knowledge of legislation, regulation, and 

national culture [42]. The adapted KAB model incorporates these security knowledge constructs to define the relationship 

between knowledge, attitude, and behavior. 

 

Figure 3 shows the relationship between knowledge, attitude, and behavior in the adapted KAB model. In this model, 

knowledge influences an individual's attitude toward a particular behavior, which in turn enhances the desired behavior. 

The model highlights the role of knowledge in behavioral change and its accumulation, with such accumulation leading to 

changes in attitude and, ultimately, to changes in behavior. In other words, as knowledge about a specific behavior—such 

as security behavior—accumulates, corresponding changes occur in attitude, progressively influencing behavior. If 

employees can interpret and understand security policies and relevant documents, they are likely to behave in accordance 

Knowledge Attitudes 

Behavior 
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with official security guidelines. They can perform security activities accordingly, and their security behaviors become 

observable. These visible security behaviors are important because they serve as good examples of security practices that 

can inspire everyone in the organization. Ideally, once employees know how to perform security activities in their daily 

work routines, security practices can become embedded within the organization, helping to influence behavior and cultivate 

an appropriate security perception among employees. 
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Knowledge of Security Risk 
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Figure 2. Adapted KAB model 

Knowledge Attitudes 

Behavior 

 Positive attitude enhances the required behavior 

 Employees’ behavior is visible. 

 Security task and activities become routine. 

 Employees will perform security tasks. 

 Employees know how to perform 

security activities in their daily work. 

 Knowledge influences the behavior. 

 Knowledge affects the attitude of an 

individual towards a particular 

behavior. 

Figure 3. Relationship between knowledge, attitude, and behavior in the adapted KAB model 
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(A). Variables of the Adapted KAB Model 
 

The KAB model is extended to include relevant knowledge constructs, enabling representation of the relationship between 

various types of security knowledge and behavior. In this section, the variables of each element in the KAB model—

knowledge, attitude, and behavior—are identified and analyzed using content analysis based on the literature review. This 

approach provides an in-depth understanding of the variables and principles of security knowledge constructs. Table 1 

presents the variables associated with each element of the KAB model. 
 

Table 1. Variables of the Adapted KAB Model 

 

These variables help provide an in-depth understanding of the elements of knowledge, attitude, and behavior in the KAB 

model. The model aims to direct the employee behavior and help establish an appropriate security perception among 

employees to minimize the internal security incidents, reduce the risk of exposure of information assets, and determine the 

relationships between knowledge, attitude, and behavior. 

5. Security Knowledge Required to Improve Employee Behavior 

 

The related studies concerning security knowledge was gathered for systematic review and analysis using qualitative 

content analysis. Such analysis uses a subjective interpretation of the text content using a systematic process of 

classification that codes and identifies themes/patterns within the text.  

In the following subsections, the security knowledge required to influence the employee behavior are resented. Theses 

security knowledge needed to be provided to employees in order to enhance their behavior in their interaction with 

information assets of the organization in order to lessen the risks towards such assets.   

4.1 Knowledge of Security Threat 

 

In the world of technology, the threats are innumerable and are of different types and goals, like vandalism, thievery or 

extortion. There are many forms of cyber-threats, with some common ones taking the forms of, viruses-a set of computer 

programs that can disturb or slow down the performance of the computer or prevent normal functioning of computer 

systems or malware – malicious software/program that can harm information systems such as viruses, spyware, trojan 

horses or worms. Threat has a negative consequence such as loss of data, loss of money and blocking access to information 

[43].  These threats are often introduced to the organizations via email attachments or programs downloaded from the 

Internet. It can also come in the form of Spam: an unsolicited e-mail or undesirable email, spyware: monitoring and spy 

Security Knowledge 

 

(Security Knowledge Construct) 

Attitude 

 

(Attitude toward Security 

Knowledge Construct) 

Behavior 

 

(Security Behavior) 

- Knowledge of Security Threat 

 

- Knowledge of Organization 

Information Security Strategy 

 

- Knowledge of Security Technology 

 

- Knowledge of Legislation, Regulation 

and National Culture 

 

- Knowledge of Security Responsibility 

 

- Knowledge of Security Risk 

- Necessary to know 

- Important 

- Benefit 

- Help to mitigate the risk. 

- Valuable 

- Positive effect to protect 

- Minimize the risk. 

- Influence behavior 

- Guide behavior. 

- Update antivirus regularly. 

- Lock computer. 

- Clear disk policy. 

- Report security incidents. 

- What to protect. 

- What to do. 

- Share Information 

- Follow organizational policy. 

- Prevent, detect, respond, and reflection. 

- Follow organization security policy. 

- Manage password regularly. 

- Protect confidential information. 

- Do not open attachment from unknown senders. 
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software, denial of services attacks to make computer resources unavailable to the users, social engineering to obtain a 

confidential information via interaction or communication with insiders, or phishing to perform a malicious action. The 

main objectives of these threats may be to steal, monitor, change or expose confidential data or assets related to the users.  

Employees inside the organization pose direct or indirect threats to the organizations, with the information assets within 

vulnerable to cyber-attacks that are more often than not, detrimental to the organizational performance. Thus, the 

inculcation of security knowledge culture among employees will contribute towards lessening the threats within the 

organization and protecting its information assets. Organizational employees always have to be aware of threats and to 

achieve this, security knowledge regarding security threats has to be instilled in them. The organization should provide 

security knowledge in terms of threats to employees to direct and manage their behavior in their interaction with its assets. 

4.2 Knowledge of Organization Information Security Strategy 
 

The organization information security strategy describes the suitable implementation of various information security 

strategies such as plans of actions, policies, objectives, best practices, standards, guidelines and priorities that guide 

employees to accomplish goals to safeguard information assets.  

Studies in literature have examined the relationship between information security culture and security policies (e.g., [44]-

[46]. More specifically,[47] stated that information security policies is an important component of information security 

culture, while [48] suggested that security policy development needs to be supported by the security culture of the 

organization.  

Added to the above, [49] argued the primary aim of a policy is to drive the decisions, actions and behaviors of employees 

relating to their interaction with the information assets. Such policy explains employees’ acceptable behavior; for example, 

the information security policy mandates that laptop must be physically secured at all times. The policy statement aims to 

direct employee behavior towards the protection of physical assets and data saved in the laptop – it aims to influence the 

behavior of the employee when using the laptop to ensure its safety. The absence of such statement and its enforcement 

could lead to employees being careless of their laptop’s security. In other words, lack of information security component 

to direct and influence employee behavior could lead to employees leaving information assets at risk. The negative 

consequences could lead to an unacceptable culture of neglect.    

Employees would comply with information security policies and practices if they understand the importance of information 

security in protecting the valuable assets of the organization against unauthorized and intentional misuse by individuals 

that violate hardware, software, data and computer services [50]. This can be done via management support, and the 

provision of information security programs and information security guidelines that are clear. The level of user awareness 

can be maximized if the whole organization practices the recommended information security, and in turn, this brings about 

successful implementation of information system security within the organization.  

In a similar line of study, [51] related that in case employees are privy to the information security policy, they are more 

likely to comply with it. Employees primarily focus on their tasks and jobs and may not be aware of the new policy (e.g., 

new password requirements) but an effective information security culture ensures that they are made aware of it to protect 

their computers and sensitive information against threats, this way adherence becomes a norm. 

In organization, the management must focus on how each statement of the organization’s policies, guidelines and strategies 

has to be positively stated to influence human behavior and to uphold information security culture. The objective has to be 

geared towards instilling information security behavior that protects information assets based on the information security 

policies, strategies, guidelines and best practices of the organization. This type of behavior could entail reporting security 

incidents, compliance with clear desk policy, or secured disposal of confidential documents.  

Providing security knowledge about organization information security strategy directs employees’ behavior to safeguard 

information assets, facilitate oversight and determine who has control access. This necessitates the employees’ obtaining 

knowledge on the policy and its positive outcomes directed towards protecting assets as a result of complying with the 

policy. The objective of policy is to influence and to improve the employees’ behavior to ensure the protection of 

information assets.  

 

4.3 Knowledge of Security Technology 

 
In this paper, knowledge of security technology is knowledge concerning hardware, software, services, appliances and 

applications employed by the organization for the protection of information assets [26]. Disseminating knowledge 

concerning security technology has a key role in forming information security culture and in influencing and enhancing 

employees’ behavior towards protecting the organization from within. Stated clearly, creating and maintaining an effective 

information security culture will facilitate the use of various security technology measures. For instance, the antivirus 

software would be useless to the organization without its regular update. This holds true for the other security technologies 

deployed by the company when inappropriately utilized by employees. Developing knowledge of security technology 



                                                                                                                                                                                    

 

  

 

398 

Journal of Cyber Security and Risk Auditing Vol.2026, No.3                                         ISSN: 3079-5354 

 

 

 

would thus contribute to urging employees’ behavior towards protecting the organizational assets by using available 

security technology correctly. 

Majority of organizations use different technology control for the protection of information security and for the prevention 

of threats and security attacks; for instance, the use of firewall, antivirus software, access management systems, these are 

aimed to safeguard the organization from threats and attacks and to support its security strategy. Nevertheless, the lack of 

sufficient knowledge of employees on policy usage of technology may lead to ineffective use of them and may do more 

harm than good to the organization. Therefore, providing security knowledge about security technology is a vital to 

influence the employee behavior inside the organization.  

 

4.4 Knowledge of Legislation, Regulation and National Culture 

 
The organization’s external environment and national culture significantly impact its information security culture. 

According to [52], organizations develop their information security assumption on the basis of their social values reflecting 

the environment. Stated clearly, the legislation, regulation, and national culture of the environment within which the 

organization is run have to be considered when designing the organization’s structure, its information security culture, and 

security of information assets (Hogail, 2015).  

Several studies have been dedicated to this topic and they focused on external factors that influence the information security 

culture, including national and cultural factors (e.g., [54], [55], [56]. Several studies, including those referenced in [57], 

have identified national and ethical culture, as well as governmental legislation, as external factors that can significantly 

influence information security culture. In addition, the study in [56] emphasizes key determinants such as corporate 

governance, the legal and regulatory environment, and corporate citizenship. The author further argues that security culture 

is shaped by organizational culture, which itself is influenced by national culture. The findings demonstrate that corporate 

governance, legal and regulatory frameworks, and corporate citizenship collectively play a crucial role in shaping an 

organization’s information security culture. n this context, multiple studies in the literature have confirmed the strong 

impact of national culture on the implementation of information security culture and on employees’ behavior[54]-[59]. 

Moreover, national culture determines the values and beliefs of the members of the organization because it naturally 

influences the viewpoints of the members, their duties and their interaction – in sum; it defines acceptable and not-

acceptable behavior in the organization. This indicates that when information security culture is designed, national culture 

has to be taken into consideration due to its influence on human behavior. Also, employees should be knowledgeable on 

legislation, regulation and national culture when it comes to privacy issues and security information laws, as well as 

intellectual property. 

Moving on to legislation, Al Hogail [27] argued that an effective information security culture within an organization can 

be ensured by taking legislation into account in that government regulations concerning information security has to be 

applied (e.g., copyrights). It is crucial to inform employees of relevant government information security linked to 

legislation. On the above studies, it is clear that providing this knowledge to employee help to influence their behavior to 

protect the organization information assets. 

 

4.5 Knowledge of Security Responsibility 

 
The employees working for the organization is deemed to form the core of its information security culture on account of 

their important role in protecting information in the information security process [60]-[62]. Information security culture 

primarily aims to facilitate employees’ behavior to work towards the security of information assets, from the top 

management level to the most menial worker [63]. One of its main goals is to establish that information security is the 

responsibility of every employee, in that the knowledge of security responsibility culture has to be inculcated in each 

employee in order to protect the organization from within. Al Hogail in [53] stressed that information security culture has 

to consider every human factor to enhance user security behavior. In reality, majority of the employees think that the 

security of information falls on the IT department’s responsibility [64], when in fact, employees should be aware of their 

security related roles and responsibilities and their security behavior (ISO/IEC27001:2013). The concept of knowledge of 

security responsibility should be established among all employees to have a positive impact on their behavior. The 

responsibility of top management in this case is to develop security measures for the data protection, to commit towards 

data protection and information security to promote the desired behavior of employees. The management should also have 

as strategies to improve information security in the organization [27]. 

Knowledge of security responsibility has to be disseminated among employees through training and awareness in order to 

achieve the desired employees’ behavior and to improve information security culture [65], [66]. Employees have to be 

educated of their security related roles and responsibilities and trained to behave in a secure manner. They should know 
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how to effectively use information security applications and procedures and what is expected from in their interaction with 

information assets. They should also know what to do when they detect a security breach, how to disclose threats and risks 

that can potentially harm information assets. In sum, they should know what to protect, why it needs protection and how 

they be a part of the protection [67].     

 

Conversely, the employees should be made accountable for their actions, these actions should be taken against employees 

who fail to comply with information security requirements. In relation to this, top management should establish clear 

policies and formal reward and punitive processes for effective information security culture. Security responsibility culture 

should be promoted within the organization through reward and deterrence processes and security oversight. There are 

evidence that have shown that rewarding desirable behavior and punishing undesirable ones would maximize the adherence 

of employees to information security needs [47], [68]. 

 

4.6 Knowledge of Security Risk 

 
Similar to the previous types of knowledge, this is equally important to drive human behavior in their interaction with the 

organization’s information assets and to understand the risks present in the environment of the information assets. In 2018, 

a security violation survey by PWC (Price Waterhouse Coopers) revealed that 28% of major organizations reported security 

breaches from within, 57% of small organizations experienced insiders related security violation, and 36% of the breaches 

stemmed from unintentional human behavior (Information Security Breaches Survey, 2018) (Correct the referencing 

method). For the establishment of an effective information security culture in the organization, focus should be placed on 

risks linked with unmanaged behavior. It is crucial to educate employees and alert them on the risks and dangers stemming 

from the environment that surrounds information assets and the risks that may occur when employees are behaving 

insecurely within the organization [27]. 

Knowledge of security risk aims to promote employees’ awareness of security risks and their responsibilities towards 

security that drive them towards acting in a secure way [47], [69]. Additionally, the knowledge can assist employees to 

know, understand and adopt the required precautions and ensure that they possess the required skills for appropriate actions 

[70], and for the pursuant of secured behavior.  

The careless and ignorant actions of the employees could lead to information security risks involuntarily; for example, if 

an employee retrieves spam email, opens email attachment with virus, or ignore information security policy on external 

drive use [57]. Moreover, the negligence of employees could leave the network to risk from malware, virus, worms and 

Trojans from infiltrating and infecting the whole system. This is also exemplified by employees using their personal devices 

without the right security protocols, in which case, the risks of exposing the network to security threats and attacks are 

increased. Authors in [71] stated that many employees carry mobile devices containing sensitive work related information 

outside their workplace, which could expose sensitive data to the risk of being leaked or stolen. Other behaviors that expose 

employees and data to security risks include downloading suspicious software, browsing through unsafe websites, sharing 

passwords, or leaving written passwords at open places in the office such as writing password on a post note and pasting it 

on the monitor. Inculcating knowledge of security risk to employees will contribute towards safeguarding them, the 

organization and the information assets of the organization. It will also make them aware of the potential risks, which in 

turn, would affect their behavior and actions taken in conducting their work. 

6. Adapted KAB Model for Internal Information Security Risks 

An information security culture develops as a result of employees’ information security behavior, in the same way that 

organizational culture develops from employees’ behavior within the organization [9]-[12], [21],[34]. An information 

security culture is therefore based on employees’ interactions with information assets and the security behavior they exhibit 

within the context of the organizational culture. It can be defined as the attitudes, assumptions, beliefs, values, and 

knowledge that employees use to interact with the organization’s systems and procedures at any given time. These 

interactions result in either acceptable or unacceptable behavior [73]. 

 

Furthermore, employee behavior can be defined as “the way an employee conducts their work, either positively or 

negatively” [74]. Employee behavior within an organization can significantly affect the effectiveness of the organization’s 

information security. 

 

In [47], the interaction between behavior and information security culture is described through a model. This model 

illustrates how information security components, such as knowledge of security policies, interact with employees’ behavior, 

ultimately influencing the resulting information security culture, as shown in Figure 4. 
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Figure 4. Influence of information security behavior on cultivating an information security culture [47] 
 

Figure 4 illustrates that information security components (Part A in Figure 4) are implemented within the organization. 

These components act as inputs that influence employees’ information security behavior (Part B in Figure 4). The 

implementation of these components shapes the way employees interact with organizational information assets, ultimately 

leading to behaviors that are referred to as information security behavior. 

 

The objective is to encourage employees’ security behavior in ways that protect information assets, based on the security 

knowledge constructs in the adapted KAB model. Such behaviors may include reporting security incidents, adhering to a 

clear desk policy, managing passwords, or securely disposing of confidential documents. Over time, these security 

behaviors become embedded in daily organizational practices, thereby establishing an information security culture (Part C 

in Figure 4). A culture is thus promoted where information security is accepted as the standard way of doing things. To 

illustrate the interaction between parts A, B, and C in Figure 4, consider the implementation of security knowledge 

constructs in the adapted KAB model presented in Figure 2. For example, knowledge regarding the information security 

policy, a component of the organization’s information security strategy, aims to influence employees’ decisions, actions, 

and behaviors [9], [75]. The policy specifies acceptable and unacceptable behaviors. For instance, it may state that laptops 

must always be physically secured (Part A in Figure 4). This statement directs employee behavior to protect both physical 

assets and the data stored on the laptops (Part B in Figure 4). Over time, this behavior becomes standard practice, cultivating 

an information security culture (Part C in Figure 4). Without such guidance and enforcement, employees could leave laptops 

unsecured, increasing organizational risk. 

 

To cultivate an effective information security culture, organizations should implement a comprehensive set of security 

knowledge constructs in the adapted KAB model. These constructs address human, process, and technical threats and help 

guide employee behavior to establish an appropriate security perception across the organization [4],[12],[39]. Organizations 

should ensure that employees’ interactions align with the requirements of these constructs, such as backing up servers daily, 

protecting removable media with passwords, or deleting unsolicited emails with attachments. Employees must possess 

adequate security knowledge concerning their roles and responsibilities, and security knowledge should be reinforced 

through day-to-day activities, making information security a natural part of daily routines. 

 

When employees have a clear understanding of security policies and related documents, they are more likely to adhere to 

official guidelines. Their security behaviors become observable, serving as examples that can inspire others. Over time, 

these behaviors become embedded in the organization’s daily routines, helping cultivate an appropriate information 

security culture. Furthermore, understanding the importance of security knowledge constructs, knowing how to apply them, 

and knowing where to report incidents can help reduce internal security incidents while enhancing organizational 

effectiveness and asset protection [75]. Awareness, training, and education programs can improve employees’ handling of 

information and increase accountability for their actions. Organizations should provide training on key security knowledge 

constructs in the adapted KAB model, including knowledge of security threats, organizational information security strategy, 

security technology, legislation, regulation, national culture, security responsibilities, and security risks. This training aims 

to guide employee behavior when interacting with information assets, fostering appropriate security behavior among 

employees. 

 

According to [40],[41] awareness and training programs are critical success factors in implementing effective information 

security, significantly improving organizational information security outcomes. Studies [1],[42] emphasize that 

information security awareness enhances employees’ knowledge and behavior, enabling them to apply correct practices 

and reduce internal security incidents. In study [43],note that awareness programs can positively influence behavior and 

enhance trust between employers and employees. 
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The adapted KAB model guides organizations and professionals in influencing employees’ behavior by ensuring that 

employees possess the required security knowledge. The set of security knowledge constructs—knowledge of security 

threats, organizational information security strategy, security technology, legislation, regulation and national culture, 

security responsibilities, and security risks—can be categorized (Part A in Figure 4) and implemented at individual, group, 

or organizational levels. Implementing these constructs influences employee behavior when interacting with information 

assets (Part B in Figure 4). Over time, as such behaviors become standard practice, an information security culture is 

established (Part C in Figure 4). When employees understand and adopt these behaviors, they are more likely to practice 

them consistently. Once embedded in daily routines, these behaviors contribute to the development of a strong information 

security culture within the organization. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5 illustrates the interaction between knowledge, attitude, and behavior in the adapted KAB model presented in 

Figure 2, which explains how appropriate employee security behavior can be developed to minimize internal security 

Figure 5. Adapted KAB model for reducing internal security incidents 

Knowledge 

 Provide security knowledge awareness and 

training based on security knowledge constructs 

 

 Appropriate security perceptions are created 

between the employees. 

Attitude 

 Enhance the employees’ attitude 

towards particular security behavior. 

Behavior 

 This appropriate security perceptions 

will positively influence security 

behavior between the employees. 

 Security task and activities become part 

of their work day routine. 

 Reduced internal security incidents 
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incidents. As shown in Figure 5, providing employees with adequate security knowledge constructs, awareness, and 

training helps establish appropriate security perceptions among them. When employees possess a high level of security 

awareness and demonstrate responsible security behavior, the organization’s capacity to safeguard its information assets 

against internal threats is significantly enhanced. Given that employees routinely handle sensitive information as part of 

their daily tasks, fostering a strong culture of security awareness and compliance is essential for maintaining the integrity 

and protection of organizational information assets. These perceptions, in turn, positively influence employees’ attitudes 

and behaviors toward adhering to security practices. Consequently, security-related tasks and activities become part of their 

daily routines, leading to a reduction in internal security incidents. 

 

Employees, as organizational insiders, recognize the necessity of engaging in specific security practices to ensure the 

protection of the organization’s information assets. Consequently, when employees have the opportunity to perform these 

tasks as part of their daily work, such practices should become an integral component of their routine activities. Over time, 

these actions evolve into common practices shared among employees, increasing the likelihood that their behaviors will 

consistently contribute to safeguarding the organization’s information assets. Gradually, the employees’ strong 

commitment to these practices fosters the development of a well-established culture of information security within the 

organization. 

6. Methodology 

 

This study aims to validate the KAB model and to examine the security knowledge constructs required to influence 

employee behavior within organizations. This is followed by the collection of quantitative data from employees in the 

healthcare sector. 

6.1 Data Gathering by Questionnaire  

A questionnaire is a research instrument composed of a set of questions or prompts designed to collect information from 

respondents [80]. It can be used for exploration, description, or explanation of a case study context[81]. Questionnaire 

helps the researcher to become more familiar with a phenomenon of interest. [82] suggested the use of questionnaire for 

data collection on employee’s perceptions of actual security behavior in the field of information security culture. The 

purpose of using questionnaire is to determine the influence of security knowledge constructs on employee behavior in 

information security culture. 

The findings of the study are expected to assist the management to furnish the desired information culture by focusing on 

security knowledge required that must be inculcated between employees for the enhancement of their behavior. It is 

pertinent for management to determine suitable techniques for the promotion of awareness and knowledge among 

employees.  

6.2 Questionnaire Development 

 

The security knowledge items required to enhance employee behavior were developed and identified by following 

guidelines. A cover letter was attached to the questionnaire that explains the researcher and information as well as the 

objectives of the study to boost respondents’ participation in the survey (see Appendix A). The questionnaire had different 

parts, with each part having its own set of questions, and instructions were provided on the way they should be answered 

to mitigate ambiguity.  

There are nine parts to the questionnaire, with questions about demographic information, security knowledge constructs, 

attitude and behavior. The first section covered the demographic information, while the remaining eight addressed 

knowledge of security threat, knowledge of organization information security strategy, knowledge of security technology, 

knowledge of legislation, regulation and national culture, knowledge of security responsibility, knowledge of security risk, 

attitudes and behavior. The respondents were requested to tick the relevant answer in front of each item, measured by a 5-

point Likert scale. The scale range depicted the following: 1- strongly disagree, 2- disagree, 3- neutral, 4- agree and 5- 

strongly agree. Likert scale was employed for its easy management, easy answering of questions and high reliability [83]. 

A 5-point Likert scale was specifically selected as it mitigates the possibility of measurement error and breach of normality 

in data distribution – in this regard, the Likert scale is a better option against other scales (e.g., Thurstone/Guttman). The 

used scale is represented in Fig 6 with an example. 
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The questionnaire consists of two parts; the first one contains the demographic details of the participants, requesting their 

age, year of experience, job level, education level, gender, work in IT department, education background, work 

requirements, and security awareness.  This is followed by the second section that contains items related to security 

knowledge required to enhance employee behavior and this covers knowledge of security threat, knowledge of 

organizational information security strategy, knowledge of security technology, knowledge of legislation, regulation and 

national culture, knowledge of security responsibility and knowledge of security risk. The third section contains behavior, 

with the attitude construct covered in several questions.  

7.  Hypothesis Development  

 

This section presents the development of the study hypotheses based on the relevant literature reviewed. Hypothesis testing 

is used to determine the relationships between the variables of interest, which are central to the study. In this research, the 

primary focus is on examining the relationships among knowledge, attitude, and behavior within the adapted KAB model. 

 

In this study, the knowledge in KAB model as shown in Figure 2, has been extended to include security knowledge 

constructs such as knowledge of security threat, knowledge of security technology, knowledge of organization security 

policy, knowledge of security responsibility, knowledge of security risk, knowledge of legislation, regulation and national 

culture. The KAB model was adapted to include security knowledge construct to define the relationship between security 

knowledge constructs, attitudes and behavior, and on this basis, the hypotheses were developed.  

On the basis of the above variables, the study hypotheses were developed to determine the impact of security knowledge 

constructs to employee behavior. The proposed relationships are then tested and confirmed using an organized progression 

of examination.  

 

 
 

 
Figure 7. Hypothesis development based on the adapted kab model  

Figure 6. Survey scale example 
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7.2 The Relationship Between Knowledge and Behavior 

 

Several studies in literature have been dedicated to studying the knowledge-behavior relationship [37], [38], [77], [84], 

[85]. The findings showed a positive relationship between security knowledge levels and employees’ behavior.  

In information security, the human factor comprises of two dimensions and they are knowledge and behavior and both are 

interconnected [15], [16], [86]. It is crucial for employees to be aware of the importance of information security so that 

they may safeguard the assets of the organization. In other words, it is crucial for them to understand and apply security 

knowledge in order to display the right behavior when it comes to the concept. In this regard, knowledge should match 

behavior in order for the desired behavior to be achieved within the organization. Moreover, security behavior is described 

as the ability of the employee to adopt the suitable and effective security actions [36]. Behavior is the assumption about 

what behavior regarding the protection of information is encouraged or not [40].  

 

On the other hand, knowledge refers to the theoretical and practical understanding of the subject, fact, information, value 

or skill accomplished via education or experience [87]. Knowledge has its basis on user knowledge on the right behavior 

to adopt in specific situations [88]. It has the ability to increase the required behavior relating to information assets of the 

organization. On the basis of the ability to know and understand the constructs of security knowledge, it is crucial for the 

employees to know the security threats in the form of viruses, spam email, downloading suspicious software, phishing 

issues, scan attachment in emails and access trusted sites. Furthermore, employee must know how to have strong passwords, 

do not share password between others, and change it constantly based on the policies of the organization. Employee must 

know and understand security knowledge construct as illustrated in adapted KAB model. Employees having the right 

knowledge concerning security knowledge constructs are expected to be able to manage behavior and safeguard the 

information assets of the organization. On the basis of the discussion above, the following hypotheses are formulated, 

which are depicted in Figure 7.  

 

The knowledge of security threats among the employees in the organization has a positive impact on their behavior and 

thus the following hypothesis is proposed to be tested; 

H1b: There is a significant relationship between knowledge of security threat and behavior. 

 

The knowledge of organizational information security strategy among the employees in the organization has a positive 

impact on their behavior and thus the following hypothesis is proposed to be tested: 

H2b: There is a significant relationship between knowledge of organization information security strategy and behavior. 

 

Moreover, the knowledge concerning the technology among all the employees in the organization has a positive impact on 

their behavior and thus,  

H3b: There is a significant relationship between knowledge of security technology and behavior. 

 

Also, the knowledge concerning legislation, regulation and national culture of all the employees in the organization 

positively impacts their behavior and thus, the following hypothesis is proposed to be tested; 

H4b: There is a significant relationship between knowledge of legislation, regulation and national culture, and behavior. 

 

The employees’ knowledge on security responsibility positively impacts their behavior and therefore,  

H5b: There is a significant relationship between knowledge of security responsibility and behavior. 

 

Lastly, knowledge of all employees concerning security risk has a positive effect on their behavior and thus, the following 

hypothesis is proposed; 

H6b: There is a significant relationship between knowledge of security risk and behavior. 

 7.3 The Relationship Between Attitudes and Behavior 

The attitude-behavior relationship has been examined with the help of several theories, like the Theory of Planned Behavior 

(TPB), a theory developed by Ajzen (1991) from the Theory of Reasoned Action (TRA). The TPB focuses on improving 

the compliance behavior of individuals through their attitudes, perceived behavioral control and subjective norms – these 

constructs influence the intention of individuals towards a specific behavior [22].   

In addition, the attitudes-behavior relationship was extensively studied in literature; for instance,[89] investigated and 
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analyzed the effect of cultural dimensions on the Saudi information security in the context of the health service. The author 

based the study’s conceptual framework on the theory of human behavior, with the attitude of the individual being the 

major element of his behavior. The Human Behavior theory posits that the individual’s attitude is the major component 

forming his intention to behavior and his actual behavior.  

 

In a study presented by [90], assessed information security attitudes among university students, focusing on participants’ 

attitudes towards accidental information security behavior among university students. Their theoretical framework was 

based on Ajzen’s theory of planned behavior (TPB). They recommended further studies to understand the employees’ 

attitudes towards behaviors. Also,[36] focused on the underpinning behavioral contexts of information security in the 

workplace, and explored the way individual and organizational factors influence the interactions of the motivations and 

barriers of security behaviors. The analysis findings showed a positive relationship between attitudes and behavior and a 

positive relationship between knowledge and behavior.  

 

Employee behavior can change based on one's attitude. Behavior that is liked or disliked, desirable or undesirable, good or 

bad, or behavior that is viewed positively or negatively [20]. Many studies support the relation between attitudes and 

behavior. This suggests that attitude may be an important antecedent of security behavior. This context shows that the 

attitudes of employees on knowledge and understanding the constructs of security knowledge required positively impacts 

their behavior. On this basis, the study proposes the related hypotheses based on Figure 7. 

The attitude of employees towards security knowledge required in the organization positively impacts their behavior and 

thus; 

 

H7: Employees’ attitude towards security knowledge required has a positive effect on their behavior. 

 7.4 The Relationship Between Knowledge and Attitudes 

In this section many definitions of attitude is presented, such as; attitude is described as the positive or negative feeling 

towards a given behavior and it is defined as the learned inclination to evaluate things in a certain way [91]. Such evaluation 

may be positive or negative regarding an object, issue, people or events [92]. Attitude stems from the past and present of 

the individual and it is often related to as the evaluation of objects, people, activities, events and ideas ranging from 

extremely positive to extremely negative. It is also described as the individual’s positive or negative view concerning his 

engagement with a specific behavior. According to [93], attitude is a psychological inclination that ranges from extremely 

negative to extremely positive ends. The attitude concept has attracted the attention of many experts in the different domain, 

because of its potential to describe an individual's behavior.  

 

Majority of studies revealed the existence of knowledge-attitude relationship [16], [78], [94], [95]. Some authors found a 

significant relationship, whereas others indicated a moderate one. To protect critical information assets, promoting a 

campaign on security education assists in modeling attitudes and behaviors of managers and employees [96]. 

Knowledgeable employees who are privy to the security knowledge constructs tend to have a positive attitude towards 

safeguarding the information assets of the organization. Hence, the following hypothesis is proposed as presented in Figure 

7.  

Security threat knowledge of the employees within the organization has a positive impact on their attitude and therefore; 

 

H1a: There is a significant relationship between knowledge of security among employees and their attitudes.  

 

Knowledge concerning information security strategy of all the employees of the organization has a positive impact on their 

attitude and therefore; 

H2a: There is a significant relationship between knowledge of information security strategy of employees and their 

attitudes.  

 

Moreover, knowledge of employee concerning security technology has a positive impact on their attitude and therefore, 

the following hypothesis is proposed; 

H3a: There is a significant relationship between knowledge of security technology of employees and their attitudes.  

 

Furthermore, the employees’ knowledge of legislation, regulations and national culture has a positive impact on their 
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attitude and thus, the following hypothesis is proposed to be tested; 

H4a: There is a significant relationship between knowledge of legislation, regulation and national culture among 

employees and their attitudes.  

 

Along a similar line of hypothesis development concerning knowledge of security responsibility among employees, such 

knowledge has a positive impact on employees’ attitude, which leads to the following hypothesis; 

H5a: There is a significant relationship between knowledge of security responsibility among employees and their 

attitudes. 

Also, knowledge of security risk among all employees has a positive impact on their attitude. Therefore, it is hypothesized 

that; 

H6a: There is a significant relationship between knowledge of security risk among employees and their attitudes. 

7.5 Relation Between Knowledge, Attitude and Behavior 

When employees are provided with knowledge concerning security knowledge, this would work towards transforming their 

attitudes, assumptions, views and knowledge and will impact their behavior in the organization [7], [40], [97], [98]. 

In fact, several studies have been dedicated to examining the knowledge-attitude-behavior relationship. More specifically, 

[99] assessed and measured the effectiveness of information security awareness initiative using KAB model. He found that 

such initiatives influence and enhance the knowledge, attitude and behavior of users towards information security. 

Generally speaking, information security awareness companions positively impact the actual working environment of 

employees in terms of their knowledge, attitude and behavior.  

In a related study, der Linden, 2012 looked into the area of climate change and indicated ample evidence to support a 

significant environmental knowledge-attitudes-behaviors relationship. Meanwhile, a study conducted by [39] employed 

the KAB model to evaluate the effectiveness of security awareness training. The study revealed a positive relationship 

among the three aforementioned constructs. 

Similarly, a small-to-moderate positive relationship was reported between organizational information security culture and 

aspects of employees’ information security decision-making by [90]. In other words, organizations possessing optimum 

information security culture had a higher tendency for employees to have knowledge, attitudes, and behavior that is aligned 

with the information security policies and procedures. This indicates that enhancing the security knowledge could improve 

adherence of employees to policy and procedures and minimize human-based cyber risks.  

More importantly, the employees’ security knowledge construct assumed to have a positive indirect impact on their 

behavior via attitude, where attitude mediates the relationship between security knowledge constructs and behavior. Thus, 

the employees’ knowledge on security threat is assumed to have a positive indirect impact on their behavior via attitude, 

where attitude mediates the relationship between knowledge of security threat and behavior. Therefore, as presented in 

Figure 7, the following relationship is hypothesized: 

 

H1c: Attitudes (AT) of employees mediate the relationship between their knowledge of security threat (KSTH) and their 

behavior (BH). 

 

In relation to the above hypothesis, the knowledge of organization’s information security strategy among employees is 

assumed to positively and indirectly impact on their behavior via attitude. Stated clearly, attitude is hypothesized to mediate 

the relationship between knowledge of organization information security strategy and employees’ behavior, which leads to 

proposing the following hypothesis; 

H2c: Attitudes (AT) among employees mediate the relationship between their knowledge of organization information 

security strategy (KOISS) and their behavior (BH). 

 

This holds the same for the knowledge of security technology among employees and the presence of its positive and indirect 

impact on employee behavior via attitude. Attitude mediates the relationship between knowledge of security technology 

and behavior and therefore, this study proposes the following hypothesis for testing; 

H3c: Attitudes (AT) among employees mediate the relationship between their knowledge of security technology (KSTG) 

and their behavior (BH). 

 

Moreover, knowledge of employees of legislation, regulation and national culture of the organization positively and 

indirectly influences their behavior via attitude. In other words, attitude mediates the relationship between knowledge 
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among employees concerning legislation, regulation and national culture and their behavior. Therefore, the following 

hypothesis is proposed to be tested; 

H4c: Attitudes (AT) among employees mediate the relationship between their knowledge of legislation, regulation and 

national culture (KLRNC) and their behavior (BH). 

 

Furthermore, employees’ knowledge on their security responsibility in the organization has a positive and indirect impact 

on their behavior through attitude, where attitude mediates the relationship between the first two constructs. Therefore, the 

following hypothesis is proposed to be tested; 

H5c: Attitudes (AT) among employees mediate the relationship between their knowledge of security responsibility 

(KSRS) and their behavior (BH). 

 

Finally, the employees’ knowledge on security risk positively and indirectly impacts their behavior through attitude, where 

attitude mediates the relationship between the former two. Thus, the following hypothesis is proposed to be tested. 

8. Results and Analysis 

The research objectives and hypotheses served as a basis for selecting the most appropriate methods for analyzing the data 

collected from the surveys. The survey data were analyzed using Analysis of Moment Structures (AMOS) version 20, along 

with the Statistical Package for the Social Sciences (SPSS) version 18. AMOS was chosen as a covariance-based Structural 

Equation Modeling (SEM) tool due to the availability of sufficient theoretical support and the relative simplicity of the 

proposed model. 

(A). Reliability  

Cronbach’s alpha is one of the most widely used techniques for assessing reliability by providing an indication of internal 

consistency Cronbach's alpha [100]. In this study, Cronbach’s alpha values for each dimension and sub-dimension of the 

framework were analyzed to establish the reliability of the measurement instrument. The acceptable threshold for 

Cronbach’s alpha is a minimum value of 0.60 to ensure the consistency and reliability of the model. The results of the 

reliability analysis are presented in Table 2. 

 

TABLE 2.  Results of Reliability Test from Pilot Study 

1st Order Constructs 
Item number 

(70) 

Internal reliability 

(Cronbach Alpha) 

Knowledge of Security Threat (KSTH) 5 0.855 

Knowledge of Organization Information Security Strategy 

(KOISS) 

 

13 0.919 

Knowledge of Security Technology (KSTG) 5 0.893 

Knowledge of Legislation, Regulation and National Culture 

(KLRNC) 
9 0.845 

Knowledge of Security Responsibility (KSRS) 9 0.913 

Knowledge of Security Risk (KSRK) 7 0.844 

Behaviour (BH) 15 0.901 

Attitudes (AT) 7 0.909 

 

 

From the table, it is evident that the reliability of the constructs differed from 0.844 to 0.919 and they all exceeded the cut-

off value of 0.70 [101]. Evidently, the results met the required Cronbach’s alpha (0.70 and over) and thus, reliability was 

confirmed (Hair, Black, Babin & Anderson, 2010; Sekaran, 2016).   

(B). Validity  

In order to establish the validity of the proposed model, Structural Equation Modeling (SEM) analysis using the Goodness 

of Fit Index (GFI) Goodness of Fit Index (GFI) was employed to assess the model fit of the KAB framework. The GFI 
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criteria indicate that values between 0.90 and 0.94 represent an acceptable fit, while values between 0.95 and 1.00 indicate 

a good fit. Values below 0.90 are still considered acceptable in some cases [102]- [103]. The results of the goodness-of-fit 

indices for the measurement model are presented in Table 3. 

 

 

TABLE 3. GOF Indices of Modified Measurement Model 

Fit index Modified 

model 

Recommended 

values 

Acceptable 

values 

GFI 0.836 ≥ 0.90 ≥ 0.80 

 

The results have given the indication of the value of GFI was 0.836, which is less than the recommended value of 0.9, 

but it is still was at a marginal acceptance level and relatively close to the preferred value. [102] argued that value of GFI 

less than 0.9 does not necessarily mean that the model has a poor fit. [103], [104] stated that GFI values ranging between 

0.8 and 0.9 indicate an acceptable model fit. After adjusting for the degrees of freedom relative to the number of variables, 

the Adjusted Goodness of Fit Index (AGFI) was found to be 0.819, which exceeds the recommended cut-off value of 0.80 

as suggested by Chau & Hu (2001) technology acceptance model study. 

 

9. Result and Analysis of Adapted KAB model Hypothesis 

This section discusses about the relationship between knowledge, attitude and behavior as discovered from the survey.  

(A). DIRECT EFFECTS OF CONSTRUCTS 

In the adapted KAB model, the direct effects of Knowledge of Security Threat (KSTH), Knowledge of Organization 

Information Security Strategy (KOISS), Knowledge of Security Technology (KSTG), Knowledge of Legislation, 

Regulation and National Culture (KLRNC), Knowledge of Security Responsibility (KSRS) and Knowledge of Security 

Risk (KSRK) as independent variables on Attitudes (AT) and Behavior (BH) as dependent variables were examined (i.e., 

H1.a, H2.a, H3.a, H4.a, H5.a, H6.a, H1.b, H2.b, H3.b, H4.b, H5.b, and H6.b respectively). The model also examined the 

direct effect of Attitudes (AT) on Behavior (BH) (i.e., H7). 

 

The value of R2 for Attitudes (AT) and Behavior (BH) was 0.40 and 0.31 respectively. This indicates, for example, the 

error variance of Behavior (BH) is approximately 69 percent of the variance of Behavior (BH) itself. In other word, 31 

percent of variations in Behavior (BH) are explained by its seven predictors (i.e., KSTH, KOISS, KSTG, KLRNC, KSRS, 

KSRK and AT). Overall, the findings showed that the R² value met the required threshold of 0.30 in the structural equation 

modeling analysis. Subsequently, the estimated path coefficients were examined to assess the hypothesized direct effects 

of the variables. The path coefficients, together with the results of the hypothesized direct effects, are presented in Table 4. 

As shown in table 4, six paths from Knowledge of Security Threat (KSTH), Knowledge of Organization Information 

Security Strategy (KOISS), Knowledge of Security Technology (KSTG), Knowledge of Legislation, Regulation and 

National Culture (KLRNC), Knowledge of Security Responsibility (KSRS) and Knowledge of Security Risk (KSRK) on 

Attitudes (AT) as well as five paths from Knowledge of Security Threat (KSTH), Knowledge of Legislation, Regulation 

and National Culture (KLRNC), Knowledge of Security Responsibility (KSRS) and Knowledge of Security Risk (KSRK) 

and Attitudes (AT) on Behavior (BH) were positively significant as their p-values were all below the standard significance 

level of 0.05. Thus, the hypotheses H1.a, H2.a, H3.a, H4.a, H5.a, H6.a, H1.b, H4.b, H5.b, H6.b and H7 were supported. 

 

Table 4.  Examining Results of Hypothesized Direct Effects of the Constructs 

Path 

Unstandardized 

Estimate 

Standardis

ed Estimate 
critical 

ration 

(c.r.) 

P-

value 

Hypothesis 

result Estimat

e 
S.E. Beta 

KSTH  AT 0.142 0.053 0.137** 2.697 0.007 
H1.a) 

Supported 
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KOISS  AT 0.142 0.063 0.129* 2.268 0.023 
H2.a) 

Supported 

KSTG  AT 0.19 0.074 0.165* 2.572 0.01 
H3.a) 

Supported 

KLRNC  AT 0.19 0.084 0.150* 2.272 0.023 H4.a) 

Supported 

KSRS  AT 0.241 0.083 0.179** 2.899 0.004 
H5.a) 

Supported 

KSRK  AT 0.165 0.068 0.145* 2.424 0.015 
H6.a) 

Supported 

KSTH  BH 0.082 0.039 0.114* 2.112 0.035 
H1.b) 

Supported 

KOISS  BH 

 
0.01 0.046 0.013 

0.217 

 

0.828 

 

H2.b)Not 

Supported  

 

 

 

 

 

KSTG  BH 0.031 0.054 0.039 0.576 0.565 
H3.b)Not 

Supported  

KLRNC  BH 0.129 0.062 0.146* 2.099 0.036 
H4.b) 

Supported 

KSRS  BH 0.136 0.062 0.144* 2.211 0.027 
H5.b) 

Supported 

KSRK  BH 0.121 0.05 0.151* 2.405 0.016 
H6.b) 

Supported 

AT  BH 0.122 0.047 0.174* 2.593 0.01 
H7) 

Supported 
 

(B). Mediation Effects of Attitudes (AT) 

The mediation analysis was used to determine the mediation effects of Attitudes (AT) as mediating variable on the effects 

of Knowledge of Security Threat (KSTH), Knowledge of Organization Information Security Strategy (KOISS), Knowledge 

of Security Technology (KSTG), Knowledge of Legislation, Regulation and National Culture (KLRNC), Knowledge of 

Security Responsibility (KSRS) and Knowledge of Security Risk (KSRK) as independent variables on Behavior (BH) as 

the dependent variable (i.e., H1.c, H2.c, H3.c, H4.c, H5.c and H6.c respectively). Furthermore, the indirect effects of the 

independent variables on the dependent variable, mediated by the mediating variable, were also examined. The statistical 

basis of mediation analysis is correlation. [105]mediation analysis framework proposed a decision-tree approach for testing 

covariance relationships among three variables: an independent variable (IV), a potential mediating variable (M), and a 

dependent variable (DV). 

The SEM technique is claimed to be preferable to regression techniques for testing mediation because SEM permit 

modelling of both measurement and structural relationships and yield overall fit indices [106].  

The significance of the regression coefficients between Knowledge of Security Threat (KSTH), Knowledge of Organization 

Information Security Strategy (KOISS), Knowledge of Security Technology (KSTG), Knowledge of Legislation, 

Regulation and National Culture (KLRNC), Knowledge of Security Responsibility (KSRS) and Knowledge of Security 

Risk (KSRK) as IVs, Attitudes (AT) as M and Behavior (BH) as DV were examined to determine the occurrence of the 

mediation effect and its mediating degree. Thus, four hypotheses (i.e., H1.c, H2.c, H3.c, H4.c, H5.c and H6.c) were 

examined in this section. The results of examining these hypotheses are displayed in Table 5 with the standardized effects 

of different paths. 

 

As shown in table 5, Attitudes (AT) mediates the effects of Knowledge of Security Threat (KSTH), Knowledge of 

Legislation, Regulation and National Culture (KLRNC), Knowledge of Security Responsibility (KSRS) and Knowledge 

of Security Risk (KSRK) on Behavior (BH). Thus, hypotheses H1.c, H4.c, H5.c and H6.c were supported. 
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Table 5. Results of Examining Mediation Effects of Attitudes (AT) 

DV = 

Behaviour (BH) 

M = Attitudes 

(AT) 

Independent Variables (IVs) 

KSTH KOISS KSTG KLRNC KSRS KSRK 

Total Effect of 

IV on DV 

without M   

(path a) 

0.137**(sig:0.00

3) 

0.035(sig:0.4

89) 

0.067(sig:0.31

7) 

0.172*(sig:0.0

11) 

0.175**(sig:0.00

6) 

0.176**(sig:0.00

5) 

Direct Effect of 

IV on DV with 

M  

(path a’) 

0.114*(sig:0.013

) 

0.013(sig:0.7

37) 

0.039 

(sig:0.588) 

0.146*(sig:0.0

43) 

0.144*(sig:0.026

) 

0.151*(sig:0.014

) 

Indirect Effect 

of IV on DV 

through M  (path 

bc) 

0.024**(sig:0.00

2) 

0.022*(sig:0.

010) 

0.029**(sig:0.

011) 

0.026**(sig:0.

009) 

0.031**(sig:0.00

5) 

0.025*(sig:0.012

) 

Effect of IV on  

M (path b) 

0.137**(sig:0.00

2) 

0.129*(sig:0.

019) 

0.165*(sig:0.0

14) 

0.150*(sig:0.0

14) 

0.179**(sig:0.00

5) 

0.145*(sig:0.017

) 

Effect of  M on 

DV (path c) 

0.174**(sig:0.00

4) 

0.174**(sig:0

.004) 

0.174**(sig:0.

004) 

0.174**(sig:0.

004) 

0.174**(sig:0.00

4) 

0.174**(sig:0.00

4) 
Mediation Path KSTHAT

BH 

KOISS

ATBH 

KSTGA

TBH 

KLRNC

ATBH 

KSRSAT 

BH 

KSRKAT 

BH 

Mediation Effect Yes No No Yes Yes Yes 

Degree of 

Mediation 

Partial --- --- Partial Partial Partial 

Hypothesis 

Result 

H1.c) 

Supported 

H2.c) 

Rejected 

H3.c) 

Rejected 

H4.c) 

Supported 

H5.c) 

Supported 

H6.c) 

Supported 

 

 

10. Discussion on Hypothesis Testing 

This study employed SEM for hypotheses testing, where the proposed research hypotheses were confirmed or rejected. 

(A). Relationship between Security Knowledge Constructs and Attitude 

Table 4 lists the support for the above hypotheses in the model. To conclude, statistically, there is a significant relationship 

between security knowledge constructs and attitude, indicating that when security knowledge constructs are instilled 

between organization employees, their attitude is enhanced and strengthened. 

Furthermore, the provision of security knowledge constructs to all employees will positively affect their attitudes 

concerning the knowledge of security threat, knowledge of organization information security strategy, knowledge of their 

security responsibility, knowledge of security risks around them, knowledge of legislation, regulation and national culture, 

and knowledge of security technology. Consequently, such provision will change their attitudes to be more understanding 

and aware. This result matches those reported by studies in prior literature (e.g.,[107]-[109]. Additionally, to protect 
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confidential information assets, security education initiatives should be established to assist in changing the attitudes of 

managers and employees [79]. Hence, extensive degrees of security knowledge constructs inculcated to all employees are 

related to their improved attitude in protecting the information assets of the organization. 

 

This indicates that when management encourages and promotes awareness training program and knowledge concerning 

security knowledge constructs, this will support and modify employees’ attitudes as a human firewall to safeguard the 

internal assets of the organization. This is consistent with the interviewee of security experts that sated on the role of 

enhancing and changing the attitudes of employees. It is crucial for employees to know and understand why they can do 

and cannot do certain activities. As a result, providing security knowledge constructs to the employees will positively affect 

their attitudes to protect the organization assets. It is ineffective for individuals to possess knowledge without adopting an 

appropriate attitude toward information security. Such a situation may lead to ineffective information security practices 

and increase the likelihood of internal security incidents within organizations. Therefore, it is essential to emphasize the 

importance of developing the correct attitude toward information security within security education and training program. 

 

On the basis of the present study’s findings, it is recommended that the management of organizations should take the 

importance of security knowledge constructs into consideration to influence and enhance the employee attitudes toward 

the protection of organization assets from inside. The benefits and opportunities can be determined through a pre- and post-

application comparison. 

(B). Relationship between Security Knowledge Constructs and Behavior 

The relationship results between security knowledge constructs and behavior were presented. It was evident that hypotheses 

H1b, H4b, H5b, and H6b were all supported. More specifically, the above hypotheses proposed significant effects of 

knowledge security threat (KSTH) on behavior (BH), knowledge of legislation, regulation and national culture (KLRNC) 

on behavior (BH), and knowledge of security risk (KSRK) on behavior (BH). Table 4 confirms the support for H1b, H4b, 

H5b, and H6b in the model. This result supports other results in literature by  [110], [111] . However, hypotheses H2b and 

H3b were rejected as no statistical significant relationships were found between knowledge of organization information 

security strategy (KOISS) and behavior as well as knowledge of security technology (KSTG) and behavior respectively. 

 

Prior studies in literature revealed that knowledge alone is not the sole drivers of behavior and these include [112], [113] 

They explained that more than one variable influence behavior. Experts’ feedback in the interviews that laid emphasis on 

security knowledge’s role in enhancing and changing employees’ behavior. Moreover, the employees have to be aware and 

understand why they have to follow the organization information security strategy of what they can and cannot do. This 

supports the adoption of the KAB model in this study, where attitude is considered to have a mediating role in the 

knowledge-behavior relationship. Based on the result of this study, the relationship between knowledge of organization 

information security strategy and knowledge of security technology had a significant indirect positive effect on behavior 

through attitude. 

 

The rejection of hypotheses H2b and H3b may be attributed to the low knowledge of employees regarding the 

organization’s information security strategy, and security technology brought about by the complex security technology 

and the dynamic nature of technology in terms of hardware and software. Based on the above, healthcare organization as 

such part of organizations in Palestine lack to security technologies that help to protect the information, lack for security 

strategies, policies, actions or guidelines to protect the organization information asset, and lack for appropriate security 

infrastructure to protect the organization information assets. Therefore, there are no significant relationship between the 

employee’s knowledge about security technology and employee’s knowledge about organization information security 

strategy to influence the employee behavior as a case in healthcare organization. So these hypotheses were rejected. 

 

In other hand, the hypotheses H1b, H4b, H5b, and H6b indicate there are significant effects on behavior namely, knowledge 

security threat (KSTH) on behavior (BH), knowledge of legislation, regulation and national culture (KLRNC) on behavior 

(BH), knowledge of security risk (KSRK) on behavior (BH), and knowledge of security responsibility (KSRS) on behavior. 

To clarify, the increase wide use of internet in Palestine and its use to manage the works and tasks within organizations, 

also the wide use of smart devices among the employees within organization for personal use or for organizational work 

use. This leads the employee to know about many security risks such as; threats, spyware, extortion, malicious code, 

phishing, hacking, etc., as a result from using the new technologies in organizations. 

The increase of security incidents in organizations and cybercrime lead the employee to become more aware and knowledge 
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about the risks related to data protection and knowledge about the laws and regulations to data protection act. They also 

will be more knowledge about their responsibility toward protection of organization asset and their personal data. This 

security knowledge has a significant impact on employee security behavior towards the protection of organization 

information assets. Every employee in organization need to know about these security knowledge in order to protect their 

organization assets. Therefore, understanding and applying security knowledge construct is vital. This implies that, 

employees must have an appropriate behavior and attitude towards information security. Knowledge and behavior should 

be in line so that the effectiveness of information security in organization will be achieved. 

(C). Relationship between Attitudes and Behavior 

The result of the tested attitude-behavior relationship was presented, involving hypothesis H7 that proposed attitude has 

significant effect on behavior. The model supported this hypothesis as evident from the values in Table 4. More specifically, 

statistically, a significant relationship exists between attitude and behavior. That indicates the higher of employee’s attitude 

towards security knowledge constructs, more positive behavior would be. This result is aligned with those reported by prior 

studies such as [38], [39], [90] . 

Instilling an appropriate attitude toward security knowledge constructs enhances the effectiveness of information security 

and contributes to reducing internal security incidents within organizations. Therefore, it is essential to emphasize the 

importance of fostering the desired attitudes among employees toward security knowledge constructs in order to positively 

influence and improve employee behavior. Based on the hypothesis results, it is recommended that owners and managers 

of healthcare sector organizations pay close attention to employees’ attitudes toward security knowledge constructs, 

including threats, organizational information security strategy, security technology, legislation and regulations, national 

culture, security responsibility, and security risk. Addressing these aspects can help positively influence employee behavior 

and strengthen overall information security practices. 

(D). Relationship between Security Knowledge Constructs, Attitude and Behavior 

It is evident that hypotheses H1c, H4c, H5c and H6c were supported. Specifically, the mentioned hypotheses proposed the 

mediating role of attitudes (AT) on the relationship between security knowledge’s construct and behavior such as attitudes 

mediating role on the relationship between knowledge of security threat (KSTH) and behavior (BH), attitudes mediating 

role on the relationship between knowledge of legislation, regulation and national culture (KLRNC) and behavior (BH), 

attitudes mediating role on the relationship between knowledge of security responsibility (KSRS) and behavior (BH), and 

attitudes mediating role between the relationship of knowledge of security risk (KSRK) and behavior (BH). Table 5 shows 

the support for these hypotheses in the study model. Added to this, the statistical results obtained confirmed a significant 

relationship between these security knowledge constructs and behavior, with attitude as the mediating variable. Stated 

clearly, attitude (AT) partially mediated the relationship between security knowledge constructs (KSTH, KLRNC, KSRS 

and KSRK) and behavior. Furthermore, the results revealed that the knowledge of security threat (KSTH), knowledge of 

legislation, regulation and national culture (KLRNC) and knowledge of security risk (KSRK) had a significant indirect 

positive effect on behavior (BH) through attitudes (AT). 

 

Furthermore, the result also indicated that the Attitudes (AT) cannot mediate the relationship between knowledge of 

organization information security strategy (KOISS) and knowledge of security technology (KSTG)) to behavior (BH). 

However, the knowledge of organization information security strategy (KOISS) and knowledge of security technology 

(KSTG) had a significant indirect positive effect on behavior through attitudes.  

The above results imply that inculcating security knowledge constructs on employees will positively impact their attitudes 

towards them, which in turn, lead to a positive impact on their behavior. This result matches with those reported in prior 

literature, for example, [79], [114], [115], [116], [117].  

 

The examination and testing of the proposed hypothesis show the importance of attitude between the security knowledge 

constructs and behavior. That means there are a significant indirect positive effect between the security knowledge’s 

(KSTH, KOISS, KSTG, KSRK, KLRNC and KSRS) and behavior. This increase that the organizations have to focus on 

attitude of employees to perform the desired behavior. Therefore, this study recommends that owners/managers of 

organizations to consider the importance of attitude in mediating the relationship between security knowledge constructs 

and behavior among employees, and the indirect positive effect relationship through the attitudes. Promoting security 

knowledge awareness among employees should be practiced regularly as this will strengthen their attitudes and improve 

their behavior when interacting with the information assets of the organization. Thus, awareness of security knowledge 

should be promoted. This assumption matches the feedback provided by the interviewed experts who stressed on the 
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importance of enhancing security knowledge to change the attitudes and then behavior of employees. Furthermore, critical 

information assets of the organization have to be protected by launching security education campaign as this would change 

the attitude and behavior of managers and employees [37], [39], [96] 

11.  Conclusion 

 

This study aimed to adapt the KAB model to reduce internal security threats within organizations. The findings, supported 

by a comprehensive literature review, highlight a significant relationship between human knowledge and behavior, and 

emphasize the importance of identifying the required security knowledge to improve employee behavior. The study also 

confirms the interrelationship between information security culture and organizational culture, as well as the influence of 

security culture on employee behavior. 

 

The results demonstrate that security knowledge plays a crucial role in shaping employee behavior when interacting with 

organizational information assets. Furthermore, the interaction between security knowledge constructs, attitudes, and 

behavior within the adapted KAB model illustrates its potential effectiveness in minimizing internal security incidents. 

 

In addition, this study identifies key security knowledge constructs that influence employee behavior and provides guidance 

for organizations to develop appropriate knowledge among employees. This helps in fostering secure behavior and reducing 

information security risks. The study also addresses gaps in previous research by enhancing understanding of how 

knowledge constructs contribute to improving behavior within information security culture, thereby supporting managers 

and organizations in strengthening their security practices. 

 

Finally, the study emphasizes the importance of integrating knowledge, attitude, and behavior through continuous training 

and awareness programs. Knowledge alone is insufficient without a corresponding positive attitude toward information 

security. Therefore, organizations must prioritize security education and training to ensure effective employee behavior 

and to reduce the likelihood of internal security incidents. 
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APPENDIX A.  

ENGLISH QUESTIONNAIRE 

 

Dear participant, 

First of all, I would like to thank you for your valuable participation in this research survey, which 

aims to investigate of the security knowledge required for improving employee security behaviour in 

organisations as a part of a PhD research in Information Security Management. 

Information security culture means that employees have the required values, beliefs and knowledge 

and behave accordingly in a way that protect the information assets (electronically or not) and to 

preserve the confidentiality, integrity, reliability and availability of information. For instance, updating 

antivirus, clear desk policy, strong password, regularly changing the password, not disclose private 

customer information and so on. 

This study is directed at any persons working in the organisation. We assure you that your participation 

in the survey will be strictly confidential to the research team. Your personal details will be used for 

research classification purposes only and your identity will be kept anonymous and the name of the 

organisation will not be disclosed. 

Your participation will contribute to obtain accurate results, and to improve the quality of research in 

information security in Palestinian organisations. Completing the questionnaire may take about 10 

minutes. Please try to answer all statements. Each statement can be answered with only a single 

selection. 

Should you have any further queries, please do not hesitate to contact us. 

Again, we thank you for your interest and participation in this study. 

Yours sincerely, 

Amjad Mahfuth 



                                                                                                                                                                                    

 

  

 

419 

Journal of Cyber Security and Risk Auditing Vol.2026, No.3                                         ISSN: 3079-5354 

 

 

 

PhD Student, 

College of Computer Science & Information Technology 

Tenaga National University, Malaysia 

amahfouth99@gmail.com 
 

 

Section A: Personal Information 

The following section seeks are general information about you and your organisation. Please answer 

by ticking (√) in the appropriate bracket below: 
Age :      

Under 25 25 - 35 36 - 45 Above 45
 

Year of experience:  

How long have you been working in this organisation?  

              
Less than two year 2 - 4 Years 5 - 10 Years More than

 
Job Level:    

What job level is applied to you?   

Hospital Management
              

Doctor
              

Nurse Administartive Staff
 

Education level:  

   
Undergraduate

                   
Postgraduate

                           
Gender:  

   
Male

                   
Female 

                           
Working in IT department) : 

Are you working in any area related to IT? e.g. IT department      

   
Yes

                   
No

                           
Education Background in IT: 

Was your education in IT related Field?    

   
Yes

                   
No

                           
Work Requirements 

Does your work require dealing with any computer or IT technology? 

   
Yes

                   
No

                           
Security Awareness Training: 

Have you got any security awareness training?  

   
Yes

                   
No

                           
 

Section B: Security Knowledge’s Construct’s : 

Please indicate your agreement to the following statements regarding the security knowledge 

construct’s [1: Strongly Disagree; 2: Disagree; 3: Neutral; 4: Agree; 5: Strongly Agree]: 
Knowledge of Security Threat Please tick one 

1 2 3 4 5 

1.  I know the types of harmful threats to information assets. 

 

     

2.  I know the negative consequences of an attack on or threat to 

information assets.  

 

     

3.  I understand that security threats (attacks) can occur any time. 
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4.  I know the threats and vulnerabilities towards the information 

assets in my work environment. 

 

     

5.  I know about information security threats. 

 

     

Knowledge of  Organisation Information Security Strategy(information security policy, security requirements, 

standards and process) 

 

6.  
I know what my organisation’s information security strategy is. 

 

     

7.  
I know my organisation’s information security strategy helps me 

protect my organisation’s information assets in my daily work. 

 

     

8.  
I understand the content of information security strategy elements 

like policy. 

 

     

9.  
I know organisation’s information security strategy helps me 

understand what is expected from me as an employee in terms of 

safeguarding my organisation’s information assets. 

 

     

10.  
I know that my organisation has developed information security 

strategies to address the prevention and detection of threats and to 

respond to them. 

 

     

11.  
Employees know information security requirements to protect 

information. 

  

     

12.  
I am aware of information security policies related to my job such 

as the password policy. 

 

     

13.  
I know that the information security is necessary to protect 

information in my organisation 

 

     

14.  
I know that the information security is necessary to increase the 

confidence that the third parties have in my organisation. 

 

     

15.  
I know information security practices such as data encryption. 

 

     

16.  
I know information security practices such as a clear desk policy.  

 

     

17.  
I know about information security controls (e.g. that I must set up 

a strong password). 

 

     

18.  
I know the information security requirements helps me protect the 

information assets of my organisation.  

 

     

Knowledge of Security Technology 

 

19.  I know the technical tools and controls for information security 

helps me to preserve information security. 
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20.  I know the security technology enables me to help other 

employees with their technical queries and problems 

 

     

21.  I know that the appropriate use of technical controls is vital to 

achieve information security. 

 

     

22.  I know the policy and guidelines for the effective use of 

information security hardware and software helps me preserve 

information security and prevent security breaches and threats. 

 

     

23.  I know how to use technical measures such as antivirus to ensure 

information security. 

 

     

Knowledge of legislation, regulations, national culture such as act Data Protection Acts, HIPPA, International 

Standards etc. 
 

24.  I know the government regulations regarding information security. 

 

     

25.  I am aware of relevant government information security related 

legislation such as copyrights. 

 

     

26.  I know the data protection and other relevant legislation and 

regulations.  

  

     

27.  I know the privacy and other relevant legislation and regulations.  

 

     

28.  I have clear directives on protecting sensitive and confidential 

information and applying the related regulations. 

 

     

29.  I am aware of the importance of the values of intellectual property 

and copy right laws. 

 

     

30.  I know the process of information security should not conflict with 

the society ethics and essential value. 

                                                                            

     

31.  I know the national culture must be taken into account when 

designing information security policy and guidelines. 

 

     

32.  I know the information security measures must comply with 

international standards. 

 

     

Knowledge of Security Responsibility  

 

33.  I know that information security is my responsibility in the 

organisation. 

 

     

34.  I know that I am responsible for any actions that conflict with 

information security requirements. 

 

     

35.  I know what information security is. 

 

     

36.  I know how to report information security incidents. 

 

     

37.  I know my role with regards to each security policy. 
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38.  I know what to do when I detect a security violation. 

 

     

39.  I know what information assets to protect and how I can protect 

them. 

 

     

40.  I know that it is essential to protect information assets to achieve 

business success. 

 

     

41.  I am aware that I should never give my password to somebody 

else.  

 

     

Knowledge of Security Risk 

 

42.  I know that a weak password represents a security risk. 

 

     

43.  I know the risks when opening web links. 

 

     

44.  I know the security risks and dangerous to the information assets 

in my work environment. 

 

     

45.  I know the risk when opening e-mails from unknown senders, 

especially if there is an attachment.  

 

     

46.  I know the risk is when sharing passwords between others.  

 

     

47.  I know the risk is when giving out confidential information of 

visit prohibited internet sites. 

 

     

48.  I know it is essential to take care when talking about confidential 

information in public places. 

 

     

 

Section C: Security Behaviour: 

Please indicate your agreement to the following statements regarding the security behaviour [1: 

Strongly Disagree; 2: Disagree; 3: Neutral; 4: Agree; 5: Strongly Agree]: 
Security Behaviour Please tick one 

1 2 3 4 5 

49.  I update the anti-virus software regularly. 

  

     

50.  I always lock my computer when I leave the desk. 

 

     

51.  I ensure that there is no confidential documents left on my desk 

when I leave the office.  

 

     

52.  When I suspect any information threat, I report it straightaway.  

 

     

53.  I should act in a way that prevents any threats to information 

security. 

 

     

54.  I share information about threats and vulnerabilities as 

appropriate. 

     

55.  I adhere to information security requirements in my organisation. 
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56.  I act in a supportive manner to prevent, detect and respond to 

security incidents. 

 

     

57.  I behave carefully when I connecting with email attachments 

especially from unknown senders 

     

58.  I can easily ask question and leave comment regarded 

information security. 

 

     

59.  I usually follow my organisations information security strategy in 

my daily work to protect information assets. 

 

     

60.  I have a strong password.       

61.  I do not open email attachments if the content of the email looks 

suspicious. 

 

     

62.  Before reading an email, I will first check if the subject and the 

sender make sense. 

 

     

63.  I never give my personal information (like home/email address, 

telephone number, etc.) to unknown websites. 

 

     

 

Section D: Attitudes: 

Please indicate your agreement to the following statements regarding the attitudes towards security 

knowledge’s [1:Strongly Disagree; 2:Disagree; 3:Neutral; 4:Agree; 5:Strongly Agree]: 
Attitudes (Attitudes towards Security knowledge ) Please tick one 

1 2 3 4 5 

64.  Knowing the types of security knowledge required in my 

organisation is necessary. 

 

     

65.  Knowing the types of security knowledge required in my 

organisation is beneficial. 

 

     

66.  My Attitude towards understanding the types of security 

knowledge required will have a positive effect on mitigating 

the risk of security breaches. 

 

     

67.  Knowing the types of security knowledge required in my 

organisation is a valuable. 

 

     

68.  My Attitude towards understanding the types of security 

knowledge required will have a positive effect on 

safeguarding the organisation's information assets. 

 

     

69.  My Attitude towards understanding the types of security 

knowledge required will have a positive effect on decreasing 

the risk of information security incidents. 

 

     

70.  My Attitude towards understanding the types of security 

knowledge required will have a positive effect on my security 

behaviour in my organisations. 

 

     

 

Thank You for Your Co-operation 
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