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List of Acronyms

ICS industrial control system
10C indicator of compromise
IDS intrusion detection system
S-1DS Sequence-aware intrusion detection system
oT operation technology
SOC security operation center
IT information technology
AML adversarial machine learning
DDoS distributed denial-of-service
MITM man in the middle
PCAP packet capture
LSTM long short-term memory

1. Introduction

The adversarial threats to deep learning systems are well-known. Machine learning systems can be tricked by attackers who
make minor adjustments to the data they receive. A great deal of effort has been invested in improving offensive and
defensive capabilities. The majority of research on adversarial machine learning, however, focuses on the picture domain,
despite the fact that problems in other domains must be considered [1]. To defend machine learning systems that are used
for security purposes, adversarial examples come into play. Machine learning techniques regularly outperform in the
detection of cyber-attacks. However, susceptibility to adversarial instances makes adaptive attackers an urgent threat.

Industrial Control System (ICS) intrusion detection is a field where machine learning algorithms are simultaneously being
investigated and offered by companies as security solutions; therefore, we look at the problem of hostile instances. This
study focuses on ICS adversarial vulnerabilities in the context of restrictions. ICS sensors and actuators that can be hacked
by an attacker and replaced with data from an intrusion detection system (IDS) are examined in this investigation [2]. An
IDS can be easily compromised if the attacker has access to a significant amount of data. Circumventing detection with as
few compromised sensors and actuators as possible is a difficult problem to solve.

Industrial control systems (ICSs) cover a wide range of industrial process control systems and components. ICSs are in
charge of genuine data collecting, network management, and automated process control and administration [3]. Financial
services, shipping, treatment plants, industrial, and energy generation and transmission are just a few of the numerous
industries that have utilized 1CSs extensively. They also have a direct impact on the economy because they are part of the
nation's basic infrastructure. As computer and Internet technology become more interconnected, ICSs are becoming more
intelligent and open [4].

ICS security has been a major public concern in recent years, and the number of cyber assaults on ICSs is expanding rapidly.
Iran's Natanz nuclear enrichment facility was the target of the notorious Stuxnet malware assault in 2010, which took control
of several key components and caused an abnormal acceleration of the facility's uranium-enriched centrifuge, ultimately
leading to its destruction [4]. Because of this, the plant had to be shut down. By gaining access to Ukraine's power grid
control center via a VPN, Black Energy disrupted the power supply by tampering with control instructions for a relay and
cutting the circuit. DDoS attacks were also conducted against the system's networks and control software to prevent the
system's monitoring method from detecting fault conditions and then restoring the electricity supply network [5]. at once.
Dr. Jason Staggs demonstrated how to physically connect to unmanned wind turbines, i.e., to steal power in the United States
at Black Hat 2017 [6].

The goal of an intrusion detection system (IDS) is to automatically detect hostile activities on a network. Gathering and

analyzing data from numerous computer system components, such as internet activity, audit trails, system logs, and other
important factors of the network, is part of checking for system security issues. ICS security also involves the deployment
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of intrusion detection systems (IDSs) [6]. There is a lot of effort being done in this field right now, both in academia and in
industry, to develop IDSs for ICSs. As a result, numerous ICS intrusion detection systems are being developed. This work
discusses and suggest an alternative categorization of ICS IDS that takes into account the ICS's unique properties in order to
advance ICS-specific intrusion detection research [7].

The study's motivation is to analyze adversarial attacks in the industrial control systems and the ability to train adversarial
attacks in the operation technology environment and detect cyber intrusion attacks. With the buildup of massive quantities
of data, the progression of computational power, and the innovative thinking and evolvement of machine learning approaches
and structures, artificial intelligence (Al) techniques such as machine vision, language processing, and automated driving
have been fully implemented and tried to apply all over the globe in the online world [1].

Al is on the verge of making history for humanity. Machine learning (ML) techniques, specifically, have a considerable
influence on traditional computer security research [2]. Attackers may use ML to improve the accuracy of their assaults, in
addition to its applications in construct different harmful detections and attack identification systems. Many disciplines in
which ML is applied, from machine learning to information security, have been demonstrated to be vulnerable to adversarial
assault risks in recent research.

1.1 Problem Statement

ICSs have become a popular target for attackers, based on several security issues. One of the most pressing international
challenges is how to protect the security of ICSs. Many security issues plague deep learning-based intelligent technologies
around us. APIs could be used to steal ML models. Unexpected instructions could be carried out by intelligent speech
systems. Real-world image classifiers could be fooled by 3D-printed items [3]. Furthermore, safety-critical technologies
need extensive security testing before they can be widely deployed, in order to assure their safety. Many key scholars and
practitioners who interested in the security of deep learning in recent years. are looking into and researching possible assaults
on deep learning systems, as well as protection mechanisms [3].

ML solutions have been effectively implemented in a variety of situations, but their use in the cyber security field is
complicated and yet in its infancy. Researchers focus on adversarial attacks that aim to alter the detection and prediction
capabilities of ML models, which is one of several central topics that concern security systems based on ML [5]. We look at
real-world poisoning and evasion attacks aimed against malware, spam, and network intrusion-detection protection systems.
In the context of IDSs, we look at the potential harm that an attacker could do to a cyber-detector and offer several known
and novel defensive approaches. Several performance assessments are included in the study, all of which are based on long
experimentation with big traffic datasets [5]. ICSs can monitor processes remotely and disseminate information using the
Internet's ubiquitous interfaces, application, and infrastructure components. Many technology advancements offer new
construction options for traditional ICSs (e.g., embedded, multi-standard network, and wireless technology). ICSs are
exposed to a wide spectrum of aggressive cyberattacks as they shift from segregated to different areas, despite the potential
advantages of modern information and communications technologies. [13]. There could be serious consequences for public
safety and the economy should an ICS be disrupted. As a result, developing effective tools to detect malicious attacks against
ICSs is crucial.

In image processing, adversarial assaults against ML have been investigated, but appropriate evaluations in the cybersecurity
arena are lacking. A small number of cybersecurity challenges, a small number of ML classifiers, and a small fraction of
adversarial assaults are considered in the publications that analyze the effectiveness of cyber detectors in adversarial
scenarios. The major emphasis is on intrusion analysis; however, this study explores at this from the standpoint of network
intrusion detection. We provide a complete review of adversarial assaults against ML- based cybersecurity solutions and
offer a threat taxonomy in three categories: network intrusion detection. We review known strategies to combat these threats
and offer a novel strategy for mitigating data poisoning assaults. We further conduct a large number of tests to evaluate and
compare the performance of cyber detectors in both normal and hostile environments, as well as to assess the efficacy of
several countermeasures, including the technique suggested in this study.



Journal of Cyber Security and Risk Auditing Vol.2025, No.3 ISSN: 3079-5354 STA P

Previous studies are just conducting an adversarial attack in the ICS environment without a design a security solution or a
trained model to detect the adversarial attacks [15]. Therefore, our main contribution is listed below:

* Proposing an IDS that can be used to detect malicious assaults on ICSs.

+ Confirming that ICS security policies can be breached by malicious actions detected by an IDS.

* Highlighting the importance of system administrators using the information they gather from these assaults to take
appropriate action [14].

* Highlighting that the future of ICS security must rely heavily on the development of robust intrusion detection technology.

2. Literature review

This section discusses a literature review dedicated to the topic adversarial attacks and what have researchers, scholars and
field experts reached on detecting and circumventing such attacks are presented. An increasing number of ICSs are being
protected by ML based IDSs. An overview of current ICSs and accompanying supervised learning algorithms for attack
detection and categorization in various situations in the literature. There has been little attention paid to AML in this setting
until recently. Researchers have recently become interested in phishing mails classifications, malware scanning, and AML
against networking IDSs for network management [28]. Furthermore, both Nelson et al. and Zhou et al. show that simply
modifying a small fraction of the initial learning algorithm, an attacker can attack and effectively circumvent ML techniques
used in junk mail [8]. Grosse et al. also tested a neural net built on the DREBIN Mobile malware database. They claim that
a modest amount of feature perturbation in the training set can confound the model. To be effective, a white - box testing
attack requires the opponent to have exposure to or awareness of the information and the characteristics it includes. It was
also shown that 170K Android apps were tested throughout 2017 and 2018 to show that escaping state of the art malware
classifications is possible. It acquired less than five minutes in total to create adversarial programs, suggesting that
“intelligent spyware" is a major threat because thousands of genuine and unobtrusive antagonistic apps can be easily
obtained at mass. Hu and Tan offer a more advanced aggressive technique that uses deep neural networks (DNNSs) to
activities aimed virus classifications without having any information from the data or platform [9]. This is referred to as a
"black-box" attack, which is a sort of assault. Conclusively, Appruzzese, Colajanni, and Marchetti [9] launch actual
adversary operations against networking IDSs with the goal of detecting malware activity using classifier model. In the
study, such assaults were proven to be successful.

Merely a few investigations regarding AML assaults have been conducted in the context of ICSs. An AML attack on an
LSTM classifier applied to an ICS dataset was demonstrated by Zizzo et al., [10] who demonstrated a basic AML attack
on the classifier. Because work in this field is still in its early stages, the hostile sampling was created by hand-selecting
the obtained features to be interrupted. Yaghoubi and Fainekos [11] used a Simulink water condensing method to assess a
horizontal stripe search approach. However, this technique is very effective against a restricted variety of systems that use
smoothing convolution layers in recurrent neural networks (RNNs). They also employed an auto - encoder to generate
antagonistic sample to demonstrate two separate sorts of genuine escape attacks using RNN models. Neither of the above
research go into great detail about AML defenses. Finally, contemporary guided learning-enabled IDSs in ICSs have room
to investigate AML and the protection against such assaults [11]. In an ICS environment, intrusion detection methods like
as naive Bayes, regression trees, SVMs, and J48 are actually more prevalent. As a result, the investigations are focused
mainly on constructing AML defenses utilizing these approaches, which are at the forefront of ML-driven ICS warning
systems [12].

To combat specific network invasions, Wang et al. [19] suggested an intrusion detection system. To overcome the long
training time and poor detection accuracy of conventional neural network models, network intrusion detection uses the
Stacked Denoising Auto Encoder-Extreme Learning Machine (SDAE- ELM). The DBN-Softmax-based network intrusion
prevention model aims to increase the identification efficacy of host invasion. During training process and refinement,
comparatively tiny slope decline is utilised to increase both the learning happens and principles are derived of the networks.
Investigations were performed out on a variety of datasets to verify that this concept outperformed other traditional machine
learning methodologies. SDAE is a deep training algorithm for compressing large datasets. However, the majority of the
samples included in this study are obsolete, and the average classification model recognition rate still has to be improved.
The amount of attacks on ICS, such as malware and Trojans, has been constantly rising since 2016.

Industrial automation failures induced by targeted attackers, such as the Stuxnet [23] malware attacking an Iranian nuclear
power plant in 2010, alert the user for ICS cyberspace security flaws. ML-based intrusion detection systems (IDS) can
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function well in internet traffic identification in ICS. To be much more precise, machine learning solutions enable sensing
devices to uncover patterns in enormous amounts of historical information. Furthermore, by employing labor to set
classification model for characteristics or combinations of characteristics, it reduces the high misdiagnosis alerts that are
generated. As a result, in ICS, ML-based. IDS can be used as a supplement to regulation IDS [23]. ML-based IDS can
achieve excellent detection precision and minimal probability of false alarm by meticulously studying network information.
Many advanced cyber-attacks [22] utilize specific network assault primitives to infiltrate from company networks into
SCADA networks, identify the involvement of various SCADA hosts, and cause harm to complex processes, according to
recently published cybersecurity threats.

Traditional attacks leveraging weaknesses in IT network protocols and specialized cyber-attacks on SCADA network
protocols are the two types of primitive network-based hacking attempts. In investigations on ICS protection, such as
classifications and evaluations of cyber-attacks on SCADA communication protocol can be discovered. A SCADA network
intrusion detection system must consider both traditional and specialized threats to identify actual threats [29].

Both Nelson et al. [14] and Zhou et al. [15] show that by altering a tiny fraction of the underlying training examples, an
attacker can attack and effectively circumvent the machine learning methods used in spam detection. Grosse et al. [16] also
test the resilience of a neural network that was developed on the DREBIN Android malware dataset. They claim that
troubling a tiny variety of features in the training phase can cause the algorithm to get confused. Such an assault is known
as a white box attack because the opponent must have exposure to or awareness of the information and the characteristics
it contains in order to succeed. Furthermore, during 2017 and 2018, Pierazzi et al. [17] examined 170K Android applications
to show the corresponding of dodging state-of-the-art virus detectors. Their findings demonstrated that "adversarial-
malware as a service" is a dangerous issue, as it was easy to build thousands of genuine and unobtrusive antagonistic apps
at scale, with a median generation time of only a few minutes.

3. Research methodology

In this section, the methodology used in this study was explained as well as the research requirements required to complete
this study was described below. In the 1990s, the Inter-Control Center Communications Protocol (ICCP) was devised and
submitted to the Electro technical Council by the American Electric Power Research Institute (EPRI) (IEC) [20]. In the
electricity sector, the ICCP is primarily used to connect across multiple control centers. This method allows a client to
interact with multiple cloud computers and vice versa. A user and a server should establish a bidirectional database with
predictable network access to ensure an accurate data transfer. When contrasted to Modbus as shown in figure 1, the
controlling access bidirectional database, which is utilized by the two hosts to describe constant identities, variable kinds,
and user access, provides some further security. However, such security solutions are still connected with some security
hazards [20]. First and foremost, they are vulnerable to assaults like as theft and counterfeiting leading to a shortage of
encrypting data and personal authentication protocols. The bilateral charts can be manipulated with since they're not
concealed.

Pin &:

Pin3 Pin 4:
Transmi Blue White with Bluge
Bin 2 Data (TXD)
Receive Data Fin4 _ ~ Pin3: Pin &:
Pin1 (RXD) Data Terminal White with Green Green
Data Carrier Ready (DTR)
Detect (DCD) (not used) Pin 2: Pin7:
{not usad) Orange White with Brown
Pin5 . .
Pin 1: Pin &:
Ground White with Orange ﬁ Browh
S l
Fin 5 @ —
Diata Set - —1
Feady (DSR) Ping
(not used) Ringing Indicator (Rl) :

Pin7 (not used)

Request to
Send (RTS)

Pin &
Clear to Send
(CTS)

Figure 1.

MODBUS Protocol [20].
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3.1 System requirements
As a requirement for conducting the attack scenario in the ICS, the system requirements are:

« Dataset: a dataset to conduct our attack scenario on in ICS. Dataset will be used to train and test classifiers to detect DD0S
and black box adversarial attacks.

* Creating samples using a model: This approach seeks to create training records using deep neural network (DNN) models.
The samples generated are comparable to those in the target training data set.

« Simulation tool: It will used in order to simulate the attack scenario and the detection model.

* Required computer specifications to run the simulation environment are CPU with Intel(R) Core(TM) i5-10310U CPU
@ 1.70GHz 2.21 GHz, RAM with 16.0 GB and Hard Disk with 500GB.

3.2 Datasets

The dataset [25] contains examples of both normal activities, as well as different attacks. The normal scenarios are
controlled by an Auto IT Script. The attack scenarios are randomly chosen, and most originated attack and detection will
be done using python model. The focus in our study will be on Normal, DDoS and Reconnaissance attacks as shown in
Table 1 below.

Table 1. Dataset Attack Types [25]

Type of Attacks Abbreviation
Normal Normal(0)
Naive Malicious Response Injection NMRI(1)
Complex Malicious Response Injection CMRI(2)
Malicious State Command Injection MSCI(3)
Malicious Parameter Command Injection MPCI(4)
Malicious Function Code Injection MFCI(5)
I{ - Distributed Denial of Service DDOS(6) ] “I
I
i Reconnaissance Recon(7) E
\

g A S R ———— 4

The main issue with the gas pipeline datasets is that they are unsuited for IDS research in their current state. Every time
there was a link between a parameter and an attack, the link might have been avoided. We employed a gas pipeline dataset
in our research and used ten functions, which are listed below.

. Gas Pipeline Dataset
0 command_address

If the command address isn't 4, Visual Studio Code/Google Colab considers it as a DOS assault. Some of this is
beneficial, because the device transmitting commands has a MODBUS address of 4, so anything else might easily be an
attacker. A few man-in-the-middle attacks posing as device 4 would, however, add some randomness.
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0 response_address

O This value is always 4 or 0 when it's a recon attack, and only 0 when it's a recon attack. This is due to the fact that
0 is the MODBUS address of a broadcast message, and reconnaissance attacks use broadcast messages to obtain the address
of a responding device. Because broadcast messages are uncommon in an established ICS system, some of this is genuine.
Broadcast messages, on the other hand, are a valid MODBUS function, therefore adding proper broadcast messages might
assist to increase randomization.

0 response_length

O Unless it's a reconnaissance attack, this is always 19. After that, it's 123. This is due to the fact that the device
response to a broadcast message is 123 bytes long. As a result, adding valid broadcast messages to the mix would assist to
give some variety.

0 comm_read_function

O Except in the case of a DOS attack, this value is almost always 3. Because 3 is the MODBUS read registers
function code, this is the case. However, because there is no specific "read" field in the MODBUS data, only a function
code, this option is unnecessary. To get just the MODBUS function code, combine this field with resp read fun and
subfunction.

0 resp_read_fun

O This number is always three or one. CMRI occurs only when the temperature is 1. To get the MODBUS function
code, combine this field with comm read function and subfunction.

0 subfunction

O There are just three subfunction values: 0, 1.5, and 4. Unless it's an MFCI attack, it's always 0. This parameter is
also unnecessary. Because this field should be used in conjunction with comm read function and resp read fun to provide
the MODBUS function code.

0 setpoint

O Setpoint has only four distinct values: 20, 70, 80, and 90. It's an MPCI attack if the setpoint isn't 20. More
randomness might be readily provided by legitimately altering the setpoint to a wide variety of pressures.

0 control_mode

O Control mode can only be one of three values: 0, 1, or 2. MSCI is almost always number one. 1 is for the pipeline's
manual mode. To introduce randomization, the system should be operated in all three modes (manual, automatic, and off).
0 control_scheme

O The only values for control mode are 0 and 1. It's an MSCI attack if it's 0.

The control mode parameter specifies whether the system is in "pump" or "solenoid” mode. To provide unpredictability,
the system should be operated in both valid modes.

0 measurement

All of the CMRI attacks had the same measurement range, ranging from 6 to 11. To enhance randomization, the CMRI
attacks should be spread out more. All of the NMRI attacks have a value of greater than 100 or less than

-1. This is permissible for attacks such as negative sensor measurement, sensor measurement that is significantly out of
boundaries, or random sensor measurement, because all of these assaults will result in anomalous measurements.

In our research we selected the following parameters in order to simulate our attack and detect scenarios:

. command_address

. response_address
. response_length
. comm_read_funtion

Those parameters have been selected in our study because in our attack and detect scenarios we need to focus on the
DDoS,DoS and Reconnaissance attacks and show how can our intrusion detection system can capture and analyze those
attacks in the ICS environment.

3.3 Design architecture

This section provides an overview of the overall design architecture of the whole research that includes which are described
below:

* Design Flowchart: a flowchart design of the process of this project as illustrated in Figure 2.
* An abstract overview of the ICS: a high-level overview of industrial controls systems as depicted in Figure 4.
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* Deployment Architecture Model: This study ICS attack and detection deployment architecture model as shown in Figure
5.

The following is flowchart process life cycle for our design architecture shown below in Figure 2. This project starts with
data collection phase in which we collected the required data. Then the collected data is processed in data processing phase,
after we processed the collected data, we will create the model for adversarial attack on control systems, then we will
conduct an attack on the gathered processed data, then we will test and validate the created model. Finally, it will result
with an attack detection prediction and we will try it on gas plant update and will update the model and continue on
validation and testing the proposed model.

Attack Detection Prediction

Jesessesee sy o 8 gleele e e e 8 8 8 8 8 8 8 8 8 8 888

Y

Data Collection Attack Data Model Testing | - + | Gas Plant Update

.....................

4

Mode! Creation

Data Processing

\ 4

Model Validation €——— Model Update

Figure 2. Design Flowchart.
Figure 3 depicts a gas plant pipeline in the two primary components, which are stated below:

(1) Human Machine Interface (HMI)
It can also display status information and historical data collected by the ICS devices. It's also used in controllers to monitor

and configure set points, control algorithms, and alter and set parameters.

(2) Programmable logic controllers (PLCs)
It’s directly connected to physical processes such as wastewater treatment plants, gas pipelines, and electrical power grids
in industrial control systems (ICS). They have control logic built in that defines how to control and monitor the processes'

activity.
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Figure 3. Gas Plant Pipeline [25]

Figure 4 is an abstract picture of an ICS. The physical layer's field devices, including as sensors and actuators, monitor and
govern the underlying industrial process. Sensors sample the current condition of the process, which is then conveyed to
the distributed PLCs. Pumps, valves, generators, and circuit breakers are all controlled by PLCs, which produce control
actions and pass them to actuators. Other devices in the supervisory control layer, such as the SCADA and HMIs, provide
communication between a plant operator and the PLCs for implementing human-assisted control operations. According to
recent surveys, the vast majority of ICS systems employ proprietary communication protocols.
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HMI | « i O (=TT B -
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Figure 4. An abstract view of an ICS [24]
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3.4 Deployment Architecture

The following is the study’s deployment architecture which shown in Figure 5 we are placing the IDSs in 3 levels:
* Level 2 (Process Network)

* Level 3 (Operation ICT/DMZ)

* Level 4 (IT Network)

These three levels are needed to capture and analyze all the traffic received from the three levels to a get better
understanding of our ICS environment and then we can keep monitoring and detecting all the traffic. In the process network
we are placing the IDS before the HMI Local SCADA/DCS because we need to capture all the traffic that are placed before
the control systems and in level 3 the IDS have been placed before the firewall so can capture all the traffic received before
it will reach to the DNS and historian server. Finally, in the IT network we are placing the IDS before the corporate firewall
for analyze all the traffic received before it reaches out to a remote access. In this deployment architecture we can have a
centralized monitoring and detection of the attacks in all the 3 levels.

Corporate Remote
Optional Firewall Access

. E ........ www
R uavevsipnssesy - -
- ‘o)

Level 4
IT Network

DNS Historian
Level 3

Operations : = 2 7y Firewall
(ICT/DMZ) : ;

Level 2
Process Network

Level 1
Control Network

Level O
Field Network

Site #1 Site #N

Figure 5. Deployment Architecture.
3.5 Approaches

Multiple methods for generating adversarial samples employ gradients, which are typically unavailable to an attacker in
real-world circumstances. The adversary must generate adversarial perturbations without access to the target models to
compute gradients in our approach, which we call black-box adversarial attacks. Previous methods attempted to estimate
the gradient using either a transfer gradient from a surrogate white-box model or query feedback [30].

3.5.1 Attack Scenario
In this study we will conduct a DDoS, DoS and Reconnaissance attacks model trained by black box adversarial attack in

the industrial control system and we are targeting a gas power plant that have pump will affect the availability on the ICS
environment.
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3.5.2 Association Rules

Association rules are generated using frequent item sets, as shown in equation 1 [25]. Associative rules are defined as rules
that meet the minimum confidence requirement:

(1) Confidence: The equation's rule can be broken down into two pieces. One is 'X," which is on the left side of == and is
known as the antecedent, and the other is 'Y," which is on the right side of == and is known as the consequent. The
combined support of antecedent and consequent, as well as the antecedent alone, are used to assess the confidence of any
rule.
C(XX == Y) = § (XXUuY)
S(XX) (3)

(2) Algorithm: Attack Generation using Association Rule Mining. The following show the steps of the algorithm and each
step is dependent on another step:

1. Data acquisition via network packet capture

In this step we need to capture and collect all the data using a network packet capture

2. Sensor and actuator status information is stored by decoding network packets.

In this step we need to decode all the network packet to store the state of the sensors and actuators information details
3. Send the historian the state information.

In this step we need to send all the information states to be send to the historian server that is placed in the ICS environment
4. Feature/ Attribute Transformation, then feature selection using the acquired data.

In this step we need to select the feature/attributes which we are targeting by collecting all the data and information
5. using the modified data, create frequent item sets.

6. The frequent item sets are used to generate association rules.

7. Validation

In this step we need to validate the attacks (association rules) against the normal patterns

4. Implementation

The following section provides a sample of the overall implementation. First, we need to define the dataset attributes
functions as you can see below our dataset are defined in the gas_final.aff an attribute-relation file format (AFF) file is an
ASCII text file that describes a list of instances sharing a set of attributes.

) File Edit Selection View Go Run Terminal Help gas_finalarff - Intrusion_dectection_system_FP_Growth - Visual Studio Code DOm0 - a | X

@ EXPLORER ting.p @ model_training £ gas finalarff X ()<

V INTRUSION_DECTECTION ...

> _pycache__ @relation gas

> .idea
AtackRules Af Adven @attribute ‘command_address' real

@attribute 'response_address' real

EpLgIMHtEinpletent @attribute 'command_memory' real
= gas finalarff @attribute ‘response_memory' real

load_preprocess_data.. @attribute 'command_memory_count' real
@ model_tr Y @attribute 'response_memory_count' real
@attribute 'comm_read_function' real
@attribute ‘comm_write_fun' real
@attribute 'resp_read_fun' real
@attribute 'resp_write_fun' real

MSU_SCADA Final_Re
@ predicting.py

@attribute 'sub_function' real
@attribute 'command_length' real
@attribute 'resp_length® real
@attribute 'gain' real
@attribute 'reset' real
@attribute 'deadband' real
@attribute 'cycletime’ real
@attribute 'rate’' real
@attribute 'setpoint' real
@attribute 'control_mode' real
@attribute ‘control_scheme®' real

Then we have four main python tabs that are used to load and preprocess our datasets, reduce the dataset into a readable
format and import the association rules, trained our model and finally to simulate our attack and detection scenarios.
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* Load_preprocess.py
In this class we need to import the most important libraries including Pandas, Arff, Seabornm and Matplotlib.pyplot.

® import pandas as pd

e from scipy.io import arff

e import seaborn as sns

e import matplotlib.pyplot as plt

Then, we need to define our dataset file location path and print them into a set of columns.

data = arff.loadarff(r'C:\\
\

\!

df = pd.DataFrame(data[0])

print(df.head())

Then we need to print our reduce dataset in order to have it in a readable format.
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for col in reduced_dataset.columns:

print(reduced dataset[col].value_counts())

reduced_dataset|'command_address’] = [0 if x ==4 else 1 for x in

reduced_dataset['command_addressT]

reduced_dataset['response_address’] = [0 if x ==4 else 1 for X in

reduced_dataset['response_address']]

reduced_dataset['resp_length'] = [0 if x ==19 else 1 for x in

reduced_dataset['resp_length7]

reduced_dataset|['comm_read_function] = [0 if x == 3 else 1 for x in

reduced_dataset['comm_read_function']
reduced_dataset['resp_read_fun] =[0if x ==3 else 1 for x in
reduced_dataset['resp_read_fun]

reduced_dataset['sub_function] = [0 if x == 0 else 1 for x in

reduced_dataset['sub_function]

reduced_dataset['setpoint] = [0 if x == 20 else 1 for x in

reduced_dataset['setpoint]]

reduced_dataset['control_mode’] =[1 if x == 1 else 0 for X in
reduced_dataset['control_mode']

reduced_dataset['control_scheme] = [0 if x ==1else 1 for x in

reduced_dataset['control_scheme']

reduced_dataset['measurement’] = [1 if (x>=6 x<=11 or x>=100)
else 0 fo
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preprocessed_binary_data = reduced_dataset

print("\n Binary converted dataset\n')

for col in preprocessed_binary_data.columns:

print(reduced_dataset[col].value_counts())

FP_grawth_implementation.py
In this class we are importing and loading our reduced dataset

from load_preprocess_data import reduced_dataset
from mixtend.frequent_patterns import association_rules

import numpy as np

import pandas as pd

5. Results and Discussions

In this study we conducted an adversarial attack and detection on industrial control system to protect the availability of the
ICS and be able to detect such attacks. We have used a dataset as explained in section 5.1 that is used for gas pipeline plant
as discussed in section 5.2. Furthermore, we trained adversarial model in ICS and conducted three types of attacks: DDoS,
DoS, Reconnaissance on all three levels of ICS levels of architecture as detailed in section 5.3. A deep neural network
DNN algorithm used in our study as explained . Tools used in order to achieve the results of this study are visual studio,
google colab, python programming language and is further discussed below. The following subsections are the three attack
types simulated in this study and its results.

5.1 Distributed Denial of Service Attack (DDoS) Results:

In this experiment we simulated a distributed denial of service attack on a trained dataset on a ratio of 0.20 for testing and
0.80 for training. command_address and comm_read functions utilized to establish and detect the DDoS attack. Results
collected from this experiment is that we were able to successfully train an adversarial attack through DDoS. Details of this
experiment is further explained in Appendix A. Furthermore, we were able to successfully detect a DDoS attack through
adversarial attack model. Figure 6 illustrates the results gathered from this experiment.
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5.2 Denial of Service Attack (DOS) Results

Functions

(command_address and
comm_read)

/
T

ISSN: 3079-5354 ST A P

DDoS Attack
Successfully
Conducted
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Figure 6. Distributed Denial of Service Attack (DDoS) Results

In this experiment we simulated a distributed denial of service attack on a trained dataset on a ratio of 0.20 for testing and
0.80 for training. command_address and comm_read function utilized to establish and detect the DoS attack. Results
collected from this experiment is that we were able to successfully train an adversarial attack through DoS. Furthermore, we
were able to successfully detect a DoS attack through adversarial attack model. Figure 7 illustrates the results gathered from

this experiment.

Trained Dataset

(0.20 Testing, 0.80 Training)

5.3 Reconnaissance Results

Functions

(command_address and
comm_read)

e

DoS Attack
Successfully
Conducted

T

DoS Attack
Successfully Detected

Figure 7. Denial of Service Attack (DoS) Results.

In this experiment we simulated a reconnaissance attack on a trained dataset on a ratio of 0.20 for testing and 0.80 for
training. response_length and response_address function utilized to establish and detect the reconnaissance attack. Results
collected from this experiment is that we were able to successfully train an adversarial attack through reconnaissance.
Details of this experiment is further explained in Appendix A. Furthermore, we were able to successfully detect a
reconnaissance attack through adversarial attack model. Figure 8 illustrates the results gathered from this experiment.
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Figure 8. Reconnaissance Attack Results.

In this study, we conducted three types of attacks DDoS, DoS and Reconnaissance on an ICS environment simulated surface
in an adversarial attack architecture model. The result of this study is that we were able to conduct these types of attacks
and detect them. This study will strengthen the availability factor of industry control systems in order to have an available
efficient performance of an industry control systems.

6. Conclusion

In this study, we conducted three types of attacks DDoS, DoS and Reconnaissance on an ICS environment simulated surface
in an adversarial attack architecture model. The result of this study is that we were able to conduct these types of attacks
and detect them. This study will strengthen the availability factor of industry control systems in order to have an available
efficient performance of an industry control systems and proposing an IDS that can be used to detect malicious assaults on
ICSs. Finally confirming that ICS security policies can be breached by malicious actions detected by an IDS. We also need
to keep into consideration that deep learning has carved itself a place in the technological arena as a result of recent
breakthroughs in the field of Al, and it is now being employed in autonomous and loT systems all over the world.
Unfortunately, adversarial assaults on deep learning models have grown common, posing a serious threat to their integrity.
Many state-of-the-art models have been found to be vulnerable to assaults by well-crafted adversarial instances. These
adversarial examples are tainted copies of clean data with a modest bit of noise. These hostile samples are undetectable to
the naked eye; however, they are quite effective at fooling the targeted model. The vulnerability of these models raises
concerns about their suitability for safety-critical real-world applications, such as autonomous driving and medical
applications. Huang et al. (2017) revealed that the intriguing attack mode adversarial assault is equally successful when
attacking neural networks under reinforcement learning, sparking new study in this area. Our study examines related
contributions, focusing on the most significant and illuminating works on the subject. We provide a detailed overview of
the literature on adversarial assaults in various reinforcement learning applications, as well as a brief analysis of the most
effective mitigation methods against existing adversarial attacks. ML-based IDSs are now recognized as essential tools for
detecting cyberattacks in ICSs due to their effectiveness and versatility.

As a result, these systems are vulnerable to AML assaults, which can severely impair or mislead their capabilities.
Adversaries could potentially change data points maliciously to avoid detection by the IDS, which would delay attack
detection and result in considerable damage when launched against ICS infrastructures. Therefore, developing more
powerful ML-based IDS requires understanding the applicability of these threats in ICSs. By producing hostile samples
and examining categorization behaviors, adversarial training can also be used to attack confirmed the effectiveness. To
complement the studies described above, a genuine energy infrastructure database was used to train and assess frequently
used based on supervised models.

The attacker model and assumptions used in this work are also realistic. And were used to generate adversarial samples
with various combinations of noise and feature perturbation, depending on the quantity of noise and how many features
were perturbed. Accordingly, random forest and J48 approaches were used to evaluate these samples. In addition, the study
investigated how adversarial training on such samples can promote the robustness of supervised models. A tenth of the
adversarial data points created at random were even included in the initial training dataset. New adversarial samples were
used to retrain and apply the models. Overall, the random forest model outperformed the J48 model when it came to
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predicting JSMA parameters. According to the results of this study, the random forest model is the most effective model
for categorizing adversarial samples in the given dataset.

7. Future works

Confrontational sampling can be produced with JSMA and have an effect on the classifier performance of existing model
evaluation; however, there are various different approaches for creating such data (e.g., iterative gradient sign, Carlini
Wagner, GANSs). In the future, this research could be expanded to include other systems as a supply of antagonistic data.
AML should also be contrasted with other algorithms, such as LSTMs. Finally, antagonistic learning was employed to
demonstrate the controlled systems' resilience. To be honest, this method may not always be adequate since it is hard to
forecast all forms of AML assaults that could be directed against a given system. As a result, further defense systems must
be investigated. JSMA can be used to create antagonistic data, which have an influence on the classifier performance of
existing classification purpose. It would be possible to extend this study to incorporate other models as a source of hostile
samples in the future. AML should be compared to other models, such as LSTMs, for example.
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