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1. Introduction

The use of internet technology offers numerous advantages and has significantly transformed our lives. The technological
revolution has made the internet one of the most widely used means of communication worldwide. In today’s digital era,
many of our daily transactions rely heavily on internet-based applications [1]. Among these, web applications stand out as
a powerful and essential tool. Web applications are defined as interactive websites powered by server-side programs that

*Corresponding author. Email: 221445338.student@kfu.edu.sa



mailto:221445338.student@kfu.edu.sa
https://doi.org/10.63180/jcsra.thestap.2025.3.4
https://doi.org/10.63180/jcsra.thestap.2025.3.4
https://orcid.org/0000-0001-9434-2914
https://orcid.org/0000-0002-2215-2481
https://orcid.org/0009-0000-8512-1909
https://creativecommons.org/licenses/by/4.0/
https://www.jcsra.thestap.com/
https://search.crossref.org/search/works?q=https://doi.org/10.63180/jcsra.thestap.2025.2.1&from_ui=yes&page=6
https://doi.org/10.63180/jcsra.thestap.2025.3.4

Journal of Cyber Security and Risk Auditing Vol.2025, No.3 ISSN: 3079-5354 STA P

enable user interaction and offer a variety of services [2]. These services include e-banking, e-governance, e-commerce,
and many others [3].

As a result, organizations are becoming increasingly dependent on web applications, and the trend of online interaction
through websites is expected to continue growing [4]. Developing a secure web platform is therefore a critical task and a
vital aspect of any business operating an internet-connected portal. It ensures that clients can have a safe and trustworthy
online experience [5]. Given the sensitivity and value of the data stored within these applications, businesses must prioritize
the protection of their digital assets. Any vulnerabilities could potentially be exploited, thereby compromising core security
principles such as confidentiality, integrity, and availability [6].

To enhance the security of web applications, various technical solutions have been introduced and implemented. One of
the key security challenges in web applications is handling user input, which is often a primary source of vulnerabilities
[7]. To mitigate this issue, multiple input-handling techniques have been developed, including sanitization, whitelisting,
and blacklisting. Detailed explanations of these techniques will be provided in the following sections.

Understanding and identifying potential risks, along with their corresponding countermeasures, is essential to strengthen
web application security. This study aims to review the major threats affecting web applications and analyze the primary
countermeasures employed to mitigate these risks. Additionally, a real-world case study involving Gama Hospital will be
examined in detail to explore the types of cyberattacks the institution encountered and how it effectively responded to them.

Web applications have become increasingly vital in the era of technological advancement and digital transformation [8].
The volume of data exchanged between users and these applications has grown substantially, making the protection of such
digital assets a complex and pressing challenge. In recent years, various types of cyberattacks have emerged that exploit
existing vulnerabilities, many of which remain inadequately addressed.

To effectively mitigate these threats, it is essential to gain a comprehensive understanding of potential attacks targeting
web applications, along with adopting best practices from both academic research and industry standards. Rather than
relying on temporary or reactive prevention strategies, identifying the root causes of vulnerabilities enables organizations
to resolve critical issues more thoroughly and reduce the likelihood of recurring attacks.

As web portals often store and process sensitive information, businesses must prioritize safeguarding these assets by
upholding the three fundamental principles of information security. Confidentiality ensures that data is accessible only to
authorized individuals; availability guarantees that systems and data are accessible whenever needed; and integrity ensures
that data remains accurate and unaltered during storage or transmission. Maintaining these principles is essential for
preserving trust, functionality, and the resilience of web applications in today's interconnected environment.

Web applications have gained significant relevance in recent years due to the rapid pace of digital transformation and the
wide range of services they facilitate. Today, most businesses worldwide rely on web technologies to digitize their services,
aiming to reduce both operational costs and processing time [9]. These applications often store and manage critical
information, making them prime targets for cybersecurity attacks that exploit vulnerabilities and flaws—many of which
are either overlooked or insufficiently addressed by developers.

Given the sensitivity of the data stored and the essential nature of services provided through web applications, it is crucial
to identify and assess the potential risks that may threaten business operations. This risk assessment must be accompanied
by the implementation of robust controls and countermeasures to mitigate vulnerabilities and protect key security
objectives—namely, confidentiality, availability, and integrity.

According to the Open Web Application Security Project (OWASP), there are ten major risks that continue to pose serious
threats to web applications. Among these, injection attacks and broken access control have been ranked as top threats in
the 2021 OWASP Top Ten list. Therefore, the aim of this project is to offer a comprehensive understanding of web
applications, explore the nature of these cybersecurity threats, and conduct a detailed review of current research focused
on web application vulnerabilities—particularly those related to injection and access control flaws.

Building a robust and secure website capable of protecting sensitive data and minimizing the risk of vulnerability

exploitation is a fundamental goal for any organization. In recent years, web applications have been increasingly targeted
due to various inherent flaws that attackers have successfully exploited. This study aims to identify the potential risks
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threatening web applications by drawing insights from both academic literature and industry practices. It will provide an
overview of common attack types, offering detailed explanations of each. To support this, a comprehensive literature review
will be conducted to analyze existing studies related to cybersecurity threats in web applications. Additionally, the study
will examine a real-world case study from the industry, highlighting actual threats encountered and the countermeasures
implemented to mitigate them. This practical example will illustrate how organizations can effectively secure their web
applications and prevent future exploitation of vulnerabilities.

This paper is organized in four main sections. Section 2 illustrates the related works. The analysis and results are presented
in Section 3. The paper is concluded in Section 4.

2. Related Works

Nowadays, the huge development of web applications for business operations and customer engagement has made
guaranteeing security a critical challenge. In this section, the existing studies that examine web application security,
Injection attacks and Cybersecurity Threats and vulnerabilities are reviewed.

2.1 Security of Web Applications

There is no doubt that, security of web applications became a concern for any business that utilized this technology in order
to return profit and gain more benefit. These applications considered as a functional-oriented where different services
provided to its user in term of log-in, register, search for specific content and most of sites provide transactions which is
considered a critical process that might be steeled from criminals [10]. Furthermore, it is customized for specific users with
dynamic content, unlike the traditional sites which are known as static websites. The way of transforming and changing
the data in these applications is between the server-side and client-side as shown in Figure 1, which is known as a three-
tier architecture [11]. Therefore, one of the big challenges that any organization or business might be faced securing their
assets and information from any attempt to hack or disclose information or exploit existing vulnerabilities.

Component / Client-Side \ / Server-Side /ﬁ\

Architecture Client Web Server Application Server | o || Database Server
I "
S Web Browser 1S Windows Server / IBM WebSphe@ MySQL/ Oracle
Apache HTTP Server BEA WebLogic
3
Technology 4

AN N

Figure 1. Architecture of web applications [11].
2.2 Cybersecurity Threats and vulnerabilities on Web Applications
Various kinds of threats arises on a web application that might be exploited by the attackers and causes serious
consequences. Identifying the main cause of problems and any potential threats before happened can be reduce losses and

protect their assets, prevention is better than cure [12]. Figure 2 shows the top 10 attacks that threat web applications and
should be considered by web application developers, according to the Open Online Application Security Project (OWASP).
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Whereas the OWASP is a nonprofit community dedicated to raising awareness about web application security in terms of
the most dangerous risks that may threaten web applications as well as countermeasures, perhaps the purpose of this study
is to shed light on the top two risks that threaten web application security, which are as follows: Injection and broken access
control. As shown in Figure 2 the broken access control shifted from fifth place to the top of the list according to their
classification in 2021. On the other hand, the injection attack was moved down from the top of the list to the third place in
their new classification. More details about each attack will be presented in the following section.

Y OWASP Top 10 most critical vulnerabilities that you need to know

Al: Injection

A2: Broken Authentication and Session Manag
A3: Cross-Site Scripting (XSS)

A4: Broken Access Control (As it was in 2004)

The OWASP Top 10 Most Critical
Web Application Security Risks
from Recent Cyber Attacks A6: Sensitive Data Exposure

AS5: Security Misconfiguration

A7: Insufficient Attack Protection (NEW)
A8: Cross-Site Request Forgery (CSRF)
A9: Using Components with Known Vulnerabili

A10: Under protected APIs (NEW)

Figure 2. Top ten risks of web applications [12].

In the study by [13], a tool was developed to assess web vulnerabilities and analyze potential threats that could be exploited
by cybercriminals and malicious actors. The tool provides a list of recommended solutions and countermeasures to web
application administrators. The research highlighted that the lack of proper input handling mechanisms, such as sanitization
and whitelisting, often leads to vulnerabilities, which attackers exploit to manipulate source code or gain unauthorized
access as legitimate users. Similarly, the paper by [14] emphasizes the importance of conducting vulnerability assessments
and penetration testing (VAPT), which are widely adopted by businesses to identify and remediate security flaws. These
techniques help organizations evaluate whether their security systems function correctly. The study outlines the lifecycle
of VAPT and introduces tools used to detect system weaknesses. It also stresses the need for continuous updates to security
procedures at all organizational levels to defend against evolving cyber threats. Given the ubiquity, accessibility, and high
availability of web applications, they have become prime targets for cybercriminals. Even minor implementation flaws can
provide attackers with access to sensitive information or allow for malicious actions. As a result, both academia and
industry have invested significant effort into developing defensive strategies for securing web applications. In [15], the
authors review the current state of web application security, focusing on critical vulnerabilities such as SQL Injection and
Cross-Site Scripting (XSS). The study concludes that while various countermeasures exist, regular source code reviews
and fixing identified flaws are essential, as no single solution can eliminate all vulnerabilities. In [16], a comprehensive
review of web security and common vulnerabilities is presented, covering various models applied in both academic
environments and industrial sectors such as e-commerce. The researchers offer a set of strategic recommendations to aid
government entities and affiliated sectors in adapting to digital transformation by enacting regulations and punitive
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measures to deter cybercriminal activity. The study also observes a growing trend among developers to use platforms like
Bootstrap and AJAX for web development—tools that prioritize usability but often overlook essential security
considerations.

The study in [17] highlights the growing number of threats targeting the core dimensions of security—integrity, availability,
and confidentiality—across organizational resources and assets. It notes the widespread use of VAPT to assess the
effectiveness of current defenses and analyze system vulnerabilities. However, as attackers continue to develop new
techniques, emerging vulnerabilities must be addressed proactively. The study recommends enhancing existing tools to
support the detection of new attack signatures and ensure adaptability to evolving threats. In a related study, [18] draws
attention to the increased focus on the OWASP Top Ten risks, urging businesses to ensure their web applications are
protected from these critical threats. The authors explain how hackers can exploit vulnerabilities and recommend proactive
mitigation strategies that should be integrated into the early stages of the development lifecycle to prevent such attacks
before they occur.

Intrusion detection systems, forensic procedures, and Firewalls, are some of the tools being examined in this research [19].
Several of ML methods and data mining methods, which seek to overcome the flaws of existing technologies and generate
useful solutions are also being studied. This study aims at concentrate on analytical data mining in efficient ways to identify
WA attacks. The result of this study revealed that existing detection approaches like WAF and application intrusion
detection systems have good accuracy and efficiency accuracy for common threats.

In the work of [20], an ML model has been constructed in order to detect and identify anomalies in the HTTP traffic of
Web applications. The proposed architecture utilizes deep learning techniques, particularly the convolution neural network,
which is known as CNN. There is no doubt that the main component of any ML model is the dataset. The dataset employed
for this study is called "CSIC-2010v2", which contains the set of HTTP requests. The proposed model trained the CNN to
automatically detect and identify the hidden pattern in HTTP. The results of this model achieved a promising result with
an accuracy of 97, 07%. In the work of [21], a state of art framework has been proposed for analyzing and detecting any
vulnerability in the source code at the same time as the web applications development life cycle. Furthermore, the proposed
model is able to detect vulnerabilities that were previously impossible to identify using traditional techniques. The results
of the proposed framework show that, by utilizing dynamic queries, it is feasible to identify the common attacks against
authentication breaches and SQL injection threats, which were previously deemed impossible to detect.

[22] Reported that, the number of online applications that are hacked every day is believed to be approximately 30,000,
and in the vast majority of instances, web programmers or website administrators have no idea what is going on with their
sites in the first place. Due to the importance of the security of web applications, specifically, the scope of this study
includes the establishment of mitigations against the most common web application attacks, as well as the provision of
methods for web administrators to detect phishing links, which is a type of social engineering attack. Additionally, the
study demonstrates the generation of web application logs, which simplifies the process of analyzing the actions of
abnormal users to show when behavior is out of bounds, out of scope, or against the rules, and the demonstration of the
generation of web application logs. The mitigation techniques that have been proposed as the following, secure coding
techniques, while the detecting phishing link attacks the authors of this study employed different machine learning model
along with deep learning. The developed application has been tested and evaluated against a variety of attack scenarios;
the results of the testing process revealed that the website had successfully mitigated these dangerous web application
attacks; and for the detection of phishing links part, a comparison between different algorithms is made in order to find the
best one; the results of the best model revealed 98 % in term of accuracy.

2.3 Injection Attack

Recently injection attacks have been reached the top of OWASP top ten risks, where putting it one of the most severe types
of attacks against web applications [23]. Different types of injection such as LDAP, Object Graph Navigation Library
(OGNL), Expression Language (EL), OS command, NoSQL and SQL injection [24]. These attacks take place when an
interpreter receives arbitrary data as part of a statement and query from the user input [25]. In our research, the SQL
injection attack has been studied due to its dangers. Furthermore, most previous studies and the security associations and
organizations have been rated it as the one of top ten attacks that might be threatening web applications. SQL stands for
Structured Query Language, which is a well-known programing language used for managing and controlling the data in
the database such as, INSERT a new record, DELETE and RETRIEVE and much more operations can be executed by
utilizing these commands [26].
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SQL injection attacks can also be used to retrieve sensitive data or might be gain unauthorized access to websites without
usernames or passwords. As shown in Figure 3, the attacker bypassed the authentication mechanism successfully by
inserting an expression of Boolean algebra. When the following vulnerabilities exist, an application is exposed to attack.
According to OWSAP, there are different vulnerabilities that must be addressed to ensure the application is saved from
injection attacks as the following. Lack of input handling techniques, there is no proper way to filter the user input such as
sanitization ad validation methods.

/ User ID: I Administrator I \

Password: | aPassword I

Select * from users where useriD= ‘Administrator’
and password= ‘aPassword’

User ID: | "R 1 =15/ |

Password: | e I

Select * from users where useriD= “OR 1 =1; /* J

\ and password= “*/--

Figure 3. SQL Injection Attack [25].

J

2.3.1 String SQL Injection

SQL Injection is regarded as one of the most dangerous attacks against databases. In this attack, the attacker can abuse and
exploit SQL code by injecting it straight into the input field, allowing them to change data stored in the database and obtain
unauthorized access to system resources. The attacker can take advantage of these flaws because of the weakness of the
input handling mechanism in web applications. An SQL Injection attack can have a variety of effects on a database,
including unauthorized access to the database, manipulation, and extraction of sensitive data. This problem is dangerous
because it could lead to data loss or unauthorized access, which would compromise functionality and confidentiality [26].
This type of attack relies on injecting SQL statements inside different conditional statements, such as "1=1" and --, to
evaluate the condition as true. OR/AND Attack [26] is another name for this type of attack. This type of attack is particularly
dangerous because, rather than collecting a single row from the database, it retrieves full target rows [26]. The hackers use
this type of attack to extract data from a database or break the authentication mechanisms which is known as bypassing
authentication [26]. Figure 4 shows an example of a string SQL injection query.

4 )

Select * from employees where
employee ID="1'or "1=1"--"AND

employee password="1234";

-
\_

Figure 4. SQL Injection Attack [26].
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2.3.2 Data Extraction

This type of attack employs strategies for retrieving data values from databases. This information may be sensitive and
highly wanted by the attacker, depending on the online application type. The most often exploited SQLIA attacks are those
with this purpose [27]. The attacker is attempting to inject the SQL WHERE clause into the injectable field. As a result of
the conditional statement's translation to a tautology, all of the intended entries in the database were obtained. In general,
hackers must analyze the vulnerable parameters and the code structures that evaluate the query. When the code either
displays all of the returned data or performs some action if just one record is retrieved, the attack is usually successful [27].

2.3.3 Bypassing authentication

This attack can be defined as bypassing the authentication mechanism of web applications. If the attacker successfully
launches such an attack, he will be able to take the privilege of another user and log in to the system as the legitimate user
[28]. As we mentioned example of this attack was previously shown in Figure 1.

2.4 Detection and prevention of SQLI Attacks

Many studies have been conducted to identify and prevent SQL injection attacks at an early phase by proposing
countermeasures and preventative approaches. The previous recent studies are reviewed and presented in this section, along
with the intended aims and methodology. In the work of [28], a novel ML-based model has been proposed to detect an SQLI
attack by employing a Support Vector Machine (SVM) classifier by representing SQL queries as a network and sequences
of tokens to assess and calculate the centrality of nodes. They investigate several techniques for constructing token graphs
and propose alternate schemes that include SVMs. The proposed solution is developed to address the firewall layer of
database targeting a shared server provider which can provide the protection to web applications. The proposed solution is
designed for web applications that are developed in PHP and MySQL. Meanwhile, it is easily adaptable to other platforms.
The result of this study revealed that this technique may effectively identify fraudulent SQL queries with a few performance
impacts.

The study conducted by [29] has intended to propose a novel framework known as DIAVA which is capable of detecting
and analyzing SQLI traffic. DIAVA tool was able to deliver users proactive alerts. DIVA can correctly determine attempted
SQLIAs across all potential threats by evaluating the two-directional network traffic of SQL Statements and implementing
the suggested multilayer regular expression framework. Despite the fact that most cloud service providers deliver web
application firewalls, users are unwilling to subscribe because only a few methods can detect and report reliable SQLIA
information and present it to the installed application. The findings of this study show that DIAVA excels on WAFs in
respect of identifying SQLI, but it also enables a real-time vulnerability detection of data leaked via SQL injection.

Meanwhile, [30] discussed and reviewed the different types of SQLI, such as tautologies, union queries, piggy-backed
queries, and prevention and detection techniques corresponding to above-mentioned attacks. Considering the prevention
techniques, the authors of this study reviewed the following techniques: using stored procedures, preparing a statement,
validating user input, and encrypting data. Consequently, the study proposed a model for detecting SQLIA by detecting a
query token using a lexicon. To mitigate SQLIA, the approach includes two steps: starting with developing a lexicon,
followed by tokenizing the input query phrase, with each string token being recognized against a predetermined terms
lexicon. The proposed model was evaluated and the revealed results were promising.

In as study [31] have developed a model that is capable of detecting SQLI depending on a dynamic-based scanner analyzer.
The suggested model has different features, including broad scalability, reliable performance, support of a large variety of
SQL Injections techniques, and resource efficiency. Compared to another tool, the proposed solution is based on a dynamic
scanner and performs well in detecting and blocking the SQLIA. Furthermore, no updating needs for the web application's
source code, and it uses the system's resources to the bare minimum. One of the key benefits of the proposed tool is that it
can detect the advanced level of SQLIA methods because the knowledge base has been updated to deal with the latest threats.
The study of [32] was carried out in order to detect and prevent SQL injection vulnerabilities using three approaches [3].
Prepared statements, stored processes, and white list input validation are the three preventative approaches used. To avoid
SQL injection threats, basic queries are used in the methods. The assessment of this technique for identifying and preventing
web server vulnerabilities.
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The study in [33] Introduced a structured approach in order to eliminate and protect systems against different types of SQLIA
with respect to multi-languages syntax. Codify tautology and alternate solution encoding attacks using SQL statements and
limited automata, and provide SQL statements and code for ASP.net server that developers utilized to detect any chance of
SQLA that threats the web applications implemented with Microsoft SQL Server. The result of this study revealed that the
proposed model could detect and prevent common types of SQLA. Furthermore, the model can detect attacks written in a
language other than English. The paper introduced by [34] has proposed a model for detecting and eliminating SQLA by
validating the code in runtime and can be applied to any legacy system without requiring any client-server modifications or
knowledge about web application source code. Additionally, modification tolerance is achieved by introducing an additional
layer of middleware placed between the server-client architecture. As a result, any validation method is performed on this
middleware like a proxy which is capable of sanitizing users' inputs in order to identify and eliminate SQLIA. Consequently,
the results of the proposed medal achieve high accuracy with a percentage of 86.6%. A comparative study of ML-based of
SQLA detection and prevention techniques was conducted by [35]. Here, the majority of the reviewed papers used ML
algorithms and achieved high accuracy and the Artificial Neural Network outperformed with an accuracy of 99.23%.
According to the authors of this paper, there is a shortage of a dataset that can be used to test and validate the ML models
for identifying and avoiding SQLA.

While [36] utilized qualitative and quantitative methodology to assess different standard SQLIA tools and SQLIA prevention
techniques, indeed, the virtual website was designed as simulated websites for modeling in their exploratory test platform,
then conducted SQLIA penetration testing on the virtual websites to assess SQLIA tools and prevention methods. The
findings of the studies reveal that SQLIA tools can effectively breach the DBMS of websites along with operating systems.
This study contributes by evaluating many commonly used SQLIA tools and SQLIA prevention strategies and
recommending and testing numerous novel filters for preventing SQL injection. In the work of [37], an ML model based on
SQLIA was developed. The authors of this study employed a dataset consisting of 616 SQL statements to train and evaluate
the model. Furthermore, twenty-three common machine learning classifiers were employed. They select the top five
classifiers from among those employed based on their detection accuracy. Additionally, they designed a graphical user
interface (GUI) that uses these five classifiers as its foundation to make the results clear for users. According to the findings
of this experiment, the proposed model achieved a promising result with an accuracy of 99.5% and successfully detected the
SQLIA The paper introduced by [38] aims to develop a Machine learning Model based that allows the building of expert
systems in cyber data attacks by employing fuzzy rules, emphasizing the SQL Injection attack. The tests were carried out on
genuine SQLIA databases. According to the findings, obtained, the viability of building a system using fuzzy rules achieved
99% accuracy, which is considered a promising result.

2.5 Broken Access Control

This kind of attack ranked as the top one of the web applications vulnerabilities according to OWSAP in 2021 ("OWASP
Top Ten Web Application Security Risks | OWASP", 2022). Access Control referred to a maintaining privilege by preventing
users from working beyond the scope of their specified permissions. Flaws generally take place and break the three
dimensions of security confidence, for Instance, illegal information disclosure, integrity such as data alteration or loss, and
availability. It can be presented in different forms such as the absence of an access control method i.e. POST and DELETE
access restrictions are not present when using the API. Meanwhile, attackers may exploit the vulnerability of access control
mechanisms by altering the URL parameter of the HTL page or by abusing hacking tools to intercept and manipulate API
responses and requests.

2.6 Detection and preventions of Broken Access Control Attacks:

Many projects have been carried out for detecting and preventing broken access control attacks: either by preventing this
kind of attack in the early stage or proposes and recommend a set of countermeasures and preventions techniques. [39]
Conducted a quantitative assessment study to identify and discuss broken access control vulnerabilities in web applications
in order to raise awareness among web application designers, developers, administrators, and web owners about the
possibility of the existence of BAC vulnerabilities in web applications, taking into account the document's facts and findings
before releasing the application to the public. According to the findings of this study, failure to resolve session
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misconfiguration and input validation concerns is a crucial contributor to the application's BAC vulnerability. According to
[40], there are many other kinds of access control policies, but the three most common are the DAC, MAC, and RBAC
policies, which are all based on rules of privilege. ABAC is a viable alternative to classic access control policies (DAC,
MAC, and RBAC) in the current era, and it has received considerable attention in recent academic research as well as
industrial. These numerous policies may be used in conjunction with one another to make systems more secure. Furthermore,
OWSAP provides a list of good practices that might be utilized by the developers as the following ("OWASP Top Ten Web
Application Security Risks | OWASP", 2022): Disable and deny the default access of the critical resources by employing
justin time access. Reduce the utilization of cross-origin resource sharing by implementing access control methods and then
reusing them across the web API. Assessing and evaluating access control repeatedly, which might help the developer to
detect and prevent any vulnerabilities and considered an effective way.

3. Analysis and Results

Following a comprehensive review of existing literature on cybersecurity threats targeting web applications, this section
aims to address the following key research questions:

- What are the cybersecurity attacks that pose a threat to web applications?

- What are the mitigation strategies or solutions available to protect web applications from these attacks?

To answer these questions, Table 1 provides a summary of the reviewed studies, highlighting various types of cyberattacks
and their corresponding mitigation techniques aimed at enhancing web application security. Before presenting the direct
answers to the research questions, additional contextual analysis is provided. For example, Figure 5 and 6 illustrate the
distribution of the reviewed publications by year, reflecting the growing scholarly interest in this domain. Additionally, the
research encompasses both qualitative and quantitative methodologies, as shown in Figure 6.

Number of Reviewed Publications Per Years

2018 g 2019 2020 @ 2021 2022 @ 2023 @ 2024m

Figure 5. Number of Reviewed Publications Per years
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Paper Type

m Survey Research Papers Propsal
= Papers

m Experimental Research Papers
mQualitative and Quantitative

® Quantitative

Figure 6. Paper Type

Table 1. Comprehensive analysis of reviewed literature

Type of attacks in Web

Reference Title applications Proposed mitigation techniques

(Darus, 2020) Web This paper discussed different This study proposed a novel evaluation tool
Vulnerability kind of vulnerabilities that might ~ called “SNEAKERZ™ that automatically
Assessment be attack web application such detected_ _ar_1d assessed web appllcqtlon
Tool . C Site Scrifi %SS vulnerabilities, as well as provided

00 or as ros_s- !e cripting ( ) ). mitigations techniques for such

Content SQL Injection, CRLF Injection vulnerabilities.
Management Local File Inclusion (LFI) and
System Remote File Inclusion (RFI).

Injection,  Broken  Authentication,
Sensitive Data Exposure, XML External
Entities (XXE),

Broken Access Control, Cross-Site
Scripting (XSS), Security Mis-
configuration

This study examines the life cycle of
vulnerability assessment and penetration
testing, as well as the tools used to
investigate system flaws, such as Wire
Shark, Nmap, and Metasploit.

Analysis and Impact
(Khera et al., 2019) of Vulnerability

Assessment and

Penetration Testing

This paper shed light on reviewing the

(Deepa&Thilagam,20 ~ Securing Web  giatus of web applications security anc  Reviewing the source code and repairing
16) applications  from  the significant flows such as any flaws is highly recommended since
injection and logic  SQL injection and Cross-site scripting, no one solution can address all of the
vulnerabilities: system flaws
Approaches and
challenges
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Vulnerabilities and
Security of Web

A set of recommendations that can help
the government and its sectors adopt the

(Divyaniyadav et A comprehensive study of web

security and its vulnerabilities was

al.,2018) Applications presented. Different models have dlgltisll_ transfo(;matloq .to Ielglslate
been described that are extremally regulations and restrictive rules to
employed within different sectors prevent the attackers from any
pioy! . S cybersecurity attack by imposing
such as academics and applications - .
; ) punishments. Furthermore, according to
of industry like e-commerce . )
the researchers' observation, recently,
most developers tend to utilize the
following platforms to implement the
websites Bootstrap and AJAX.
(Shinde & Ardhapurkar, Cvber Cross-_Sltg Scrlptl_ng (XSS), Vulnerability Assessment and
2016) Sgcurit SQL Injection (SQL1) Penetration Testing (VAPT) have been
A Y used by organizations to test their systems'
nalysis ? A -
. defensive capabilities and examine the
using security of their systems
Vulnerability '
Assessment
and
Penetration
Testing

One of the good practices that must be
followed don't trust user input. In order
to secure the data, don't develop the
database within the same server of web
applications since admin accounts are
conveniently targeted.

Injection, Broken Authentication,
Sensitive Data Exposure, XML

) External Entities, Broken Access
Risks and Threats to Control,

Web  Applications Security
and Their
Preventions:

Web Application Attack
Detection and Forensics: A
Survey

(Kumar et al., 2021)

Intrusion detection systems, forensic
The authors of this paper procedures, and Firewalls,
don’t mention specific are some of the tools being examined in this
attacks research
The proposed architecture utilizes deep
learning techniques, particularly the
convolution neural network, which is
known as CNN. There is no doubt that the

(Babiker Karaarslan &
Hoscan, 2018)

A Novel Architecture for

An ML model has been
constructed in order to

main component of any ML model is the
dataset. The dataset employed for this

(Tekerek , 2021) Web-Based Attz’.le detect and identify study is called "CSIC-2010v2", which
Detection Using Lo .
Convolution Neural anomalles in the HTTP contains the set of HTTP requests.
Network traffic of Web The proposed model trained the CNN to

applications.

automatically detect and identify the
hidden pattern in HTTP. The
results of this model achieved a
promising result with

(Kubota et al., 2020)

A New Feature to Secure

Web Applications

SQL injection

This study proposed a novel framework
for analyzing and detecting any flaws in
the source code of developed web
applications.
Furthermore, the proposed model is able
to detect vulnerabilities that were
previously impossible to identify using
traditional techniques.
The results of the proposed framework
show that, by utilizing dynamic queries,
it is feasible to identify the common
attacks against

authentication breaches and SQL
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The methods of mitigation are done
through the use of secure coding
techniques, while the methods of phishing
link detection are completed through the
use of different machine learning
algorithms and deep learning techniques.
The developed application has been tested
and evaluated against a variety of attack
scenarios; the results of the testing process
revealed that the website had successfully

Defenses Against wek
(Hashim et al., 2021) Application Attacks and Detect

Phishing L[lelzs”:;r?gng Machit Detect phishing links mitigated these dangerous web application
attacks; and for the detection of phishing
links part, a comparison between different
algorithms is made in order to find the best
one; the results of the best model revealed
98 % in term of accuracy.

(Maruf Hassan et al. Broken Authentication and In order to raise awareness among web

Session Management Broken access control application  designers,  developers,

2018) Vulnerability: A Case Study  vulnerabilities within WA.  administrators, and web owners about the
Of possibility of the

Web Application Existence of BAC vulnerabilities in web

applications, taking into consideration the
facts and findings of the document before
putting the application live on the internet.
The result of this study shows that the
failure to address session misconfiguration
and input validation issues is considered a
significant contributor to the application's
BAC vulnerability.

In this paper critical review has been done
to study detection and prevention
techniques of cross-site scripting, the

Cross-Site Scripting authors of this paper reported that most of
the solutions proposed were addressed on
the client-side.

“Cross-Site Scripting

Attacks in Web-Based

(Aliga, John-Otumu, Applications: A Critical

Imhanhahimi & Akpe, Review on Detection and
2018) Prevention Techniques”

Some mitigation measures include
utilizing a web-based firewall to prevent
unwanted user  access, adopting
mitigation and detection mechanisms to
safeguard the network, to preventing
SQLIA from employing different input
handling techniques such as sanitizing
and parameterizing SQL statements.

This paper addresses
the following attacks
SQL Injection, and
XPath
Injection

(Singh, Sharma,
Sharma, Kaushik &
Bhushan, 2019)

“Taxonomy of Attacks on
Web Based Applications

According to the studied literature, the SQL injection attack is one of the most dangerous attacks that threaten Web
applications, as illustrated in Figure 7. According to our findings, the total number of reviewed papers that reported an SQLI
attack is nine papers, whereas six papers reported the Cross-Site Scripting attacks. Furthermore, the Open Online Application
Security Project (OWASP) reported that SQL injection attacks have risen to OWASP's top 10 threats, making them one of
the most severe web application attacks [41]. Furthermore, one of this study objectives was to expose the cybersecurity
attacks that are reported by academia along with the reviewing the security institutions reports from the industry specifically
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in this study OWASP was considered, Figure 8, illustrates the common cybersecurity attack that threaten web applications
regarding to the academia, which all the reviews papers and the OWSAP report.

Cybersecurity attacks that might be a threat Web
application

10

0 I I I . I

Cross-Site SQL Injection  Broken Access  Sensitive Data Broken Scripting (XSS)
Control Exposure Authentication

v o N

w b

N

[E=N

Figure 7. Cybersecurity attacks that might be a threat Web application

cybersecurity

Attacks on Web
Application

Academia based

on the Reviewed OWSAP Report
Papers

Broken Access Control
Sensitive Data Exposure

e Broken Authentication

e Security Mis-configuration

Insecure design

Security Misconfiguration

Vulnerable and Outdated Components
Identification and Authentication Failure
Software and data integrity Failure
Security logging and Monitoring Failure
Sever-Side Request Forgery (SSRF)

SOLI Attack Broken Access Control
° SQ racks Cryptographic failure
e Cross-Site Scripting Injection
L]
L]

Figure 8. Common Cybersecurity Attacks that threaten web applications
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Due to that, we want to shed light on this type of attack and answering the following question: How can Web applications
be protected against SQL injection attacks? Before answering this question, this study shed light on the common SQLIAS
that reported by the reviewed literature Figure 9 shows the common type of SQLIA from the reviewed literature [42].

Types Of
SQLIAs

Boolean-Based Error-Based Stacked Union Query- Time-Based

Blind SQLIAs SQLIAs Queries Based SQLAs

Blind SQLISs

Figure 9. Types of SQLIAs

Table 2. Comprehensive analysis of reviewed literature

Mitigation techniques- findings

Literature Title Goal of the study
Detecting SQL injection A novel ML-based model has been proposed by
(Kar et al.,2016)  attacks using graph of tokens Detect an SQLI attack employing a Support Vector Machine (SVM)
and SVM. Computers and classifier by representing SQL queries as a
Security network and sequences of tokens to assess and
calculate the centrality of nodes. They
investigate several techniques for constructing
token graphs and propose
alternate schemes that include SVMs.
This paper intended to propose a novel
(Gu et al.,2020) DIAVA: a traffic-based Detecting and framework known as DIAVA which is capable
framework for detection of analyzing SQLI of detecting and analyzing SQLI traffic.
SQL injection attacks and traffic DIAVA tool was able to deliver users proactive
vulnerability analysis of alerts. DIVA can correctly determine
leaked data attempted SQLIASs across all potential threats
by evaluating
(Su et al. 2020) Detection and The two-directional network traffic of SQL
Prevention Technique Statements and implementing the suggested
on SQL Injection multilayer regular expression framework.
Attacks
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Discussed and Considering the prevention techniques, the authors
reviewed the different of this study reviewed the following techniques:
types of SQLI, such as using stored procedures, preparing a statement,
tautologies, union validating user input, and encrypting data.
queries, piggy-backed Consequently, the study proposed a model for
queries, and detecting SQLIA by detecting a query token using a
prevention and lexicon. To mitigate SQLIA, the approach includes
detection techniques two steps: starting with developing a lexicon,
corresponding to followed by tokenizing the input query phrase, with
above- mentioned each string token being recognized against a
attack predetermined terms lexicon. The proposed model
was evaluated and the revealed results were
promising.

Nadeem et al. (2017) Detection and This paper aimed at The suggested model has different features,
Prevention of to develop a model including broad  scalability, reliable
SQL Injection that is capable of performance, support of a large variety of SQL
Attack by detecting SQLI Injections techniques, and resource efficiency.
Dynamic depending on a Compared to another tool, the proposed
Analyzer and dynamic-based solution is based on a dynamic scanner and
Testing Model scanner analyzer performs well in detecting and blocking the

SQLIA. Furthermore, no updating needs for the
web application's source code, and it uses the
system's resources to the bare minimum.

This study was Prepared statements, stored processes, and

(Kumar et al., 2018) Vulnerability conducted to employ white list input validation are the three
detection and three different preventative approaches used. To avoid SQL

prevention  of techniques for detecting injection threats, basic queries are used in the

SQL injection and preventing SQL methods. The assessment of this technique

injection vulnerabilities for identifying and preventing web server

vulnerabilities

Based on codify tautology and alternate

(Qbea’H et al., 2016) Detecting and Introduced a structured  solution encoding attacks using SQL
preventing SQL  approach in order to  statements and limited automata, and provide

injection attacks:  eliminate and  protect = SQL statements and code for ASP.net server

a formal  systems against different  that developers utilized to detect any chance of
approach. types of SQLIA with SQLA that threats the web applications
respect to multi- languages  implemented with Microsoft SQL Server. The
syntax result of this study revealed that the proposed

model could detect and prevent common types
of SQLA. Furthermore,
By validating the code in runtime and can be
(Hadabi et al., 2022) An Efficient applied to any legacy system without requiring
Model to Detect This paper has proposed a  any client-server modifications or knowledge
and Prevent SQL model for detecting and about web application source code.
Injection Attack. eliminating SQLIA Additionally, modification tolerance is
achieved by introducing an additional layer of
middleware placed between the server-clint
architecture. As a result, any validation method
is performed on this middleware like a proxy
which is capable of sanitizing users' inputs in
order to identify and eliminate SQLIA.
Consequently, the results of the proposed
medal achieve high accuracy with a percentage
of 86.6%.
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(Jemal et al., 2020)

SQL Injection
Attack Detection  ML-
and Prevention
Techniques Using
Machine Learning

based

in this study

A comparative study of
of SQLA
detection and prevention
techniques was conducted

The result of this study revealed that the
majority of the reviewed papers used ML
algorithms and achieved high accuracy and the
Artificial Neural Network outperformed with
an accuracy of 99.23%.

The authors reported that there is a lack of a
dataset that can be utilized to test and evaluate
the ML models for detecting and preventing
SQLA.

(Zhu & Yan 2017)

Exploring defense of This study utilized

SQL injection attack qualitative and

in penetration quantitative

testing. methodology to assess
different standard
SQLIA tools and
SQLIA prevention
techniques.

The virtual website was designed as simulated
websites for modeling in their exploratory test
platform, then conducted SQLIA penetration
testing on the virtual websites to assess SQLIA
tools and prevention methods. The findings of
the studies reveal that SQLIA tools can
effectively breach the DBMS of websites along
with operating systems. This study contributes
by evaluating many commonly used SQLIA
tools and SQLIA prevention strategies and
recommending and testing numerous novel
filters for preventing SQL injection.

(Hasan et al., 2019)

Detection of Detect an SQLI attacks
SQL by ML model
injection

attacks: A

machine

learning

approach

An ML model based on SQLIA was developed.
The authors of this study employed a dataset
consisting of 616 SQL statements to train and
evaluate the model. Furthermore, twenty-three
common machine

(Batista et al., 2018)

Fuzzy neural networks to
create an expert system
for detecting attacks by
SQL Injection

Detecting SQLIA

Machine learning Model has been
constructed based on expert systems in
cyber data attacks by employing fuzzy
rules, emphasizing the SQL Injection
attack. The tests were carried out on
genuine SQLIA databases. According to
the findings, obtained, the viability of
building a system using fuzzy rules
achieved 99% accuracy, which is
considered a promising result.

(Zuech, Hancock &
Khoshgoftaar, 2021)

Detecting SQL Injection
Web  Attacks  Using
Ensemble Learners and

Data Sampling Injection

Detecting SQL

The ensemble learner model (Light
GBM,) achieved the highest AUC
score of 94%

(Raut, Nikhare, Punde,
Manerao & Choudhary,
2019)

Conducting a

review paper
A Review on Methods for al:g\ygntion the
Prevention of SQL ?echniques of
Injection Attack SOLIA

This paper developed a scheme for
detecting and preventing SQL Injection
Attacks. The system is fully
automated, and it recognizes SQLIAs
using a model-based technique that
strengthens  static and  segment
examination. This model can work with
a variety of databases.
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Prevention of  SQL They develop a black-box testing

(Thombare & Soni, Injection Attack by Using Prevent SQL tool in the fully automated method
2022) Black Box Testing Injection for eliminating SQL injection
Attack attacks of SQL Injection

Vulnerability. When such attacks
are conducted, the SQLIV is
immediately analyzed.

The proposed model is designed to

The Prevention of SQL Detect and prevent detect and prevent the following
(Harefa et al., 2021) Injection Attacks on Web different types of attacks  Tautologies,  Logically
Applications SQLIA Incorrect Queries, Union Queries,
Piggy Backed Queries, and Stored
Procedures.

Based on the literature review, there are different schema and model has been proposed and developed to detect SQL
injection attacks. Various results obtained with the different performance levels. Since the Al considered an emerging filed,
the most reviewed papers were employed an ML based model to mitigate and detect SQLI attacks with percent of (33%),
Figure 10 shows the mitigations techniques that have been developed from the literature.

Mitigations Techniques

B ML model M Black-box testing tool M Prepared statements
B Stored processes B White list input validation M A novel framework
B A web-based firewall m Deep learning Models

Figure 10. Mitigations Techniques

4. Conclusion and Future Works

Web applications have gained much relevance due to the digital transformation and abundance of services provided
throughout these applications. Most businesses globally tend to utilize web technology to digitize their services to save
time and money. Web applications contain critical information that must be protected against cybersecurity attacks, which
expose the vulnerabilities and flaws ignored or not adequately addressed by the application developer. Therefore, this study
aimed to thoroughly understand the web application and potential threats that might be affected and attack these
applications. A comprehensive review of the current studies regarding cyber-security threats in Web applications and their
mitigations: Based on our findings, SQL injection attacks are considered a dangerous attack that threatens web applications;
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considering the mitigation techniques, the most proposed techniques were employed in Al models. This paper sheds light
on the SQLI attacks and other attacks and are highly recommended to other researchers. There is a lack of studies that shed
lights on the broken access control mitigation techniques. Furthers studied in this field are highly recommended.
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