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ABSTRACT

The emergence of intelligent transportation systems and the widespread deployment of connected and
autonomous vehicles (CAVs) have introduced unprecedented security demands in vehicular
communication networks. Authentication, as a foundational security service, ensures trust among
vehicles, infrastructure, and external entities. However, traditional methods such as Public Key
Infrastructure (PKI) often fail to meet the stringent requirements of vehicular environments, including
real-time responsiveness, scalability, and user privacy. This paper presents a comprehensive review of
novel authentication systems designed for vehicular communication. We classify and analyze state- of-
the-art approaches including lightweight cryptographic protocols, group-based schemes, blockchain-
integrated authentication, Al-driven behavioral methods, pseudonym-based privacy-preserving
mechanisms, and post-quantum crypto- graphic frameworks. Each system is evaluated in terms of
latency, privacy, scalability, real-time capability, and maturity level. We further identify key challenges
such as certificate revocation, interoperability, and ethical implications. Finally, the paper highlights
emerging research directions including federated authentication, quantum-safe security, context-aware
mechanisms, and hybrid blockchain-Al solutions. Our analysis serves as a roadmap for researchers and
practitioners aiming to develop secure, efficient, and scalable authentication systems for next-generation
vehicular networks.

Keywords: Vehicular communication, V2X security, authentication systems, blockchain, Al-based
authentication, pseudonym schemes, post-quantum cryptography, intelligent transportation
systems, privacy preservation, federated learning, real-time security.
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1. Introduction

The rapid evolution of intelligent transportation systems (ITS) and the proliferation of connected and autonomous vehicles
(CAVs) have transformed the landscape of vehicular communication [1-3]. Modern vehicles now interact not only with each
other (V2V) but also with infrastructure (\V2I), pedestrians (V2P), and broader networks (V2X), enabling real-time data
exchange to enhance road safety, traffic efficiency, and user experience[4, 5].

However, this increased connectivity brings with it significant security challenges. Authentication — the process of verifying
the identity of entities involved in communication — is one of the most fundamental security services in vehicular networks
[6]. Traditional authentication mechanisms, such as Public Key Infrastructure (PKI), have served as the backbone of
vehicular security architectures [7, 8]. Yet, they often fall short in meeting the demanding requirements of V2X systems,
which include ultra-low latency, high scalability, robust privacy, and dynamic trust management [9, 10].

To address these challenges, researchers have proposed a range of novel authentication systems. These include lightweight
cryptographic techniques, group-based authentication, Al and machine learning-based behavioral systems, pseudonym and
privacy-preserving protocols, blockchain-driven decentralized identity management, and emerging post-quantum
cryptographic schemes. While promising, these approaches bring new complexities related to interoperability, computational
cost, and privacy trade-offs.

This review paper aims to systematically explore and compare these novel authentication systems in the context of vehicular
communication. We provide a comprehensive classification of existing methods, analyze their performance and limitations,
and high- light unresolved challenges. Furthermore, we propose future research directions to guide the development of next-
generation secure authentication mechanisms that are aligned with the evolving needs of vehicular networks.

The rest of the paper is structured as follows: Section 2 presents a classification of authentication systems. Section 3 focuses
on novel mechanisms tailored for vehicular environments. Section 4 offers a comparative analysis across key evaluation
metrics. Section 5 outlines critical challenges. Section 6 discusses future research directions, and Section 7 concludes the

paper.
2. Classification of Authentication Systems

Authentication in vehicular communication is essential to ensure the reliability and integrity of messages exchanged between
vehicles (V2V), with infrastructure (V21), and broader networks (V2X). This section classifies authentication systems used
in vehicular networks, outlining their principles, advantages, and limitations.

2.1 PKI-Based Authentication Systems

Public Key Infrastructure (PKI) is a well-established method in vehicular networks. Each vehicle is issued a digital certificate
by a trusted Certificate Authority (CA), enabling message signing and verification through public-private key pairs [11, 12].
PKI-based systems provide strong cryptographic guarantees for authenticity and message integrity [13—-15]. They are well-
standardized and have been adopted in frameworks like IEEE 1609.2, making them widely deployable and trustworthy [16—
20]. These systems suffer from high overhead in certificate revocation and renewal, particularly in highly dynamic
environments. They also offer limited privacy since vehicle identities can be traced via certificates, and a compromised CA
could potentially disrupt the entire system [5, 21, and 22].

2.2 Group-Based Authentication

Group-based authentication involves authenticating vehicles as members of a logical group using shared keys or group
signatures. This approach reduces the need to authenticate each vehicle individually [23-26]. It offers significant
improvements in efficiency and scalability, especially in dense vehicular environments, by minimizing cryptographic
operations for individual vehicles within the same group [27-29]. Managing group keys and ensuring secure re-keying after
member changes can be complex [30, 31]. Moreover, compromised vehicles within the group can pose internal threats that
are harder to isolate [32—34].
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2.3 Blockchain-Based Authentication

Blockchain technology enables decentralized identity verification and trust establishment through distributed ledgers and
smart contracts. Blockchain eliminates the need for a centralized authority, providing a tamper-proof, transparent, and
auditable authentication mechanism [35-39]. This is particularly beneficial for building long- term trust and secure identity
management in vehicular networks. Despite its benefits, blockchain introduces latency and computational burdens that make
it unsuitable for real-time vehicular communications. Additionally, scalability remains a concern as the number of vehicles
and transactions increases.

2.4 Al/ML-Based Behavioral Authentication

Machine learning approaches authenticate vehicles based on behavioral data such as driving style, speed, and trajectory,
enabling more dynamic and adaptive verification. These systems enable continuous and context-aware authentication,
improving security without requiring explicit user input [40—44]. They are effective in detecting anomalies or spoofed
behaviors that traditional methods might miss. Their performance heavily depends on the availability of large, diverse
training datasets. They can also be affected by legitimate changes in behavior (e.g., different drivers), leading to false
positives or reduced accuracy.

2.5 Pseudonym-Based and Privacy-Preserving Authentication

This category involves frequently changing pseudonyms and privacy techniques to prevent vehicle tracking and identity
exposure [45-51]. By obfuscating vehicle identities through pseudonyms and mix-zones, these systems offer a high degree
of privacy protection while maintaining authentication validity [52-54]. They are also compatible with most existing V2X
infrastructures [55-59]. Pseudonym management requires secure synchronization and timely updates. If these mechanisms
fail or are compromised, the vehicle’s privacy can be exposed or even exploited [60, 61].

2.6 Post-Quantum Cryptography-Based Authentication

With quantum computing on the horizon, researchers are exploring post-quantum cryptographic techniques for long-term
security. These schemes promise resilience against quantum-enabled attacks, offering future-proof authentication methods
crucial for the longevity of vehicular systems deployed today [62, 63, 63, 64]. Post-quantum algorithms are currently
computationally expensive and often unsuitable for real-time or resource-constrained environments. Their integration into
vehicular systems is still in early experimental stages.

3. Comparative Analysis of Novel Systems

To evaluate the practical applicability and effectiveness of various novel authentication systems in vehicular environments,
it is essential to analyze their performance across key criteria. This section compares these systems based on latency, privacy,
scalability, real-time capability, and maturity level.

3.1 Evaluation Criteria

« Latency: Authentication delay, with lower latency preferred in real-time vehicular scenarios.

* Privacy: Protection of vehicle identity and location information from tracking or

Inference.

* Scalability: The system’s ability to handle large numbers of nodes and high message frequency.
* Real-Time Capability: Suitability for instantaneous decision-making in safety-

Critical contexts.

» Maturity: Degree of technological readiness and deployment in real-world systems.
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3.2 System Comparison Overview

Issh: 30795354 ST ==

To provide a comparative overview of the discussed authentication methods in vehicular networks, Table 1 summarizes their
key characteristics in terms of latency, privacy, scalability, real-time capability, and maturity. This comparison highlights
the trade- offs between different approaches and helps identify the most suitable techniques for specific vehicular scenarios

such as high-speed V2V communication or privacy-sensitive V2X environments.

Table 1. Comparison of Authentication Methods in VVehicular Networks

Method Latency Privacy Scalability Real-time Maturity
PKI-Based Medium Low Medium Yes High
Group-Based Low Medium High Yes Moderate
Blockchain-Based High High Medium No Low
Al/ML Low Medium Medium Yes Experimental
Behavioral

Pseudonym-Based Low High High Yes High
Post-Quantum High Medium Low No Low

Crypto

3.3 Insights and Observations

Pseudonym-based authentication systems emerge as the most balanced approach, combining strong privacy, scalability, and
real-time performance. Their high maturity level further supports their deployment in current \V2X networks. Figure 1 depicts
the Pseudonym-based approach. It performs strongly across all criteria, especially in privacy and scalability, making it a
mature and practical solution for V2X applications.

Figure 1. Evaluation on Pseudonym-Based and Privacy-Preserving Authentication Systems
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Group-based systems are ideal for high-density environments due to their efficiency, although improvements in trust
management are necessary. Figure 2 presents the Group-based authentication scheme. It achieves high scalability and low
latency, making it suitable for dense environments, though it scores moderately on privacy and maturity. Blockchain-based
methods, while highly privacy-preserving and decentralized, currently lack real-time suitability and need advancements in
latency reduction and network scalability. Figure 3 displays the Blockchain-based method, which offers high privacy but
suffers from high latency and lower real-time suitability, limiting its current use in time-critical vehicular scenarios. AlI/ML-
based behavioral systems offer context-aware, adaptive authentication but remain experimental. Key challenges include
model generalization, training data avail- ability, and explainability. Figure 4 shows the Al/ML-based behavioral
authentication system. It excels in real-time adaptability and latency but remains experimental with moderate scalability and
privacy. Post-quantum cryptographic systems are critical for future-proofing authentication but are not yet suitable for real-
time vehicular applications due to computational complexity. Figure 5 visualizes the Post-Quantum Cryptography-based
method.

Privacy

Latency

Vaturity

Figure 2. Evaluation on Group-Based Authentication Systems

Although promising in future-proof security, its current limitations in latency, scalability, and real-time performance are
evident. Traditional PKI systems are mature and reliable but underperform in privacy and revocation speed, highlighting the
need for more privacy-aware enhancements. Figure 6 illustrates the performance of the PKI-based authentication system. It
shows balanced maturity and real-time capability, but moderate scalability and low privacy due to certificate traceability
concerns.

4. Key Challenges

Despite significant advances in authentication mechanisms for vehicular networks, a number of challenges remain that hinder
their seamless deployment in real-world intelligent transportation systems. These challenges span across technical,
operational, and regulatory domains and must be addressed to ensure secure, scalable, and privacy-preserving
communication.

4.1 Real-Time Constraints

Vehicular communication environments are characterized by high mobility and stringent latency requirements.
Authentication schemes must be extremely efficient to meet the sub-second response times required by safety-critical
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applications such as Collision avoidance and emergency braking. Traditional cryptographic operations, certificate validation,
and blockchain consensus protocols often introduce delays that are unacceptable for real-time systems.

4.2 Scalability in Dense Networks

Urban environments with high vehicle densities pose scalability issues for many authentication schemes. For instance,
broadcast authentication in group-based systems or blockchain synchronization can become bottlenecks. The challenge lies
in maintaining low latency and high throughput while supporting thousands of simultaneous authentication requests in real-
time.

4.3 Privacy vs. Traceability

There is an inherent tension between privacy preservation and accountability in vehicular networks. While vehicles require
anonymity to prevent tracking and profiling, regulatory authorities must retain the ability to trace misbehaving nodes when
necessary. Achieving conditional privacy — where anonymity is preserved under normal operation but revocable in the case
of misuse — remains an unsolved problem.

Figure 3. Evaluation on Blockchain-Based Authentication Systems

4.4 Certificate and Key Revocation

Effective revocation of compromised credentials is a major challenge, particularly in PKI-based systems. The distribution of
Certificate Revocation Lists (CRLs) or the real-time querying of revocation status introduces communication and
computation overhead. Delayed revocation can allow malicious vehicles to remain trusted within the network, undermining
security.
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4.5 Interoperability and Standardization

The lack of unified standards across different regions and manufacturers complicates the implementation of authentication
protocols. For example, Europe and the US have different vehicular communication stacks (C-ITS vs DSRC). Furthermore,
proprietary solutions may not interoperate seamlessly, creating fragmented trust boundaries and vulnerabilities in cross-
border vehicular scenarios.

4.6 Security against Advanced Attacks

Emerging authentication systems must defend against sophisticated adversarial techniques including Sybil attacks, relay
attacks, GPS spoofing, and machine learning- based impersonation. Al-enhanced attackers may attempt to mimic behavioral
authentication profiles, while blockchain-based systems may face smart contract exploits or 51% attacks. Developing
resilient mechanisms that can anticipate and adapt to evolving threats is essential.

Vaturity

Figure 5. Evaluation on Post-Quantum Cryptography-Based Authentication Systems

4.7 Resource Constraints in On-Board Units (OBUS)

Many advanced cryptographic and Al/ML-based authentication mechanisms demand significant computation and energy
resources. However, vehicular OBUs often operate under limited hardware capabilities and power budgets. Designing
lightweight, efficient protocols suitable for real-time operation on constrained devices is a key technical hurdle.

4.8 Lack of Real-World Testbeds

Most proposed authentication solutions are evaluated in simulated environments or small-scale prototypes. There is a critical

need for large-scale, heterogeneous, and real-world vehicular testbeds that can validate the performance, robustness, and
interoperability of novel authentication protocols under realistic conditions.
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Figure. 6 Evaluation on PKI-Based Authentication Systems

Figure 7. Future Research Directions

5. Future Research Directions
As vehicular networks transition towards highly autonomous and hyper-connected ecosystems, existing authentication

mechanisms must evolve in parallel. This section outlines key research directions that address current limitations and prepare
for future technological and security challenges in vehicular communication, as shown in Figure 7.
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5.1 Federated and Collaborative Authentication

Federated learning allows vehicles and infrastructure units to collaboratively train authentication models without sharing
raw data. This decentralized approach enhances privacy and scalability. Future research should explore federated behavioral
biometrics, privacy-preserving model updates, and defenses against poisoning or inversion attacks in vehicular contexts.

5.2 Post-Quantum-Ready Authentication

Quantum computing poses a threat to current cryptographic primitives. Research is needed to develop lightweight post-
quantum cryptography (PQC) schemes that are compatible with the computational constraints of on-board vehicular units.
Priority areas include integrating lattice-based and hash-based algorithms into VV2X authentication protocols and evaluating
their real-time performance.

5.3 Context-Aware and Adaptive Authentication

Authentication systems must adapt dynamically to vehicular context, including speed, location, and environmental
conditions. This ensures security without compromising system responsiveness. Future systems should implement real-time
scoring models, dynamic threshold adjustment, and multimodal data fusion using sensor, biometric, and behavioral inputs.

5.4 Blockchain-Al Hybrid Authentication

Combining blockchain’s decentralization and immutability with AI’s pattern recognition capabilities offers a robust
authentication paradigm. Al can detect anomalies, while blockchain ensures verifiability. Research should focus on
blockchain-secured behavioral profiles, smart contract-based access control, and lightweight distributed ledgers suitable for
low-latency vehicular environments.

5.5 Seamless Authentication in 5G/6G-Enabled V2X

Emerging 5G and 6G networks provide ultra-low latency and massive connectivity, necessitating scalable and fast
authentication mechanisms. Key areas include edge-assisted authentication using network slicing, secure handover protocols
in high-mobility scenarios, and context-driven trust frameworks for multi-access edge computing (MEC) environments.

5.6 Standardization, Testbeds, and Interoperability

Despite technical advancements, deployment remains limited due to lack of standardized frameworks and interoperable
platforms. There is a pressing need for international cooperation. Future work should prioritize open-source testbeds,
harmonized security standards (e.g., SCMS, C-ITS, C-V2X), and certification schemes for novel authentication solutions.

5.7 Ethical and Legal Considerations

With the increased use of biometric and behavioral data, ethical and legal aspects become critical. These include privacy,
consent, and ownership of driver data. Researchers must consider compliance with regulations like GDPR and explore ethical
frameworks for continuous surveillance, driver profiling, and Al-based scoring systems.

6. Conclusion

Vehicular communication networks are rapidly transforming with the rise of intelligent transportation systems, autonomous
driving, and pervasive connectivity. In this dynamic context, robust, low-latency, and privacy-preserving authentication
mechanisms are essential to ensure secure and trustworthy communication among vehicles and between vehicles and
infrastructure. This review has presented a comprehensive classification of both traditional and novel authentication systems,
highlighting their underlying principles, strengths, and limitations. Novel systems such as Al-driven behavioral
authentication, blockchain-based identities, group signatures, pseudonym-based methods, and post-quantum cryptographic

131



Journal of Cyber Security and Risk Auditing Vol.2025, No.3 ISSN: 3079-5354 STH P

schemes represent promising directions that address the unique challenges of vehicular environments, including real-time
performance, privacy concerns, and scalability. The comparative analysis demonstrated that no single solution meets all
performance criteria, under- scoring the necessity for hybrid models that combine multiple techniques to balance latency,
privacy, and robustness. Moreover, current limitations in revocation handling, interoperability, and legal compliance remain
key barriers to widespread adoption. Looking ahead, future research should focus on federated authentication, quantum- safe
mechanisms, and Al-integrated frameworks that adapt to vehicular contexts in real time. Standardization efforts, real-world
testbeds, and regulatory harmonization will also be critical to transition these technologies from research prototypes to
deployment-ready systems.

In conclusion, authentication in vehicular communication remains a vibrant and evolving field, central to the success of
future smart mobility and secure transportation infrastructures. Collaborative efforts across disciplines—spanning
cryptography, artificial intelligence, network engineering, and legal policy—will be essential to realize secure, scalable, and
privacy-aware vehicular networks.
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