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A B S T R A C T 

 

Cloud and edge systems increasingly depend on AI to address evolving security threats. This reliance 

underscores the importance of regulatory compliance. Although global regulations such as GDPR and 

HIPAA have been widely examined, national regulatory frameworks remain insufficiently explored. This 

paper systematically reviews AI-driven approaches for security assessments in cloud-edge environments, 

focusing on their adherence to regulatory compliance requirements. The review followed the PRISMA 

2020 guidelines to identify, screen, and analyze 30 studies published between 2020 to 2025 from 

databases such as IEEE Xplore and SpringerLink. Approximately 40% of the studies use Federated 

Learning (FL), while 30% use NLP techniques. The analysis reveals that 80% of the studies examined 

GDPR, while HIPAA and the EU AI Act received minimal attention. As a result, the review highlights 

a lack of unified frameworks integrating security with compliance. This limitation reduces applicability 

for non-EU regulations such as Saudi Arabia’s NCA and PDPL. To address these gaps, this paper 

presents the E-EDGE-GRC framework. It uses a multi-level architecture and a maturity scoring system 

to automate compliance with Saudi national requirements and global standards. These findings and the 

proposed framework offer a basis for unified, multi-regulatory AI security assessments. 

 

Keywords: Artificial Intelligence, Security Assessment, Cloud Computing, Edge Computing, 

Regulatory Compliance, GDPR, EU AI Act, Federated Learning. 
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1. Introduction  

Cloud and edge computing are foundational architectures of modern digital infrastructure. These technologies enable 

scalability and real-time services across various industries, including finance, healthcare, and smart city infrastructure. 

However, the increasing reliance on distributed data processing introduces significant security challenges. Additionally, the 

pressure to comply with governance regulations is increasing. Therefore, ensuring efficient security assessments and 

maintaining regulatory compliance are crucial. Frameworks such as GDPR and HIPAA represent legal regulations, and 

security assessments verify compliance with them [1, 2]. 

Artificial Intelligence (AI) is used to address a variety of challenges by providing advanced methods for enhancing security 

capabilities. AI can provide privacy-preserving analytics, compliance verification, and risk monitoring. Knowledge graphs 

are used to automate GDPR compliance [3]. Federated learning (FL) is increasingly applied in cloud-edge scenarios. This 

approach can enhance privacy and enable security assessments without centralized data collection [4]. Additionally, Natural 

Language Processing (NLP) and hybrid rule-based and machine learning models are employed for contract analysis. Prior 

studies highlight the importance of AI-based compliance systems. These include healthcare data governance and AI Act-

aligned risk monitoring [5, 6]. 

Despite these advantages, the integration of legal frameworks and technical performance remains limited. Many studies 

focus solely on privacy-preserving methods or the security of distributed systems. However, these studies have not 

specifically demonstrated compliance with regulatory requirements [7]. Many AI-based cloud-edge security models lack 

measurable evidence of compliance with regulations. Additionally, legal and governance studies often lack detailed technical 

information on AI. There is a lack of understanding of how AI techniques can ensure robust security and comply with formal 

regulatory standards. This gap motivates this review to analyze AI-based cloud-edge security assessments focusing on 

regulatory compliance. The objective is to explore existing models, identify relevant frameworks, and address open 

challenges for AI adoption. 

This review systematically analyzes research from 2020 to 2025. It investigates the role of AI in supporting cloud and edge 

security assessments. Moreover, the review identifies the main methods associated with regulatory compliance while also 

highlighting the limitations and research opportunities. To address the identified gap, this review is guided by the following 

research questions (RQs): 

• RQ1: Which AI techniques are currently applied to assess security in cloud-edge environments? 

• RQ2: How do these techniques support or automate compliance with major regulations and national frameworks? 

• RQ3: What are the key limitations and open challenges in designing AI-driven systems for multi-regulation security 

compliance? 

This paper contributes to the current field by providing: 

• A clear taxonomy of AI techniques currently applied to security and regulatory compliance in cloud-edge environments. 

• A comparative mapping of these techniques against major global regulations and emerging national frameworks with 

particular attention to gaps in coverage related to Saudi Arabia’s National Cybersecurity Authority (NCA) controls and 

Personal Data Protection Law (PDPL). 

• Identification of the main research gaps and directions, emphasizing the necessity of unified compliance frameworks that 

can address multiple regulations. 

This paper is structured as follows: Section 2 outlines the methodology for selecting related studies. Section 3 provides 

background on AI, cloud-edge computing, and their connection to regulatory compliance. Section 4 reviews the related 

studies and compares previous research to identify key findings, limitations, and contributions. Section 5 presents a 

comparative analysis of AI techniques based on compliance automation and risk assessment systems. Section 6 presents the 

results. Section 7 discusses the findings. Section 8 provides recommendations and future directions. Section 9 concludes the 

paper. 
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2. Methodology 

 
This study applied a systematic literature review (SLR) methodology. The methodology was based on PRISMA to ensure 

transparency and reproducibility. The review is derived from the following objectives: (1) to identify and classify AI 

approaches applied for cloud and edge security assessments, (2) to investigate the approaches that address regulatory 

compliance frameworks such as GDPR, HIPAA, and the EU AI Act, and (3) to analyze the strengths, limitations, and gaps 

of AI-based compliance systems. Based on these objectives, this paper will address the following research questions. This 

paper will examine the application of AI models and techniques in cloud and edge security assessments. Privacy-preserving 

and federated methods were examined as key mechanisms for AI-based compliance support. 

2.1 Search String  

 

The search for related studies was conducted across high-ranking databases such as IEEE Xplore, SpringerLink, MDPI, and 

the Saudi Digital Library. We used keywords including “AI” OR “ML” AND “Cloud Security Assessment”; “Edge 

Computing” AND “Federated Learning” OR “HIPAA” OR “AI Act” AND “AI security”. Studies published between 2020 

and 2025 were included. The inclusion criteria specifically required studies to address AI-based cloud or edge security 

assessment with a link to regulatory compliance. Table 1 presents the search strategy used across the databases. 

 

Table 1 Search Strategy 

 

Database Search String 

IEEE Xplore 

 

(“AI” OR “ML”) AND (“Cloud” OR “Edge”) AND (“Security” AND “Compliance”) OR 

(“GDPR” OR “AI Act”) 

SpringerLink 

 

(“Artificial Intelligence” OR “Machine Learning”) AND (“Security Assessment”) AND 

(“Regulatory Compliance”) 

MDPI 

 

(“AI” OR “Federated Learning”) AND (“Cloud Computing” OR “Edge Computing”) AND 

(“GDPR”) 

ScienceDirect 

 
“AI” OR “NLP” AND “Security” AND “Compliance” AND “Cloud” 

Saudi Digital Library (“AI” OR “Machine Learning”) AND (“Cyber security”) AND (“NCA” OR “Compliance”) 

 

2.2 Study Selection and PRISMA Flow 

 

This paper follows the PRISMA guidance to ensure reproducibility and transparency. It provides a standardized framework 

for reporting the identification, screening, eligibility, and inclusion of studies. This helps reduce bias and enhance precision. 

The final review included 30 studies published between 2020 and 2025. Table 2 outlines the inclusion and exclusion criteria 

applied during study selection. Figure 1 illustrates the paper selection process for the literature review using the PRISMA 

2020 flow diagram.  

 
Table 2 Inclusion and Exclusion Criteria 

 

Criterion Inclusion Exclusion 

Time Period 2020–2025 Published before 2020 

Language English Non-English 

Publication Type Peer-reviewed Journals, Conferences 
Posters, Abstracts, purely legal essays without 

technical validation 

Focus 
Explicit use of AI for security/compliance in 

Cloud/Edge environments 

Non-AI solutions, or papers lacking specific 

Cloud/Edge context 

Content 
Addressed both security assessment and regulatory 

compliance 

Focused solely on theoretical law or purely 

technical security without compliance links 
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Figure 1 Papers selection for literature review using PRISMA 2020 

 

 

2.3 Quality Assessment of Included Studies 

 

We conducted a quality assessment of the final set of included studies using predefined criteria. A binary scoring scheme 

(Yes = 1, No = 0) was applied. The results show that most studies address regulatory compliance at a conceptual level with 

limited empirical validation. Moreover, large-scale cloud and edge deployment remains an unexplored research gap. Table 

3 presents the quality assessment criteria and questions, and Table 4 summarizes the corresponding results for the included 

studies. 

 
Table 3 Quality Assessment Criteria and Questions 

 

QA ID Assessment Criterion Assessment Question 

QA1 Research Clarity 
Is the research objective or problem clearly stated 

and well-defined? 

QA2 Methodological Rigor 
Does the study clearly describe the AI-driven 

security or assessment methodology used? 

QA3 Regulatory Compliance Coverage 

Does the study explicitly address regulatory or 

compliance frameworks such as GDPR, HIPAA, 

EU AI Act, NCA? 

QA4 Evaluation and Validation 
Does the study provide experimental evaluation, 

case studies, or real-world validation? 

QA5 Applicability to Cloud– Edge Environments 
Is the proposed approach applicable to cloud, edge, 

or hybrid computing environments? 
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Table 4 Quality Assessment Results of Included Studies 

 

Ref QA1 QA2 QA3 QA4 QA5 TOTAL 

[4] 1 1 1 0 1 4/5 

[8] 1 1 0 1 1 4/5 

[9] 1 1 0 1 1 4/5 

[10] 1 1 0 0 1 3/5 

[11] 1 1 1 0 1 4/5 

[12] 1 1 1 0 0 3/5 

[13] 1 1 1 0 0 3/5 

[14] 1 1 1 0 0 3/5 

[15] 1 1 1 0 0 3/5 

[16] 1 1 1 0 1 4/5 

[1] 1 1 1 0 0 3/5 

[2] 1 0 1 0 0 2/5 

[17] 1 1 1 0 1 4/5 

[18] 1 1 1 0 0 3/5 

[19] 1 1 0 0 1 3/5 

[20] 1 1 1 0 1 4/5 

 

 

2.4  Data Extraction 

 

To ensure consistency, we used a standardized format to extract data from the 30 studies. We collected bibliographic details, 

including the authors, year, and publication source. This step ensures that the studies were recent, relevant, and traceable. 

We also identified the computing context, such as cloud, edge, or hybrid systems. By including the relevant studies within 

our scope and excluding unrelated studies, we mapped specific AI techniques, including FL and NLP. We included 

regulatory frameworks such as GDPR, HIPAA, and the EU AI Act. This helps in making our study more specific to 

emerging techniques. Lastly, we recorded the validation methods and key research limitations. This process formed the 

basis for the taxonomy and comparative analysis in Sections 4 and 5. 

 

2.5 Overview of Included Studies 

 

The 30 studies selected for this review were published between 2020 and 2025. The selected studies reflect increasing 

interest in AI-enabled cloud-edge security, particularly in healthcare, multi-cloud enterprise environments, and smart cities. 

 

3. Background   
 

3.1  Cloud and Edge Computing Overview 

 
Modern distributed systems rely on cloud and edge computing. These systems provide scalable storage and flexible 

computational resources for large-scale data processing. Organizations can efficiently process data across different sectors 

[21]. A key advantage of edge computing is that computation can be performed close to data sources. These systems reduce 

latency and improve data privacy. Some papers highlight the importance of these systems for sensitive applications, such 

as the role of FL in enhancing performance without centralizing sensitive data [22]. 

 

Recent cloud outages, such as the 2021 AWS disruption and the 2022 Cloudflare failures, expose the heavy reliance on 

few cloud providers [23, 24]. These incidents may affect multiple services and disrupt authentication, data availability, and 

logging. Such incidents can disrupt service availability, authentication, logging, and data access. This emphasizes the 

necessity to design cloud-edge architectures that ensure security and compliance during such occurrences. Therefore, many 

organizations are considering adopting distributed and edge-based AI systems. These systems aim to sustain operations in 

the event of significant failures. 
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AI plays a crucial role in securing these environments. For instance, FL promotes privacy-preserving models. Models are 

trained across different IoT and edge devices. Moreover, FL has been integrated into real-time monitoring and IDS [25]. 

As systems become more complex, privacy-preserving and distributed AI architectures are essential. Regulatory 

compliance is another requirement that shapes cloud and edge integration. Examples of such compliance frameworks 

include EU regulations such as the GDPR [6]. 

 

While existing studies present AI integration in smart city system designs [21, 26], the increasing reliance on generative 

AI raises legal and privacy concerns. Furthermore, literature such as [7, 27] highlights compliance challenges for large 

language models. Despite these challenges, smart city systems require AI techniques to ensure strong security. Additionally, 

these AI-driven models maintain compliance with evolving regulatory frameworks and protect sensitive data in these 

environments. 

 

3.2   AI Techniques for Security and Compliance  

 

AI has emerged as an important element for securing systems and meeting regulatory requirements. This review identifies 

three main categories of AI techniques applied in this field: 

 Federated Learning (FL): FL is the main approach used in approximately 40% of the reviewed studies. It ensures 

privacy in security assessments by training models locally without sharing sensitive data [4, 12]. This makes FL 

particularly suitable for healthcare and IoT contexts, where GDPR and HIPAA compliance is critical [20, 21, 28]. 

To reduce data leakage risks, recent developments combine FL with zero-trust architecture [13, 14]. 

 Natural Language Processing (NLP): NLP techniques are used to automate legal text interpretation in about 30% 

of the reviewed studies. These models extract requirements from privacy policies to verify GDPR compliance [3, 

8]. Moreover, the impact of Large Language Models (LLMs) has been explored in recent studies on compliance 

challenges [11, 12]. 

 Knowledge Graphs and Semantic Models: These approaches provide an organized view of compliance rules. 

They reduce the need for human interaction by enabling automated reasoning and compliance verification [1, 2]. 

Furthermore, hybrid models combine rule-based logic and ML to enhance compliance verification accuracy. 

 

3.3    Regulatory and Governance Background 

 
Cloud and edge systems produce and process large amounts of sensitive data. This makes regulatory compliance a crucial 

requirement to secure and lawful operation. GDPR is an example of such a regulatory framework for data collection, 

storage, and usage. This framework highlights accountability, transparency, and security in cloud-edge architecture. It also 

promotes analytics and learning systems, as shown in [21, 26]. Furthermore, it helps organizations to design privacy-

preserving data models. 

 

Another example of regulations is the EU AI Act. It imposes additional obligations on high-risk AI systems, including 

requirements related to robustness, fairness, transparency, and human oversight. The effect of these rules on real-world AI 

integrations is highlighted in [6]. LLMs are modern AI models that raise new privacy and compliance issues. Some of these 

concerns include data leakage and lack of transparency [7, 27]. From an ethical perspective, the existing studies emphasize 

the need for responsible and reliable systems in such environments [26]. Overall, these regulations require careful design 

and monitoring of secure AI systems. 

 

3.4     Global and National Regulatory Frameworks 

 
Global regulations such as GDPR are widely discussed in the literature. However, national frameworks play a crucial role 

in compliant cloud environments. GDPR, which enforces strict requirements on data minimization and user consent, 

remains the global baseline for data privacy [4, 21]. HIPAA requires specific controls for protected health information 

(PHI), which is specifically relevant for edge-based medical diagnostics [17]. Recently, the EU AI Act has introduced a 

risk-based categorization for AI systems by imposing transparency and accountability requirements on high-risk AI models 

[1, 2]. 

 

National regulations define specific cybersecurity controls that cloud-edge systems must adhere to within their respective 

jurisdictions. The NCA enforces the ECC as a national baseline and the CCC specifically for cloud service providers [28]. 

Moreover, PDPL governs the processing and cross-border transfer of personal data. Current research shows a clear gap, as 

no documented AI system implements the requirements of Saudi Arabia’s NCA ECC/CCC or PDPL. 
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3.5. Conceptual Mapping of AI, Infrastructure, and Compliance 

 

We propose a conceptual model to explain the interaction between legal requirements and security measures. The 

infrastructure layer includes data creation and processing within distributed systems. The AI security layer uses advanced 

methods such as FL, NLP, and Knowledge graphs. The top regulatory layer represents legal frameworks 

such as GDPR, Saudi Arabia’s NCA, ECC, CCC, and PDPL. This layer specifies the compliance requirements for the 

underlying layers. Most of the existing studies focus on aligning AI security with GDPR, while technical implementations 

rarely address the specific obligations of Saudi regulations. Figure 2 presents the conceptual model of AI-driven security 

assessments across the infrastructure, AI, and regulatory layers. 

 

 
 

Figure 2 AI-driven Security Assessment Across Infrastructure, AI, and Regulatory Layers. 

 

4. Literature Review 

 
4.1 Overview of Selected Studies 
 

Studies published between 2020 and 2025 highlight the increasing interest in AI-based cloud-edge security. The review 

shows that AI is increasingly adopted to support security and compliance. Among the 30 studies, FL represents 40%, NLP 

and other approaches represent 30% of the applied AI techniques. For regulations, GDPR was used in 80% of the studies, 

while HIPAA and the EU AI Act appeared in 10-13% of the reviewed studies.  

 

4.2    FL-Based Security and Privacy Frameworks 

  

FL is widely used in healthcare and IoT systems. It allows models to be trained without data centralization. FL and privacy-

preserving methods enhance data protection in cloud-edge systems. For instance, prior work in [8] showed secure FL 
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utilization in medical imaging. Similarly, [9] discussed local differential privacy techniques for IoT networks. Robustness 

and resilience in FL are explored in [10]. To address compliance challenges, the authors of [11] proposed a GDPR-

compliant zero-trust FL framework. Additionally, the authors of [17] reviewed PETs in federated medical research that 

links to GDPR standards. These studies identify the critical role of AI-based distributed systems. 

 

4.3  NLP and Semantic-Based Compliance Automation 

 

The study in [15] explored NLP techniques for automating legal-text and contract-compliance analysis. Other studies, such 

as [14], have used NLP to assess privacy policies for GDPR compliance. These systems enhance cloud service compliance 

by identifying data roles and regulations. However, the lack of multi-language support remains a challenge for these 

systems. This limitation restricts the application of these approaches in non-English systems. 

 

4.4 Knowledge Graphs and Rule-Based Compliance 

 

Knowledge graphs and rule-based systems provide a clear organization of compliance rules for automating compliance 

verification [1, 2]. The authors of [12] proposed a semantic model to automate GDPR compliance verification. Moreover, 

the study in [13] proposed using KG with hybrid rule-based and ML models to improve compliance accuracy. Other studies, 

such as [16], explore static compliance checking in distributed systems. The aim of these techniques is to reduce manual 

compliance-checking effort. However, there are challenges to scalability and generalization across different domains. 

 

4.5 Emerging Challenges: EU AI Act and National Frameworks 

 

Recent studies have explored the readiness for the EU AI Act. For instance, the authors in [1] addressed compliance risks, 

while the authors of [2] discussed risk-based regulations. Additionally, the study in [18] mapped GDPR compliance to 

standard security controls such as NIST SP-800-53. However, despite this advancement, current research shows a gap in 

national frameworks. The study in [28] highlights the governance challenges of Saudi NCA ECC for SMEs. This limitation 

reduces the applicability of these approaches to non-EU regulations. It also highlights the need to align national regulations 

with AI-driven compliance frameworks.Table 5 Summary of Selected Related Works Table 5 summarizes the key 

characteristics, evaluation metrics, and limitations of the reviewed studies.  

 
Table 5 Summary of Selected Related Works 

 

Ref Year Domain AI Technique 
Regulation 

Eval. 

Metrics 
Validation 

Limitation/ Research Gap 

[4] 2021 General / 

IoT 

FL 
GDPR N/A Survey 

FL is not evaluated in real 

operational environments. 

[8] 2020 Healthcare FL 

GDPR, 

HIPAA 
N/A Review 

Focused only in medical 

imaging, limited 

applicability across 

scenarios. 

[9] 2020 IoT FL + 

Differential 

Privacy 

Privacy 
Accuracy, 

Convergence 
Simulation 

Noise injection reduces the 

accuracy of FL models. 

[10] 2021 General FL 
Security N/A Survey 

No specific benchmark to 

compare defense approaches. 

[11] 2025 Cloud-

Edge 

FL + Zero 

Trust 
GDPR N/A Formal 

No real-world testing on 

regulated environments. 

[12] 2022 General Semantic 

Modeling 
GDPR Completeness 

Proof of 

Concept 

Only discusses specific GDPR 

consent rules. 

[13] 2021 Legal Hybrid 

(Rule+ML) 
GDPR 

Precision, 

Recall 
Experiment 

Existing rules still need 

manual updates. 

[14] 2021 Web 

Policies 

NLP / 

Semantic 
GDPR Accuracy Experiment 

Complex policy language; 

lacks multi-lingual support 

[15] 2023 Contracts NLP Analysis 

GDPR 
Precision, 

Recall 
Experiment 

Runtime compliance cannot 

be detected during static 

analysis. 
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[16] 2021 Dist. 

Systems 

Static Analysis 

GDPR N/A Formal 

Cannot detect runtime 

violations during static 

analysis. 

[1] 2025 Insurance Algorithmic 

Bias 
EU AI Act Fairness Simulation 

Focused mostly on insurance 

applications. 

[2] 2024 General AI Risk 

Assessment 
EU AI Act N/A Theoretical 

No technical solutions, only 

theoretical analysis. 

[17] 2023 Medical FL + PETs 
GDPR 

N/A 

(Review) 

Scoping 

Review 

Not implemented in real 

clinical environments. 

[18] 2024 Cloud Sec. Auto-Mapping GDPR, 

NIST 
N/A Case Study 

Automation for verification is 

not included. 

[19] 2022 General FL 

Privacy N/A Survey 

No links of determined 

challenges to regulatory 

obligations. 

[20] 2024 Cloud 

Comp. 

Unified 

Framework 
GDPR N/A Framework 

Lacks performance and 

scalability evaluation 

 

 

5. Integration of AI and Compliance Frameworks 

 

5.1 Technical Effectiveness of AI Approaches 

 

The reviewed studies explore several AI techniques for evaluating security and compliance in cloud and edge environments. 

For instance, privacy policies and agreements are analyzed using NLP techniques [4, 11]. Semantic modeling and knowledge 

graph-based approaches enable the automation of GDPR requirements assessments [12]. Furthermore, FL and differential 

privacy methods improve security, ensuring sensitive data remains distributed across edge systems [8, 29]. Such approaches 

show strong potential for scalability and privacy preservation. However, these approaches lack standardized regulatory 

evaluation measures, with evaluation varying across accuracy and qualitative analysis [17]. 

 

5.2. Compliance Integration Across Frameworks 

 

Most studies highlight GDPR as the main regulatory standard [13, 14, 16]. Additionally, other studies also address HIPAA 

in the context of healthcare [17, 29, 30]. Some studies utilized the AI Act in a broader governance context. For instance, the 

study in [18] linked GDPR controls to NIST SP-800-53. The study helps bridge the gap between technical security and 

regulatory standards. Other papers, such as [1, 2], highlight the conceptual risks and limitations of the EU AI Act. This paper 

highlights the need for measurable compliance indicators. Despite these advantages, application remains fragmented.  

 

There is minimal cross-regulatory alignment in AI-based frameworks. Across the 30 studies reviewed, FL represents around 

40% of the applied AI techniques. While NLP, semantic, and knowledge approaches represent 30%. GDPR appears in 

approximately 80% of the reviewed studies. HIPAA appears in approximately 10-13% of the studies, mainly in healthcare-

based FL systems. The EU AI Act appears in approximately 10% of the reviewed studies. For multi-cloud and cross-border, 

none of the reviewed studies implement non-EU laws such as Saudi NCA or PDPL. This study [28] highlights governance 

and policy challenges related to Saudi NCA Essential Cybersecurity Controls (ECC) for SMEs. This highlights the 

importance of aligning AI-driven compliance frameworks with national regulation. Table 6 maps AI techniques to the 

regulatory compliance frameworks identified in the literature. 

 

Table 6 Mapping of AI Techniques to Regulatory Compliance Frameworks based on Literature Review 

 

AI Techniques GDPR HIPAA EU AI Act Saudi NCA 

Federated Learning 

(FL) 
✓ ✓ ✓ × 

Natural Language 

Processing (NLP) 
✓ × × × 

Knowledge Graphs ✓ × × × 
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5.3. Strengths and Weaknesses between Studies 

The compliance automation strength lies in reducing manual auditing. This is particularly achieved through semantic and 

NLP-driven approaches [12, 15]. FL privacy-preserving methods offer strong potential for distributed systems. However, 

these methods often struggle to balance accuracy with privacy budgets. Studies that focus on governance contribute valuable 

conceptual frameworks. However, they often lack practical validation. The key weakness among all categories is the absence 

of evaluation metrics for unified compliance. This limits cross-comparison of technical and regulatory performance [7, 31]. 

 

5.4. Emerging Technology Challenges 

 

Several factors limit the integration of AI with compliance frameworks. The diverse regulatory context (GDPR, HIPAA, AI 

Act) lacks standardized customization [1, 5]. Scalability issues also remain in real-time cloud-edge deployments [8, 30]. 

Compliance-checking systems have insufficient explanation [15]. To address these challenges, it is important to have 

benchmarking datasets. Cross-regulation taxonomies and explainable AI tools are essential for effective compliance 

monitoring. 

 

6. Results 

 

The analysis of the related studies reveals three research trends, as illustrated in Figure 3. The first trend is the increasing use 

of AI-driven automation for regulatory compliance, particularly through hybrid rule-based models, NLP, and semantic 

reasoning [12, 13, 15, 16]. In addition, the focus on privacy-preserving and FL has been explored in distributed cloud-edge 

environments [4, 8, 11, 17]. Recent research highlights the importance of governance and policy alignment with emerging 

frameworks. This area includes frameworks such as the EU AI Act and updated GDPR interpretations [2, 18]. 

 

The most studied domains are healthcare and IoT [29, 30]. Multi-cloud deployments have also received increasing attention 

[10]. The findings indicate a gradual shift from isolated technical compliance checks toward governance-aware AI systems 

that integrate security assessments with legal accountability. Out of the 30 reviewed studies, as shown in Figure 4, GDPR 

was referenced in 80% of the studies, while HIPAA and the EU AI Act were referenced in 10-13% of the studies. As shown 

in Figure 5, approximately 40% used FL and 30% relied on NLP and semantic models, while the remaining studies applied 

hybrid knowledge-based or privacy-preserving methods.  

 

 
Figure 3 Distribution of Papers by Year 2020-2025. 
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Figure 4 Percentage of Papers Covering Regulations. 

 

 
Figure 5 AI Techniques Distribution 

 

 

6.1. AI Techniques Used for Security and Compliance Assessment 

 

Security and compliance assessments have been addressed using different AI techniques. For instance, several systems use 

Natural Language Processing (NLP), to analyze regulatory and contractual documents. Data-processing agreements are 

essential for improving transparency in cloud service compliance [14, 15]. Federated learning (FL) approaches allow 
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collaborative model training without sharing original data [11, 17]. Semantic and knowledge graph models are effective for 

formalizing GDPR clauses. Furthermore, this approach allows automated verification of consent and processing activities 

[3, 12]. Some works assess the AI behavior by using risk-assessment frameworks and rule-based governance. These 

assessments are mapped against standards such as the EU AI Act and NIST SP-800-53 [1, 2]. Zero-trust models enforce 

security by isolating local data, and strictly enforced privacy budgets are met [7, 11]. These patterns indicate a merging of 

technical AI innovation and formal compliance representation. 

 

6.2. Analysis of Applied Regulatory Frameworks 

 

The distribution of regulations across studies indicates that GDPR is the most used framework in most of the reviewed works 

[17]. HIPAA is primarily addressed in healthcare-related FL and governance studies. It emphasizes patient data protection 

in edge-based diagnosis systems [30]. Some papers specifically examine the EU AI Act, highlighting its risk classification 

design. Furthermore, there are challenges in implementing measurable AI risk indicators on cloud platforms. Papers such as 

[18] that focus on cross-framework integration remain limited. However, it represents an opportunity to unify compliance 

frameworks. These findings confirm the regulation-bound nature of an AI-driven compliance system. This limitation restricts 

the applicability of these systems. 

 

7. Discussion 

 

The results of this review provide an overview of AI deployment in cloud-edge security systems. This information is 

particularly relevant in the implementation of compliance regulations. Previous studies have largely focused on individual 

technical approaches, including FL, robustness enhancement, and differential privacy [4, 8–10]. Most of the reviewed studies 

focus heavily on GDPR (80%), with less focus on HIPAA and the EU AI Act (10%). This demonstrates that current AI-

driven compliance systems remain heavily EU-centered. Furthermore, there is frequent use of FL (40%) and NLP-based 

models (30%), emphasizing the importance of privacy-preserving techniques. These approaches strengthen data protection. 

However, most of them did not address compliance requirements. Recent studies propose frameworks that combine security 

assessments with compliance needs. An example of these frameworks is a GDPR-based access control model. These 

frameworks also incorporate automated contract verification, which is part of their design [12–14, 16]. This study indicates 

the role of AI in supporting legal and regulatory requirements. 

 

Research on regulatory compliance is evolving rapidly. Earlier studies focused on GDPR automation. Additionally, the 

research also focused on legal text analysis using NLP and knowledge graphs [3, 15, 21]. Recent studies have expanded to 

include broader governance concerns. This includes AI Act risk categories and algorithmic bias [1, 2, 19]. These studies 

indicate the rising awareness of compliance. These studies increasingly frame compliance as a technical, ethical, and 

organizational requirement. However, it still lacks a standardized evaluation framework. This lack of a standardized 

evaluation framework makes it difficult to measure the effectiveness of compliance-based AI systems. Although AI is 

improving security assessments, system resilience remains a challenge. Outage scenarios such as Cloudflare illustrate how 

failures can delay compliance verification and security assessments processes [23, 24]. Most reviewed studies have not tested 

their models on such incidents. 

 

This indicates an important gap in the behavior of AI during real-world scenarios. Several limitations among reviewed studies 

have been defined. For instance, many models were simulated in controlled environments. Moreover, none of the reviewed 

models has been validated in a large-scale operational environment. These models lack legal analysis, which reduces 

transparency and limits the trustworthiness of AI-driven assessments. Cross-border compliance adds another challenge. This 

requirement indicates different operations and procedures. However, most studies are using only GDPR frameworks. 

Moreover, few studies investigate compliance with frequent changes in cloud-edge systems. 

 

Overall, the findings indicate clear gaps in current research. Existing studies investigate individual elements including 

security models and privacy techniques. However, the existing studies lack unified AI-based assessments and distributed 

edge architectures. Future work should be on the integration of technical and regulatory requirements for real-world systems. 

 

7.1. Comparison with Related Studies 
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This study investigates the role of AI in improving security and regulatory compliance in cloud-edge environments. Existing 

works mainly discuss technical and legal aspects. This review considers both technical security and legal requirements, 

highlighting AI models such as privacy-preserving methods. Additionally, it explores emerging technologies that can address 

existing gaps. This paper outlines the benefits and limitations of existing studies. It also discusses the AI roles in enhancing 

the overall security and regulatory posture of cloud-edge systems. Few papers demonstrate partial alignment with this 

review’s goals. For instance, the study in [12] connects AI methods with regulatory compliance. However, it is only limited 

to the GDPR framework. It also does not extend to the cloud-edge environment. The study in [17] discusses privacy-

enhancing technologies and the GDPR requirements. The paper offers a useful legal and technical approach. However, it 

does not address broader multi-regulations. The study in [20] provides a structured GDPR framework for cloud systems. 

However, their work only focused on cloud settings. Such an approach limits the exploration of wider regulatory frameworks. 

Table 7 summarizes the alignment of the three selected studies with the main criteria of this review.  

 

Table 7 Comparison of Research Focus Areas Among Related Works 

 

Criterion [12] [17] [20] 

Scope GDPR consent 

verification using 

semantic modeling 

Privacy-enhancing 

technologies (PETs) in 

federated medical 

research 

Unified GDPR compliance framework 

for cloud computing 

AI Technique Semantic modeling and 

knowledge graphs 

Federated Learning 

with PETs 

Structured framework with GDPR 

mapping 

Regulation 

Coverage 

GDPR only GDPR and HIPAA GDPR only 

Cloud-Edge 

Relevance 

Limited, no cloud or 

edge deployment 

Partial, applicable to 

distributed medical 

environments 

Moderate, focused on cloud settings 

only 

Validation 

Method 

Proof of concept Scoping review Framework design 

Key 

Limitation 

Covers only specific 

GDPR consent rules, 

does not extend to 

broader regulatory 

frameworks 

Does not address multi-

regulation 

environments beyond 

GDPR and HIPAA 

Focused solely on cloud, does not 

extend to edge or hybrid environments 

Alignment 

with This 

Review 

Partial, addresses AI-

compliance integration 

but limited to GDPR 

and excludes cloud-

edge context 

Partial, provides useful 

legal-technical 

perspectives but lacks 

multi-regulatory scope 

Partial, structured compliance 

approaches but restricted to cloud 

single regulation 

 

7.2. Limitations of This Review 

 

This review reveals several limitations in this field. This review analyzed only published English-language studies. This may 

have excluded relevant industry reports and region-specific research. Another limitation is database coverage, where relevant 

publications may have been missing. Because this paper specifically focused on AI-based solutions, traditional compliance 

methods were excluded. Finally, the rapid evolution of regulatory frameworks may limit the ability of this review to reflect 

the most recent developments. 

 

8. Recommendations and Future Directions 

 

This review shows that AI can support security assessment and regulatory compliance in cloud-edge systems. However, 

several areas need to be investigated. Future work should focus on developing an integrated framework that combines 

privacy, security, and regulatory requirements. Additionally, a comprehensive security evaluation should be included 

within a single model. Existing studies explore them individually. This results in a limitation of real-world utilization. 
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Another main aspect is the need for transparency and interpretability. A clear explanation of AI decisions is required for 

regulatory compliance. The results produced by existing models are often difficult to explain. This study indicates the need 

to design AI systems that support explanation methods. Organizations would meet accountability for global compliance 

regulations. 

 

Many reviewed approaches were tested in controlled environments. This limitation affects the large-scale implementation 

results of distributed-edge environments. These models do not account for the complexity of distributed-edge 

environments. This limitation necessitates that future work focuses on AI behavior in these complex environments. AI-

driven threat intelligence is another promising direction. It supports compliance monitoring. Existing studies explored AI 

roles in healthcare remote monitoring [33]. The system identifies abnormal behaviors and real-time security risks. Using 

these techniques would help organizations detect compliance violations and security risks in real time.  

 

Future research should focus on the role of AI-based cloud-edge systems during outage scenarios. Studies and incident 

reports discuss the failures of control functions. Future studies must explore practical solutions. Examples of practical 

solutions include cloud redundancy and offline compliance tracking. This will ensure that critical functions are available 

during major failures. 

 

Finally, multi-regulation compatibility should be explored. Organizations must comply with an increasing number of 

regulations. Most reviewed papers focused on individual frameworks. While other regions require different regulations. 

The future work should explore the adaptation of AI systems and examine regulatory changes and supporting jurisdiction 

compliance. 

 

9. Conclusion 
 

This paper investigated the existing integration of AI-based security assessments and regulatory compliance in cloud-edge 

systems. The review followed the PRISMA 2020 guidelines to identify, screen, and analyze 30 studies published between 

2020 to 2025. The findings show that FL is used in 40%, while NLP is used in 30%. Knowledge graphs are increasingly 

applied for compliance automation. GDPR was the focus of approximately 80% of the reviewed studies, while the EU AI 

Act has received limited attention. 

 

National frameworks such as Saudi Arabia’s NCA ECC/CCC and PDPL are rarely addressed. These findings demonstrate 

the absence of a unified framework that integrates both security assessment and regulatory compliance requirements. Future 

work should focus on developing AI-driven solutions that jointly address legal and technical requirements. These solutions 

must support national regulations to enable cross-border deployment. 
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