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ABSTRACT

The rapid advancement of autonomous driving technology has transformed modern transportation,
offering enhanced safety, efficiency, and convenience. However, as these vehicles become increasingly
connected and reliant on complex software and sensor-based systems, they also become prime targets
for a wide range of cyber and privacy threats. This review paper comprehensively examines the current
landscape of security and privacy in autonomous driving systems. We explore emerging attack vectors
targeting key components such as sensor perception, vehicle-to-everything (V2X) communication,
machine learning models, and internal control systems. Particular attention is given to adversarial
machine learning, GPS spoofing, Controller Area Network (CAN) bus attacks, and data privacy
breaches. In parallel, we evaluate existing defense mechanisms and mitigation strategies, including
intrusion detection systems (IDS), secure communication protocols, hardware-based security modules,
and privacy-preserving architectures. We also highlight key challenges in securing autonomous systems,
identify gaps in current research, and propose directions for future work to build resilient and trustworthy
autonomous vehicles. This review aims to provide researchers and practitioners with a consolidated
foundation for understanding and advancing the security posture of next-generation autonomous driving
technologies.
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1. Introduction

The confluence of sophisticated sensing modalities, advanced computing architectures, and ubiquitous connectivity has
ushered in an era heralding the widespread deployment of autonomous vehicles (AVs). These sophisticated machines
promise revolutionary shifts in personal mobility, freight logistics, and urban planning, offering potential benefits
encompassing enhanced road safety through elimination of human error, optimized traffic flow reducing congestion and fuel
consumption, expanded accessibility for individuals with mobility limitations, and novel economic opportunities within
emergent transportation models [1, 2]. The transition from driver-assisted features to fully autonomous operation necessitates
a profound increase in computational complexity and reliance on interconnected systems operating seamlessly in dynamic
environments [3] as shown in Fig. 1.

While foundational to achieving autonomous capabilities, this escalating complexity simultaneously expands the system’s
vulnerability surface, presenting a compelling target for malicious actors. As vehicles evolve from isolated mechanical
devices into highly connected nodes within a broader transportation ecosystem, the traditional physical security concerns are
compounded by a diverse spectrum of cyber and privacy threats. Compromises impacting autonomous functions—from
perception and decision-making to vehicle control and external communication—can potentially affect safety, property, and
human life [4, 5, 6, 7, 8]. Furthermore, the pervasive data collection inherent in autonomous operation raises significant
privacy concerns, necessitating robust safeguards against unauthorized access, usage, or disclosure of sensitive information
about vehicle occupants, locations, and driving behaviors [9].
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Figure 1. Overview of vehicle infrastructure.

Securing autonomous driving systems thus represents a paramount challenge, demanding proactive design and rigorous
evaluation throughout the development lifecycle. The dynamic interplay between system components, the real-time demands
of autonomous operation, and the continuously evolving nature of cyber threats necessitate a comprehensive understanding
of potential attack [10, 11, 12, 13, 14, 15] vectors and corresponding defense strategies. This paper thoroughly reviews the
security and privacy landscape pertinent to autonomous vehicles, dissecting key attack methodologies and evaluating current
mitigation techniques. We examine vulnerabilities intrinsic to core AV subsystems: sensor perception, vehicle-to-everything
(V2X) communication, underlying machine learning models, and the internal vehicle network infrastructure. Specific
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attention is directed towards prevalent threats such as adversarial manipulations of sensor data, spoofing of global positioning
signals, exploitation of the Controller Area Network (CAN) bus protocol, and breaches of occupant privacy.
Counterbalancing this analysis, we survey a range of defense mechanisms, including advanced intrusion detection systems,
secure communication protocols tailored for vehicular environments, hardware-anchored security primitives, and
architectural approaches to preserve data privacy. Addressing key challenges impeding the deployment of truly secure
autonomous systems, this review identifies critical gaps in current research efforts and delineates promising avenues for
future investigation. The objective is to furnish researchers, engineers, and policymakers with a structured synthesis of
existing knowledge, thereby fostering continued progress in building resilient and trustworthy autonomous driving
technologies, as shown in Figure 2.

“Vehicle-to-Infrastructure” (V2I)
communication enables
autonomous vehicles to communicate

‘ withroad infrastructuresuchas
- i traffuiclights, road signsand cameras
» Vi |
v ‘W il r

/ AN\ |\ val

O O

Figure 2. Autonomous Vehicle connected transportation systems.

2. Autonomous Vehicle Connected Transportation Systems
2.1 Autonomous Vehicle Connected Transportation Systems

A foundational understanding of autonomous vehicle architecture proves indispensable when analyzing potential security
and privacy vulnerabilities. The design of these systems typically adheres to a layered abstraction, broadly segmented into
perception, planning, and control modules [16]. Each layer relies on a complex interplay of heterogeneous hardware and
sophisticated software, presenting distinct interfaces and internal processing points susceptible to compromise.

At the base layer resides the Perception System, which interprets the vehicle’s surroundings. This relies heavily on an array
of diverse sensors. Cameras provide rich visual information for tasks such as object detection, recognition, lane keeping,
and traffic sign reading [17]. LIDAR (Light Detection and Ranging) sensors emit laser pulses to create precise 3D maps of
the environment, excelling in distance measurement and object shape determination, particularly under varying lighting
conditions [18]. Radar utilizes radio waves to detect objects and measure their velocity and distance, operating robustly in
adverse weather where visual or LiIDAR data may be degraded. Ultrasonic sensors assist with short-range detection and
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are commonly used for parking and low-speed maneuvering. Global Navigation Satellite Systems (GNSS), predominantly
GPS, provide global positioning data, often augmented by Inertial Measurement Units (IMUs), which track orientation and
acceleration, enabling dead reckoning when GNSS signals are weak or unavailable. The raw data streams originating from
these disparate sensors undergo significant processing, often involving complex algorithms and machine learning models
to extract meaningful information, such as object classification, tracking, and scene semantic segmentation [19, 20].

The processed perception data feeds into the Planning System. This layer is responsible for predicting the behavior of other
road users and dynamic elements in the environment, making high-level decisions regarding route selection, trajectory
generation, and tactical maneuvers like lane changes or merging. This involves sophisticated algorithms for behavioral
prediction, path optimization, and decision-making under uncertainty [21]. The output of the planning system is a specific,
executable trajectory or sequence of actions for the vehicle to follow. The Control System executes the planned trajectory
by sending commands to the vehicle’s actuators. This involves low-level control loops managing steering, acceleration,
and braking [22]. These commands are relayed through various Electronic Control Units (ECUs)—specialized embedded
computers controlling specific vehicle functions. Modern vehicles feature dozens, sometimes over a hundred,
interconnected ECUs managing everything from engine performance and braking systems (ABS, ESC) to airbags,
infotainment, connectivity, and domain-specific controllers for autonomous driving functions [23]. Communication
between these ECUs occurs over In-Vehicle Networks. The historical and still prevalent network is the Controller Area
Network (CAN bus), known for its simplicity, robustness in noisy environments, and cost-effectiveness.

However, CAN’s design inherently lacks built-in security features like message authentication or encryption, as it was
conceived in an era predating significant cyber threats [24]. Newer, higher-bandwidth networks like Automotive Ethernet
and FlexRay offer improved performance and capabilities, including support for IP-based protocols, presenting both new
opportunities and different security challenges [25]. LIN (Local Interconnect Network) handles less critical, lower-
bandwidth communications, often acting as a sub-bus as shown Figure 3.

Perception Decision & Planning Control
Recognition W
Modules Modui.;
World Map :
Local Map
=
GPS Map Map
RTK Decision Module
UWB User Interface Module Chassis
Sy | Accelerator Pedal |
| BrakePedal |
IV— Gear |
i' Steering Wheel ]

Figure 3. Architectural vehicle Autonomous.

Processing the immense data flow and executing complex algorithms, particularly those involving machine learning,
requires substantial computational power. Compute Platforms utilizing high-performance processors, GPUs (Graphics
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Processing Units), and specialized Al accelerators like TPUs (Tensor Processing Units) are central to modern AV designs
[26]. These platforms host sophisticated software stacks implementing perception algorithms, planning logic, and control
strategies.

External interaction and communication are handled by Connectivity Modules. Vehicle-to-Everything (V2X)
communication, encompassing V2V (Vehicle-to-Vehicle), V2I (Vehicle-to-Infrastructure), V2N (Vehicle-to-Network),
and V2P (Vehicle-to-Pedestrian), allows AVs to exchange information with other road entities and the surrounding
environment [27]. Technologies like Dedicated Short-Range Communications (DSRC) and Cellular V2X (C-V2X) provide
protocols for broadcasting safety messages, traffic information, and coordinating maneuvers [28, 29]. Standard cellular
(LTE, 5G), Wi-Fi, and Bluetooth modules also facilitate communication for data updates, remote diagnostics, infotainment
services, and user interaction.

Finally, the system interfaces with the physical world through Actuators controlling critical functions such as steering,
braking, and throttle. Compromising the control commands sent to these actuators can directly lead to dangerous vehicle
behavior [30]. Understanding the flow of information and command signals across these diverse components is crucial for
identifying where vulnerabilities might reside and how attacks could propagate through the system.

3. Threat Landscape: Attack Vector and Vulnerabilities

Autonomous vehicles, by virtue of their intricate architecture, reliance on extensive software, and pervasive connectivity,
expose a multifaceted threat landscape. Attackers, possessing varying levels of sophistication and motivations, could target
different system components with objectives ranging from disrupting operations and causing accidents to stealing data or
holding the vehicle for ransom. A systematic exploration of these attack vectors reveals the significant security challenges
inherent in deploying trustworthy autonomous transportation.

3.1 Attacks on Sensor Perception Systems

The perception system, responsible for interpreting the physical environment, represents a critical yet potentially vulnerable
component. Attacks targeting sensors aim to deceive the vehicle into misinterpreting its surroundings, leading to incorrect
decisions by the planning and control systems. Different sensor modalities exhibit distinct vulnerabilities.

Camera-based perception often relies on complex deep learning models for object detection, classification, and
segmentation. These models are known to be susceptible to adversarial machine learning (AML) attacks. An attacker can
craft subtle perturbations to input data—in this case, visual scenes—that are imperceptible to humans but cause the machine
learning model to misclassify objects with high confidence [31]. Physical AML attacks are particularly concerning for
AVs, where modifications applied to real-world objects or the environment trick the perception system. For instance,
researchers have demonstrated that applying specifically designed adversarial stickers or patches to stop signs can cause
the vehicle’s camera system to misclassify them as speed limit signs or even ignore them entirely [32]. These patches
exploit the specific feature extraction patterns learned by the deep neural networks. Projection attacks, another physical
method, involve projecting adversarial patterns onto the road surface or objects using a projector, effectively modifying
the visual input perceived by the camera [33]. Blinding attacks, using high-intensity lasers or LEDs directed at the camera
lens, represent a simple yet effective denial-of-service (DoS) vector, temporarily incapacitating visual perception [34].
While less sophisticated than adversarial manipulation, successful blinding necessitates the system’s reliance on other
sensor modalities or entering a safe state. Spoofing visual cues might involve placing deceptive objects in the environment
or manipulating digital video streams if an attacker gains access to the camera feed before processing.

LiDAR systems are vulnerable to spoofing and jamming. LiDAR spoofing involves injecting carefully timed and angled
laser pulses that mimic reflections from phantom objects at specific distances and locations, creating ghost obstacles or
vehicles in the resulting point cloud data [35]. By controlling the timing and intensity of emitted pulses, an attacker can
generate false positive detections, potentially causing the AV to brake unnecessarily or attempt evasive maneuvers that
lead to accidents. Conversely, jamming attacks aim to overwhelm the LIDAR sensor with high-intensity laser signals,
effectively blinding it within certain angles or ranges, similar to camera blinding but targeting the LiDAR’s operational
frequency [36]. The impact is a loss of depth information, hindering the creation of an accurate 3D environment map.

Radar systems can also be targeted with spoofing and jamming attacks. Radar spoofing involves transmitting false radar
signals designed to mimic legitimate reflections, creating phantom targets that appear on the radar’s display [37].
Sophisticated spoofing might even attempt to hide legitimate objects by generating signals that interfere destructively.
Jamming involves broadcasting noise or interference at the radar’s operating frequencies to saturate the receiver, rendering
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it unable to detect real targets [38]. Radar’s reliance on Doppler shift for velocity measurement offers some resilience but
is not immune to advanced spoofing techniques mimicking realistic target movement.

GPS/GNSS systems, crucial for vehicle localization and timing, are notoriously susceptible to spoofing and jamming
attacks [39]. GPS jamming involves transmitting radio noise on GNSS frequencies, effectively drowning out the weak
satellite signals and causing a denial-of-service for positioning. GPS spoofing is more insidious; it involves broadcasting
counterfeit GPS-like signals that appear legitimate to the vehicle’s receiver but transmit false position and time information.
A synchronized spoofer can gradually shift the perceived location without triggering immediate anomaly detection based
on sudden jumps [40]. Successful GPS spoofing can mislead the AV about its current location, causing navigation errors,
inaccurate map matching, and potentially dangerous deviations from its planned path. The reliance on precise timing signals
also makes the system vulnerable to timing spoofing, affecting functions that depend on accurate time synchronization,
such as V2X communication or sensor data fusion timestamping. Attacks can also target Sensor Fusion systems directly
[41]. Instead of attacking individual sensors, an attacker might aim to feed conflicting or subtly manipulated data from
multiple sensors into the fusion algorithm, exploiting potential weaknesses in how the system weighs, correlates, or
validates disparate inputs. For instance, a sophisticated attack might combine minor spoofing on GPS with a subtle
adversarial patch on a visual target, creating a scenario where the fusion algorithm produces a dangerously incorrect world
model that is difficult to detect by simply checking individual sensor outputs [42].

3.2 Attacks on Vehicle-to-Everything (V2X) Communication

V2X communication is designed to augment the AV’s situational awareness by enabling direct exchange of information
with other vehicles (V2V), infrastructure (V2I), pedestrians (V2P), and the network (V2N). While intended to enhance
safety and efficiency, the wireless nature of V2X protocols (like DSRC and CV2X) exposes them to significant cyber
threats [27]. The security of V2X communications relies heavily on Public Key Infrastructure (PKI) and security
credentials, managed by systems like the Security Credential Management System (SCMS) in DSRC or equivalent
components in C-V2X, to authenticate messages and ensure their integrity [43]. However, implementation vulnerabilities
or attacks bypassing cryptographic protections remain a concern.

A primary V2X attack vector is Message Injection/Spoofing. An attacker can craft and broadcast malicious V2X messages
impersonating legitimate sources (vehicles, infrastructure units) [44]. Examples include injecting false Basic Safety
Messages (BSMs) reporting non-existent vehicles or obstacles, fabricating Cooperative Awareness Messages (CAMSs) with
incorrect location or speed data, or sending deceptive Decentralized Environmental Notification Messages (DENMs) about
phantom hazards [45]. Successfully injected messages can trick an AV’s planning system into taking unnecessary evasive
actions (leading to collisions with real objects) or ignoring real threats.

Message Modification involves intercepting legitimate V2X messages and altering their content before retransmitting them.
While cryptographic signatures (like ECDSA used in IEEE 1609.2) are designed to prevent this by ensuring message
integrity, vulnerabilities in key management, protocol implementations, or side-channel attacks on the cryptographic
modules could potentially enable modification. Message Replay attacks involve capturing valid V2X messages and
retransmitting them later. Although message timestamps and sequence numbers are intended to mitigate replay, an attacker
might replay messages from a different context or with slightly manipulated timing information to confuse the receiving
vehicle [46]. For instance, replaying an emergency brake warning from a recent event when no immediate threat exists
could still disrupt traffic flow or trigger dangerous reactions.

Jamming attacks on V2X communication simply involve flooding the designated V2X radio channels with noise,
preventing legitimate messages from being received. This constitutes a denial-of-service attack that degrades the AV’s
awareness and disables V2X-dependent safety applications [47].

Sybil Attacks involve an attacker creating numerous fake identities (pseudonyms or temporary certificates) to flood the
V2X network with messages, potentially overwhelming the system or creating a false impression of traffic density or event
severity [48]. This could be used to trigger coordinated false alerts or disrupt distributed applications like platooning.

Man-in-the-Middle (MitM) Attacks on V2X communication are more complex but potentially devastating, allowing an
attacker to intercept, read, modify, and relay messages between legitimate parties. While VV2X security standards aim to
prevent this through authentication and integrity checks, successful key compromise or exploitation of implementation
flaws could make MitM possible, enabling sophisticated manipulation of the information exchanged between vehicles and
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infrastructure [49]. The impact of these attacks is direct: degrading situational awareness, causing incorrect decisions, and
potentially leading to unsafe maneuvers or loss of collaborative functionality like platooning or cooperative merging.

3.3 Attacks on Machine Learning Models

Machine learning, intense learning, forms the backbone of many AV functionalities, from object recognition and behavior
prediction to decision-making. The susceptibility of ML models to adversarial manipulation constitutes a significant
security concern [50, 51]. Beyond the perception attacks mentioned earlier, ML models throughout the AV stack are
potential targets.

Adversarial Machine Learning (AML) techniques broadly fall into several categories. Evasion attacks (also known as
inference-time attacks) aim to cause a deployed model to make incorrect predictions by carefully crafting malicious inputs
[52]. In the context of AVs, this is vividly demonstrated by adversarial patches on physical objects or subtle digital
perturbations applied to sensor data streams before they reach the ML model [34]. Such attacks can cause the perception
system to miss pedestrians, misread signs, or incorrectly classify other vehicles. AML can also target ML models used in
prediction (e.g., predicting pedestrian trajectories) or planning (e.g., predicting other drivers’ intentions), leading to
incorrect behavioral anticipation and potentially dangerous maneuvers.

Poisoning attacks (or training-time attacks) involve injecting malicious data into the training dataset used to build or fine-
tune the ML model [53]. Suppose an attacker can influence the data collected for training or gain access to the training
pipeline. In that case, they can strategically insert poisoned examples that force the model to learn specific malicious
behaviors or create backdoors that trigger misbehavior only when presented with specific, rare inputs [54]. For example,
poisoning data might cause the vehicle to ignore stop signs under specific, unusual lighting conditions or react aggressively
to certain vehicles.

Model Inversion attacks attempt to infer sensitive information about the training data from the deployed model’s outputs
[55]. While less directly threatening to immediate safety, a successful inversion attack could lead to privacy breaches if the
training data included personally identifiable information or details about specific locations.

Model Extraction attacks aim to steal the intellectual property embodied in a trained model, including its architecture and
parameters, by querying it and observing its outputs [56]. An extracted model could then be used to train more effective
adversarial attacks against the deployed system or be replicated for commercial purposes.

The impact of successful AML attacks on AVs is profound, directly undermining the system’s ability to understand its
environment, predict events, and make safe decisions. The opaque nature of deep learning models (the “black box”
problem) makes it challenging to understand why a model makes a particular decision, complicating the detection and
diagnosis of adversarial manipulations [47].

3.4 Attacks on In-Vehicle Networks and Internal Systems

Compromising the internal vehicle network or ECUs grants attackers control over critical vehicle functions, potentially
leading to loss of control or direct manipulation of safety systems, as shown in Fig. 4, while Table | summarizes the different
attack vectors discussed in the literature.

4, Autonomous Vehicle Attacks

The CAN bus remains a primary target due to its inherent lack of security features. Messages on the CAN bus are broadcast
to all connected ECUSs, and there is no mechanism for source authentication or encryption. Any device connected to the
bus can inject messages, modify the bus state, or eavesdrop on traffic [58]. The simplified arbitration process based on
message ID means that a lower ID message has higher priority; an attacker can exploit this by injecting high-priority
messages to suppress legitimate, safety-critical ones (e.g., brake commands) or inject malicious high-priority commands
(e.g., sudden acceleration, avoid breaking).
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Target: Out-of-Band Sensing
Example: Son et al.

Figure 4. Attack vehicle Autonomous cited from [57].

Table 1. Summary of Attack Vectors and their Attack Type

Attack Vector Attack Type Reference
. Adversarial ML attacks on visual scenes [31]
Camera-Based Perception
Physical AML via adversarial stickers/patches on stop signs [32]
Projection attacks using adversarial patterns [33]
Blinding attacks with high-intensity lasers/LEDs [34]
LiDAR Systems Spoofing with phantom objects [35]
Jamming with high-intensity laser signals [36]
Radar Systems Spoofing with false radar signals [37]
Jamming by broadcasting noise/interference [38]
GPS/GNSS Systems Jamming by transmitting radio noise [39]
Spoofing with counterfeit GPS-like signals [40]
Sensor Fusion Systems Feeding conflicting/manipulated data into fusion algorithms [41, 42]
V2X Communication Message Injection/Spoofing (e.g., false BSMs, CAMs, DENMs) [44, 45]
Message Modification via intercepted and altered messages [43]
Message Replay attacks with captured and retransmitted messages [46]
Sybil Attacks creating numerous fake identities [48]
Message Replay attacks with captured and retransmitted messages [46]
Sybil Attacks creating numerous fake identities [48]
Machine Learning Models Evasion attacks causing incorrect predictions [52]
Poisoning attacks injecting malicious data into training datasets [53, 54]
Model Inversion attacks inferring sensitive training data [55]
Model Extraction attacks stealing model architecture and parameters  [56]
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CAN bus attacks include [58]:

» Message Injection: Broadcasting forged messages to control specific vehicle functions (e.g., spoofing speed sensor data
to affect cruise control, injecting fake steering commands).

* Denial-of-Service (DoS): Flooding the bus with messages to consume bandwidth and prevent legitimate ECUs from
communicating, potentially freezing the vehicle’s state or triggering limp-home modes.

» Message Modification/Suppression: While harder remotely, physical access or ECU compromise allows modifying or
suppressing legitimate messages by exploiting the bus’s collision resolution mechanism, when available.

Reverse engineering the CAN bus protocol to understand message IDs and data formats for specific vehicle models is a
prerequisite for crafting targeted attacks [59].

Automotive Ethernet and free Wi-Fi, increasingly used for high-bandwidth communications (e.g., camera data,
infotainment, and diagnostics) and as a backbone network, introduces IP-based vulnerabilities familiar from traditional 1T
networks. This includes potential for IP spoofing, port scanning, denial-of-service floods, and exploits targeting network
services or connected devices [60]. Segmentation and firewalling are crucial, but must be carefully implemented to avoid
introducing safety risks or hindering necessary communication.

ECU Attacks can be achieved through various mechanisms [61]:

» Firmware Hacking: Identifying vulnerabilities in ECU firmware allows attackers to compromise or replace it with
malicious code, gaining persistent control over the hardware and the functions it manages.

« Unauthorized Access: Exploits can target software vulnerabilities in external interfaces like the OBD-I1I port, USB ports,
Wi-Fi/Bluetooth modules, or cellular connectivity. Vulnerable infotainment systems or telematics units, being more
connected to the outside world, often serve as entry points to pivot deeper into the vehicle network.

« Side-Channel Attacks: Analyzing physical properties like power consumption, electromagnetic emissions, or timing of
operations can reveal cryptographic keys or sensitive data processed by an ECU.

A successful ECU compromise can allow an attacker to bypass security measures, control safety-critical functions (steering,
braking, engine management), extract sensitive data, or install persistent backdoors.

4.1 Data Privacy Threats

Autonomous vehicles are prodigious data collectors, continuously gathering vast amounts of information about their
environment, occupants, and operation. This data, while essential for autonomous function and potential service
improvements, simultaneously presents significant privacy risks if not handled securely and responsibly. The data
lifecycle—spanning collection, storage, processing, transmission, and sharing—introduces multiple vulnerability points
[62]. Location data is inherently sensitive, detailing routes traveled, destinations, and frequency of visits to specific
locations (e.g., home, work, medical facilities, and even a variety of private life environments). Tracking this data,
potentially aggregated over time, allows for profiling individuals’ activities, habits, and lifestyles. Sophisticated analysis
could infer sensitive information about health conditions (e.g., malicious access to wearable devices recording a vast array
of biological functions), social connections, affiliations, and intimate social relationships.

Driving behavior data, including speed, acceleration, braking patterns, and maneuvering style, can reveal personality traits,
stress levels, or even potential medical conditions affecting driving ability. This data is valuable for insurance companies
and mobility service providers, but poses privacy risks if shared without explicit consent or adequate anonymization. Sensor
data can capture personally identifiable information (PIl) from the environment. Camera data might record faces of
pedestrians, license plates of other vehicles, or details visible through windows. LiDAR point clouds could, in some cases,
reveal identifiable shapes. Combining this external data with internal vehicle information exacerbates the privacy risk. In-
vehicle infotainment (1VV1) systems and connected mobile devices synchronized with the vehicle can expose contacts, call
logs, message histories, and contacts, streaming service usage, and browsing history. The compromise of the IVI system
serves as a direct pipeline to this sensitive personal information. Cloud storage and processing of AV data, often used for
data analytics, model training, and remote diagnostics, presents traditional cloud security and privacy concerns. Data
breaches, insecure APIs, or inadequate access controls in cloud infrastructure managing AV data repositories could expose
sensitive personal and vehicle information [63].

The risks are amplified by the potential for data brokerage and sharing with numerous third parties—manufacturers, service

providers, employers, insurance companies, infrastructure operators, and even governments. Without strong privacy-
preserving mechanisms and clear policies, this data could be used for targeted advertising, discriminatory practices, or
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surveillance. Regulatory frameworks like GDPR in Europe and CCPA in California impose stringent requirements on data
handling and necessitate explicit user consent, but technical solutions are required to ensure compliance and robust
protection against breaches [64, 65]. Ethical considerations surrounding pervasive data collection and the potential for
surveillance capabilities inherent in AV technology also warrant serious attention [66].

5. Defense Mechanisms and Mitigation Strategies

Countering the diverse threat landscape necessitates a multi-layered, defense-in-depth approach, integrating security
considerations at every stage of the autonomous vehicle’s design, development, and operation. Mitigation strategies range
from bolstering the security of individual components to implementing system-wide architectural safeguards and privacy-
preserving techniques.

5.1 Secure Sensor Data Processing and Fusion

Defending against sensor attacks involves validating incoming data, detecting anomalies, and building resilience into
perception algorithms. Anomaly Detection techniques applied to sensor data streams can identify patterns deviating from
expected behavior, potentially flagging spoofed or jammed inputs. Statistical methods monitor data distributions, while
machine learning-based approaches learn normal sensor characteristics to spot outliers [67]. Data Validation and
Redundancy exploit the availability of multiple sensors. By cross-checking data from heterogeneous sensors (e.g.,
comparing LiDAR distance measurements with camera-based object size and radar velocity), the system can identify
inconsistencies indicative of a sensor compromise [68]. Physical redundancy (multiple sensors of the same type) and
analytical redundancy (using models of vehicle dynamics or environmental physics to predict expected sensor readings)
provide further validation capabilities [69]. Making ML Models Robust to adversarial examples is an active research area.
Adversarial training involves augmenting the training data with adversarial examples to make the model more resilient
[70]. Defensive distillation trains a second model on the softened outputs of a first model, reducing the gradients and
making the model harder to attack [71]. Input sanitization techniques attempt to detect or filter out adversarial perturbations
in the input data before it reaches the ML model. Runtime monitoring observes the internal states or outputs of the ML
model during inference to detect suspicious behavior that might indicate an adversarial input, even if the final output is
superficially plausible [72]. However, achieving robust ML in complex, high-dimensional spaces remains a significant
challenge. Using certified robustness techniques aims to provide mathematical guarantees about a model’s resistance to
bounded adversarial perturbations [73].

5.2 Secure Vehicle-to-Everything (V2X) Communication

Securing V2X communication primarily relies on robust cryptographic mechanisms and trusted management systems. The
Security Credential Management System (SCMS) provides a PKI framework for managing certificates used to authenticate
V2X messages [43]. Vehicles and infrastructure units receive short-lived, privacy-preserving pseudonymous certificates
that change frequently, preventing long-term tracking while enabling message authentication and integrity checks. Digital
signatures (e.g., using ECDSA as specified in IEEE 1609.2) are appended to V2X messages, allowing receiving entities to
verify the sender’s identity and ensure the message has not been tampered with in transit [28].

Implementing Intrusion Detection Systems (IDS) specific to V2X traffic can help identify malicious activity [43].
Anomaly-based V2X IDS can detect unusual patterns in message frequency, origin distribution (Sybil attacks), or content
inconsistency (spoofed data contradicting other sources). Reputation systems where vehicles share information about
potentially malicious senders can also contribute to filtering out untrustworthy messages [74].

Defending against GPS spoofing in the context of V2X often involves integrating GPS data with other localization sources.
Secure Positioning techniques utilize sensor fusion combining GNSS readings with IMU data, wheel odometry,
LiDAR/camera-based SLAM (Simultaneous Localization and Mapping), and potentially V2X messages from trusted
sources to maintain an accurate and robust position estimate that is less susceptible to manipulation of a single source [75].
Anomaly detection on GNSS signals themselves (e.g., checking signal strength, consistency across satellites) also plays a
role.

5.3 Robust Machine Learning for AVs

Beyond perception robustness, securing ML models involves protecting the data they are trained on and ensuring their
integrity and predictable behavior. Secure Training Data Management practices are essential to prevent poisoning attacks.
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This includes rigorous data validation, provenance tracking, and potentially distributed or privacy-preserving training
methods [76].

Techniques to enhance Adversarial Robustness (discussed in sensor security) apply broadly to any ML component in the
AV. This includes training defenses, but also exploring different model architectures (e.g., using ensembles or alternative
activation functions) that might exhibit greater inherent robustness. Runtime Monitoring of ML models during operation
is crucial, employing techniques that go beyond simple output validation to check for internal consistency, unexpected
activation patterns, or divergence from trusted models.

Explainable Al (XAI) research, while primarily aimed at improving transparency and trust in Al decisions, can indirectly
aid security by providing insights into why a model made a particular decision, potentially highlighting instances where it
relied on suspicious or unusual features that might indicate adversarial manipulation or data poisoning [77]. If an AV needs
to brake suddenly due to an object detection, an XAl component could explain which visual features triggered the detection,
allowing for post-incident analysis or even real-time validation.

5.4 In-Vehicle Network Security

Protecting the internal vehicle network, particularly the vulnerable CAN bus, is paramount. Intrusion Detection Systems
(IDS) are widely researched for automotive networks [78]. CAN IDS can be deployed within individual ECUs, at gateways
connecting different network segments, or on a central security module. Approaches include:

« Signature-based IDS: Detecting known malicious message patterns or sequences.

« Anomaly-based IDS: Learning normal traffic patterns (timing, frequency, message content) and flagging deviations.
Machine learning techniques are frequently employed here [79].

« Specification-based IDS: Defining rules based on the expected behavior and message flow of specific ECUs and flagging
any violation [80]. This requires precise knowledge of the network’s intended operation.

Challenges for CAN IDS include the high data rate, real-time requirements (detection must be fast enough to prevent harm),
and the difficulty of deploying and updating detection logic across numerous resource-constrained ECUs.

Network Segmentation divides the vehicle network into isolated zones (e.g., safety-critical, infotainment, powertrain)
connected via secure gateways. Firewalls or security policies enforced by gateways restrict communication between zones,
limiting the lateral movement of an attacker who has compromised one segment [81] (e.g., preventing a compromised
infotainment system from sending commands to the braking system).

Implementing Cryptography on CAN is challenging due to its bandwidth limitations and real-time constraints. However,
research explores adding lightweight message authentication codes (MACS) or even partial encryption to critical messages
[82]. Concepts like “CAN Bus Guardians™ are proposed, which are hardware components positioned on the bus to enforce
security policies and filter unauthorized messages [24]. Secure Boot mechanisms ensure that only trusted, cryptographically
signed software and firmware are loaded and executed when the vehicle starts [83]. Secure Firmware Over-the-Air (FOTA)
Updates are essential for patching vulnerabilities and deploying new features, but the update process itself must be secured
against tampering or malicious injection [84]. This involves encrypted and authenticated update packages and secure update
delivery channels. Access Control Mechanisms within ECUs and at the network level restrict which entities can send or
receive specific messages or access certain functions based on predefined policies and identities.

5.5 Hardware-Based Security Modules (HSMs)

Anchoring security in hardware provides a critical root of trust. Hardware Security Modules (HSMs) or Secure Elements
are dedicated, tamper-resistant microcontrollers designed to perform cryptographic operations securely and store sensitive
keys [85]. They can manage certificates, perform digital signing and verification, and execute cryptographic algorithms in
isolation from the main processor, protecting keys from software attacks.

Trusted Platform Modules (TPMs), standardized hardware components, provide secure storage for cryptographic keys and
can measure and attest to the integrity of the system’s software stack from boot-up onwards [86]. By verifying the boot
process and software components, a TPM helps ensure that the system is running in a known, trusted state before critical
functions are enabled. These hardware roots of trust are fundamental building blocks for implementing secure boot,
managing cryptographic identities, and enabling secure communication channels within and outside the vehicle.



Journal of Cyber Security and Risk Auditing Vol.2025, No.3 ISSN: 3079-5354 STA P

5.6 Privacy-Preserving Architectures and Techniques

Protecting the vast amounts of data collected by AVs requires specific architectural considerations and privacy-enhancing
technologies. Data Minimization is a foundational principle, advocating for collecting only the data strictly necessary for a
specific function and deleting it when no longer required [87].

Differential Privacy provides a mathematical guarantee that the inclusion or exclusion of any single individual’s data does
not significantly affect the outcome of a query or analysis, thus protecting individual privacy while allowing aggregation
[88]. Noise is intentionally added to the data or query results, calibrated to the sensitivity of the information. Applying
differential privacy to AV data can allow manufacturers or researchers to analyze driving patterns or train models without
compromising the privacy of individual drivers [89].

Homomorphic Encryption allows computation to be performed directly on encrypted data without decrypting it [90]. While
computationally intensive, advancements are making it more feasible for specific applications, enabling processing of
sensitive AV data (e.g., biometric data) in untrusted environments like the cloud while maintaining confidentiality [91].
Secure Multi-Party Computation (SMPC) enables multiple parties to jointly compute a function on their respective inputs
without revealing the inputs to each other [92]. This could potentially be used for collaborative data analysis or training
ML models among different entities (e.g., multiple vehicle manufacturers) without sharing raw data.

Local Differential Privacy (LDP) applies perturbations to data *before* it leaves the vehicle, offering stronger privacy
guarantees as sensitive data is not shared even with the data collector [93]. This could be applicable for collecting statistics
about vehicle usage or sensor performance. Implementing transparent Privacy Policies and robust User Consent
Management mechanisms is crucial, giving occupants control over how their data is collected, used, and shared [94].
Technical solutions must underpin these policies to enforce user preferences.

5.7 Overall System Security Engineering

Ensuring comprehensive security requires integrating it into the entire vehicle development lifecycle, not treating it as an
afterthought. Threat Modeling and Risk Assessment should be conducted early and iteratively, identifying potential
vulnerabilities and attack paths for different system components and scenarios [95]. This informs design decisions to
mitigate risks proactively.

Employing Secure Coding Practices and conducting rigorous Security Testing (including penetration testing, fuzzing, and
vulnerability scanning) are fundamental for identifying and remediating software flaws [58, 96]. Formal verification
techniques can provide mathematical proof of correctness for critical security properties of isolated components or
protocols [97].

Establishing a Secure Development Lifecycle (SDL) for all software and hardware components ensures security
requirements are defined, implemented, and verified at each phase. Given the complex supply chains in automotive
manufacturing, ensuring Supply Chain Security is also vital; components and software sourced from third parties must
meet stringent security standards and be free of known vulnerabilities or backdoors [98]. Table Il summarizes and compares
the literature according to their defense mechanisms.

Defense Area Techniques Strengths Limitations
Sensor Data Processing and  Sensor Data Processing and ~ Sensor Data Processing and ~ Sensor Data Processing and
Fusion Fusion Fusion Fusion
Machine Learning Adversgrial ?I'rgini_ng [70l; Enha_nces model resilience; Potential trade-off with
Robustness Defensive Distillation Provides formal guarantees model accuracy:
Computational overhead
V2X _ Communication Security Credential Ensuresf _ message Certifica_te management
Security Management System auth_entu:lty; o Detects complexity; Vl_JInerabIe to
(SCMS) [43]; Digital malicious activities advanced spoofing attacks
Signatures [28]; Intrusion
Detection Systems (IDS)
[74]; Secure Positioning
[75]
In-Vehicle Network Intrusion Detection Protects internal Limited by CAN bus
Security Systems (IDS) [78]; communications; constraints;
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Network Segmentation Prevents  unauthorized Implementation
[81]; Cryptographic access complexity
Measures [82]; Secure

Boot and Firmware

Updates [83, 84]

Provides root of trust;

Hardware-Based Hardware Security S kev st Additional hardware
Security Modules Modules (HSMs) [85]; ecure key storage costs; Integration
Trusted Platform challenges

Modules (TPMs) [86]

Computationally intensive;

Privacy-Preserving Data Minimization [87]; Enhances user privacy; L
Techniques Differential Privacy [88, Enables secure data Pqtgntlal impact on  data
89]; Homomorphic analysis utility
Encryption [90, 91];
Secure Multi-Party
Computation  (SMPC)
[92]; Local Differential
Privacy (LDP) [93]
System Security Threat Modeling and Proactive  vulnerability Requires  continuous
Engineering Risk Assessment [95]; mitigation; Ensures updates; Coordination
Secure Coding Practices software integrity across supply chain

[58]; Security Testing
[96]; Formal Verification
[97]; Supply Chain
Security [98]

6. Key Challenges and Open Issues

Despite significant research and development efforts, several critical challenges persist in achieving truly secure and
privacy-preserving autonomous vehicles, requiring sustained focus from researchers and industry practitioners.

The sheer Complexity and Scale of autonomous systems present a monumental security challenge. Integrating millions of
lines of code, numerous interconnected ECUs from multiple vendors, diverse sensor modalities, and complex ML models
creates an enormous attack surface with countless potential interaction points and vulnerabilities. Understanding and
securing every possible state and interaction within such a system is exceedingly difficult [99]. Meeting Real-Time
Constraints simultaneously with robust security is a non-trivial task. Security mechanisms, such as encryption,
authentication, or complex anomaly detection, often introduce computational overhead and latency. These must be
carefully designed and optimized to avoid interfering with safety- critical operations that demand millisecond-level
response times [24]. Balancing security efficacy with performance requirements remains a constant tension. The
Heterogeneity and Integration of components from a wide array of suppliers, each with varying security expertise and
development processes, introduces integration risks. Ensuring secure interfaces and trusted interactions between
components developed by different entities is crucial but challenging to standardize and verify across the entire system
lifecycle [100].

The Evolving Threat Landscape means security cannot be a one-time fix. Attackers continuously develop new techniques,
exploit previously unknown vulnerabilities (zero-days), and adapt their methods based on deployed defenses. Autonomous
vehicles must be designed with mechanisms for continuous monitoring, remote patching (secure FOTA updates), and
adaptation to new threats throughout their long operational lifespan. Testing and Validation of security and privacy
properties pose significant difficulties. Demonstrating that a complex, learning-enabled cyber-physical system is free from
critical vulnerabilities or resilient to unforeseen attacks is exceptionally hard. Exhaustive testing of all possible attack
scenarios, especially those involving sophisticated coordination across different system layers or physical environment
manipulation (e.g., coordinated sensor spoofing and VV2X injection), is practically impossible in simulation or on test tracks
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[101]. Developing effective security testing methodologies and benchmarks specific to AVs is an urgent need. Ensuring
the security of Over-the-Air (OTA) Updates is critical, but also represents a potential vulnerability. If the update mechanism
is compromised, it could be used to install malicious software on the vehicle fleet, effectively acting as a widespread attack
vector [102]. The integrity and authenticity of updates, along with the resilience of the update delivery infrastructure, must
be rigorously protected.

The Regulatory and Standardization environment for AV security and privacy is still maturing. While some standards exist
(e.g., 1ISO 21434 for automotive cybersecurity engineering, UNECE WP.29 regulations on cybersecurity and software
updates), they provide frameworks rather than specific technical solutions and are not yet universally adopted or sufficiently
prescriptive for all aspects of AV security [103, 104]. Harmonizing global standards and regulations to provide clear
requirements and testing procedures is an ongoing process. Effectively Balancing Safety, Security, and Privacy can be
challenging as these goals may sometimes conflict. For example, logging extensive sensor data might enhance safety
analysis after an incident but increases privacy risk. Real-time safety decisions might necessitate quickly trusting sensor
inputs, even if they could potentially be spoofed, if verification would introduce dangerous latency. Optimal trade-offs
must be carefully considered based on rigorous risk assessment. Ultimately, ensuring Public Trust and Acceptance is
paramount. A single, highly publicized security incident involving an autonomous vehicle could severely damage public
confidence in the technology, hindering its deployment and adoption [105, 106]. Building trustworthy systems is not just
a technical challenge but also a social one. Developing robust Incident Response and Forensics capabilities tailored to the
complexity and distributed nature of AV systems is also critical. Detecting, containing, analyzing, and learning from
security incidents in a timely manner across a fleet of vehicles presents significant technical and logistical hurdles [107].

7. Future Research Directions

Addressing the multifaceted security and privacy challenges facing autonomous vehicles necessitates continued research
across various domains. Identifying promising avenues for future work is crucial for building the next generation of resilient
and trustworthy AV systems. A fundamental shift towards Proactive Security Design is essential. Rather than treating
security as an add-on, it must be integrated using security-by-design and privacy-by-design principles from the initial
concept phase through development, testing, and deployment [95, 66]. Future research should focus on developing
comprehensive methodologies and tools that enable engineers to systematically incorporate security and privacy
requirements into complex cyber-physical system architectures, considering the unique constraints of the automotive
environment. Leveraging AI/ML for Security holds significant promise. While ML models are targets of attack, they can
also be powerful tools for defense. Future work could explore advanced ML techniques for more sophisticated intrusion
detection systems within the vehicle network, across V2X communication channels, and analyzing sensor data for
anomalies [79, 67]. Predictive security analysis using Al, anticipating potential attack vectors based on system design and
environmental context, represents another compelling direction. Simultaneously, research must continue to focus on
securing AI/ML Itself. Developing more inherently robust and interpretable ML models that are less susceptible to
adversarial manipulation remains a critical need [73, 77]. Exploring novel architectural designs, training methodologies
resilient to poisoning, and effective runtime monitoring and verification techniques for ML models are vital areas for future
investigation. The intersection of ML security and formal methods to provide guarantees about Al behavior in safety-
critical contexts is also a promising frontier [73].

Developing Cross-Layer Security solutions that consider the interactions and dependencies between different AV system
layers is crucial. An attack on one layer (e.g., sensor) might be detected or mitigated by defenses in another (e.g., planning
or control). Research is needed on how to design coordinated defenses that share information and respond cohesively to
complex, multi-stage attacks [4]. This involves understanding how vulnerabilities propagate across the architecture.
Focusing on Resilience and Fault Tolerance from a security perspective is paramount. Autonomous systems should be
designed to operate safely even when components are compromised. Future research could explore architectures and
control strategies that allow the vehicle to detect a compromise, isolate the affected component, and degrade gracefully or
enter a minimal risk condition rather than failing catastrophically [99]. Applying Formal Verification and Model Checking
to critical AV components and security protocols can provide high assurance guarantees. While challenging for complex
systems, applying these rigorous mathematical methods to security-sensitive code or protocols (e.g., secure boot, V2X
message authentication) can help identify flaws that might be missed by testing [97]. Scaling these techniques to the
complexity of AV systems is an open research challenge.

Exploring the potential application of Blockchain and Distributed Ledger Technologies (DLT) for specific AV security
challenges is an emerging area. DLT could potentially be used for secure and transparent management of software updates,
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identity management for VV2X participants, or ensuring the integrity of data shared between parties [108]. However,
research must address the significant overhead, latency, and scalability challenges inherent in DLT for real-time automotive
applications. Preparing for the threat posed by future Quantum Computing is necessary. Quantum computers could break
current public-key cryptography (like RSA and ECC) used in V2X security and secure updates [109]. Research into Post-
Quantum Cryptography (PQC) algorithms suitable for the performance and resource constraints of automotive ECUs is
vital to future-proof AV security [110]. Considering Human Factors in AV Security is also important. Occupants or nearby
pedestrians are part of the AV ecosystem and could potentially be attack vectors (e.g., introducing malicious devices via
USB ports) or aids to security (e.g., anomaly reporting via a user interface). Research into secure human-machine interfaces
(HMils), occupant awareness of security status, and secure interaction design is needed [111].

8. Conclusion and Future Work

Autonomous driving technology stands poised to redefine transportation, promising substantial societal benefits. This review has
underscored that realizing this transformative potential hinges critically on establishing a robust security and privacy foundation.
The exploration of the threat landscape reveals a complex web of vulnerabilities inherent in the intricate interplay of sensor
perception, V2X communication, machine learning models, and internal control systems. Attacks ranging from sophisticated
adversarial manipulations and deceptive spoofing to fundamental network exploitation and pervasive data breaches pose
significant risks to safety, functionality, and user privacy. While existing defense mechanisms—including intrusion detection
systems, secure communication protocols, hardware-based security modules, and privacy-preserving techniques—offer crucial
layers of protection, their effectiveness is challenged by the inherent complexities and dynamic nature of autonomous systems.
The review highlights that no single defense strategy is sufficient; a holistic, multi-layered approach integrating security and
privacy considerations throughout the system’s lifecycle is imperative. Significant challenges persist, including managing system
complexity, balancing security with real-time performance, addressing the heterogeneity of components, adapting to an evolving
threat landscape, and establishing comprehensive testing and validation methodologies. Overcoming these hurdles requires
sustained research and collaborative efforts across academia, industry, and regulatory bodies. Looking ahead, future research
must prioritize proactive security-by-design principles, leverage Al for both defense and understanding adversarial tactics,
enhance the robustness of the Al components themselves, and develop cross-layer defenses that account for system-wide
interactions. Investigating resilience architectures, applying formal verification methods, exploring nascent technologies like
blockchain and post-quantum cryptography, and understanding the human element in AV security are also critical directions.
The development of standardized benchmarks and testing procedures will be essential for advancing the state of the art and
ensuring compliance. In conclusion, securing autonomous vehicles against cyber and privacy threats is not merely a technical
challenge; it is a fundamental prerequisite for earning public trust and enabling the safe and widespread adoption of this
revolutionary technology. Continued dedication to rigorous research, collaborative development, and the establishment of
effective standards and regulations will pave the way for a secure and trustworthy autonomous future.
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