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ABSTRACT

The widespread adoption of Medical Internet of Things (MIoT) technologies has transformed smart
hospitals into highly data-intensive environments. Wearable sensors, intensive care unit (ICU)
monitoring devices, and clinical information systems continuously generate massive volumes of
sensitive biomedical data. Traditional centralized storage systems, nevertheless, are prone to a single-
point-of-failure, limited scalability, limited control over access, and data corruption. This paper suggests
a permissioned blockchain-based healthcare data governance framework combining Hyperledger Fabric
and InterPlanetary File System (IPFS) to provide scalable, verified, and secure storage of massive
medical records. In the suggested implementation, the clinical datasets will be stored off-chain in IPFS
and the cryptographic hash of them anchored to the blockchain to allow immutable integrity checking.
With smart contracts, role-based access control in a fine-grained manner, and audit logging is carried out
automatically. This makes it possible to share data among the healthcare stakeholders with security and
traceability. Experimental evaluation conducted using Hyperledger Caliper and Prometheus monitoring
tools demonstrates that the proposed architecture achieves transaction throughput of 145-162 TPS,
reduces data retrieval latency by approximately 38%, and lowers on-chain storage overhead by nearly
72% compared to conventional blockchain-only storage models. The proposed hybrid framework offers
a practical and privacy-preserving solution for managing large-scale healthcare data while supporting
regulatory compliance, secure interoperability, and scalable digital hospital ecosystems.

Keywords: Medical Internet of Things (M1oT); Edge Artificial Intelligence; Clinical Decision Support;
Intrusion Detection System; Cybersecurity; and Real-Time Healthcare Monitoring.
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1. Introduction

Factually, Medical Internet of Things (MIoT) technologies have gained significant momentum due to the rapid digitalization
of healthcare systems, which enable uninterrupted patient monitoring, remote diagnostics, and data-driven clinical judgments
[1]. Wearable sensors, smart ICUs, and connected medical equipment are being adapted in modern hospitals to generate vast
amounts of physiological and clinical information in real-time [2]. These technologies produce heterogeneous data, including
Electronic Health Records (EHRs), medical imaging outcomes, physiological sensor data, and longitudinal treatment history

[31.

Recent healthcare analytics reports indicate that mega hospitals hold the power, generating several terabytes of medical data
every day due to continuous monitoring and comprehensive healthcare management systems. Although such data can offer
unparalleled possibilities in precision medicine, predictive analytics, and tailored health care services, it has also caused
major challenges in the context of data security, protection of privacy, integrity control, and the management of large volumes
of data. Conventional healthcare information systems are primarily based on centralized database designs, with clinical
details stored either in cloud-based architectures or on hospital-controlled servers [4]. Despite their considerably increased
use in healthcare information management, these frameworks exhibit several critical limitations. First, centralized
architectures are susceptible to a single-point-of-failure, making them fragile against cyberattacks, system failures, and
insider manipulation. Ransomware attacks and unauthorized access incidents have become a common attack in healthcare
databases because of the sensitive patient information stored in them and the disruption of clinical operations [5]. Second,
centralized systems cannot be audited in a transparent manner; therefore, it is hard to monitor data access, check historical
changes, or apply accountability to the healthcare stakeholders. Third, these systems frequently fail to achieve
interoperability and confidence, whereby patient information is required to be exchanged among several institutions, e.g.,
hospitals, insurance companies, laboratories, and research facilities.

To overcome these shortcomings, blockchain technology has emerged as a promising solution for defensible healthcare data
governance. Blockchain is a decentralized and irreversible registry, which cryptographically verifies transactions and stores
records across distributed computers [6]. In a healthcare setting, blockchain can offer non-mutable audit records, identity
management, and access governance. Enterprise healthcare applications, especially permissioned blockchain systems like
Hyperledger Fabric, are well aligned with the needs and requirements of the healthcare sector since they can support
controlled membership to authorized parties and support a large volume of transactions at a high level of confidentiality [7].
The blockchain systems can automatically implement access control policies, check data ownership, and make sure that all
interactions with data are accountable with the aid of smart contracts.

Regardless of such benefits, the direct implementation of blockchain in healthcare data storage presents crucial technical
challenges. Medical data, especially high-resolution images and continuous physiological monitoring records, are often very
large. Directly storing such data on blockchain ledgers greatly increases storage needs, decreases transaction efficiency, and
causes ledger growth to rapidly increase. This issue is what is popularly known as the blockchain storage scalability challenge
[8]. Moreover, on-chain storage designs can reveal sensitive metadata or introduce inefficiency when accessing patient data
over the long term, as longitudinal health data can be stored across many years.

Although there have been many experiments on integrating blockchain with IPFS, current healthcare applications do not
have access control mechanisms, encrypted querying capabilities, and scalable performance verification under realistic
healthcare workloads. Most of the proposed frameworks mainly emphasize theoretical frameworks without giving detailed
experimental analysis or performance analysis [9]. Moreover, the health setting must comply with regulatory standards of
privacy frameworks like HIPAA and GDPR that presuppose the safe management of identity, trackable audit history, and a
strict confidentiality system of patient information access [10]. To meet these needs, a well-constructed architecture is
necessary that does not compromise the security, scalability, and usability. This paper is motivated by these challenges and
will propose a permissioned blockchain-IPFS integrated architecture of governance of secure healthcare data. The proposed
system will operate on Hyperledger Fabric as a permissioned blockchain network to implement identity verification,
transaction validation, and audit logging, which cannot be altered. The storage of large healthcare datasets on IPFS
distributed storage and the cryptographic hashes of the same on the blockchain ledger ensure data integrity. The smart
contracts are implemented to enforce fine-grained role-based access control, which allows authorized professionals to access
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certain medical records only [11]. In addition, the system facilitates querying mechanisms that are encrypted, and clinicians
can access longitudinal patient information without revealing sensitive details to unauthorized individuals.

In order to assess the efficiency of the suggested structure, performance experiments based on Hyperledger Caliper
benchmarking tools and Prometheus monitoring systems are carried out on a large scale. The experimental results
demonstrate that the proposed hybrid architecture can deliver a transaction throughput exceeding 150 transactions per
second, decrease data retrieval latency by more than 38% compared with traditional blockchain-only storage architectures,
and decrease on-chain storage requirements by over 70% compared with such storage architectures [12]. The findings
validate the idea that blockchain and IPFS additions can be used as a feasible tool to handle large-scale healthcare data
without compromising security and privacy, as illustrated in Table 1.

The main objective of this work is to design and evaluate a secure, scalable, and privacy-preserving healthcare data
governance framework capable of supporting modern digital hospital infrastructures. By combining permissioned blockchain
networks with decentralized storage technologies, the proposed architecture suggests a reliable foundation for trustworthy
healthcare data management. It enables secure interoperability among healthcare stakeholders while maintaining strict
confidentiality and regulatory compliance.

1.1. Problem Statement

The modern healthcare systems are built on the Medical Internet of Things (MIoT) devices, which are necessary to gather
continuous patient physiological measurements, Electronic Health Records (EHRs), diagnostic images, and treatment
history. An advanced hospital has the potential to produce several terabytes of clinical information daily, posing a hard
question of how to safely save such information, share it through controls and governance over the long term. Single point
failures, unauthorized access, manipulated data, and ransomware attacks are susceptible to traditional centralized healthcare
databases and pose a risk to patient privacy and clinical reliability. In addition, traditional blockchain-based storage services
have low scalability and storage overhead, as the storage of large medical files directly on-chain causes a large ledger and
low system throughput. The current healthcare data systems are also not very clear on auditability and fine-grained identity-
based access controls; hence, it becomes hard to regulate and adhere to frameworks like the HIPAA and GDPR. The use of
reliable, massive digital healthcare ecosystems is prevented by such restrictions. Hence, a secure, scalable, and privacy-
preserving healthcare data governance framework is needed to guarantee tamper-proof data integrity, encrypted data
transmission, and efficient storage of big files. In this research, the authors tackle these issues and present an appropriate
solution. In this study, the authors provide solutions to these issues. It is achieved by incorporating permissioned blockchain
technology into their approach alongside decentralized off-chain storage solutions that provide effective and secure
management of large-scale healthcare datasets.

1.2 Main contributions and novelty

This research introduces a secure and scalable framework for healthcare data governance by integrating a permissioned
blockchain with decentralized storage. The proposed architecture addresses key challenges of data integrity, access control,
and storage scalability in Medical Internet of Things (MIoT) environments. The main contributions are summarized as
follows:
e We propose a permissioned blockchain—IPFS integrated architecture for secure healthcare data management.
Medical records are stored off-chain in IPFS while their cryptographic hashes are anchored on Hyperledger Fabric,
ensuring tamper-proof integrity with reduced blockchain storage overhead.

e A smart contract-based access control mechanism is implemented to enforce identity-based permissions and
maintain immutable audit logs, enabling transparent and traceable data access across healthcare stakeholders.

e The system employs cryptographic hash verification between IPFS and blockchain records, ensuring end-to-end
data authenticity and preventing unauthorized data modification.
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A key novelty is the encrypted querying mechanism that allows authorized clinicians to retrieve patient histories

without exposing sensitive medical data.

Experimental evaluation using Hyperledger Caliper demonstrates throughput of 145-162 TPS, reduces data
retrieval latency by approximately 38%, and decreases on-chain storage overhead by nearly 72% compared to
traditional blockchain-only models.

The proposed architecture is practical and scalable, enabling secure interoperability among healthcare institutions
while supporting regulatory compliance for modern digital healthcare ecosystems.

Overall, this work provides a robust and deployable blockchain-enabled framework for secure, scalable, and
privacy-preserving healthcare data governance.

Table 1. Summarization of Recent Studies on Blockchain—IPFS-Based Healthcare Data Management Systems

Ref. Study Focus Methods Used Test Setup Key Findings Challenges

[1]  Blockchain—IPFS  Blockchain, IPFS  Experimental Achieved improved  Blockchain
healthcare data distributed  storage, evaluation using security and scalability transaction cost and
management  for ECC-based key benchmarking metrics with decentralized performance
privacy-preserving exchange, and a such as throughput, storage; the system optimization are
scalability custom authentication latency, and gas cost.  reached 29 TPS with an required for large-

algorithm. average latency of 0.11s.  scale deployment.

[2]  Secure loT  Blockchain access Simulation-based IoT Demonstrated improved Blockchain validation
healthcare data policies, IPFS storage, environment confidentiality, integrity, speed remains a
sharing using and cryptographic  evaluation. and availability of loT- bottleneck for high-
blockchain—IPFS hash indexing. generated healthcare data. volume loT  data
integration streams.

[8]  Secure and Ethereum smart Prototype healthcare Reduced gas consumption Integration
interoperable contracts, AES-256 data management by 16% while  complexity and
healthcare data encryption, and role- system evaluation. maintaining secure EHR  scalability for multi-
management using  based access control. storage and retrieval. institution healthcare
blockchain and (RBAC) systems.

IPFS

[4] Dual blockchain CareChain Prototype Improved storage Energy consumption
and IPFS architecture with dual implementation with efficiency, reduced and management of
architecture ~ for blockchain  ledgers, performance and transaction latency, and large-scale device
healthcare loT IPFS distributed  energy evaluation. enhanced privacy for networks.
systems storage, and ECDSA healthcare 10T data.

security mechanisms.

[5] Interoperable Cross-chain Experimental Achieved real-time  Complexity of cross-
blockchain middleware evaluation with cross-  synchronization with a chain coordination and
healthcare architecture, AES-256 chain synchronization latency below 195 msand governance across
networks  using encryption, smart  tests. efficient encrypted CID heterogeneous
Fabric, Ethereum, contracts, processing. blockchain platforms.
and IPFS decentralized  IPFS

storage.

[6]  Federated Federated blockchain ~ Simulation-based Achieved significant  Identity management,
blockchain and architecture, identity evaluation focusingon throughput improvements scalability, and
IPFS-based management  layers throughput and (103.5% read and interoperability across
interoperable (PIM and OrgIM), and  latency. 135.02% write  multiple  healthcare
healthcare IPFS distributed improvements) compared organizations.
ecosystem storage. to existing solutions.
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2. Literature Review

The accelerated development of Medical Internet of Things (MIoT) has prominently transformed the current healthcare
systems by facilitating continuous patient monitoring, remote diagnosis, and utilizing smart clinical decisions [19]. Over
the past few years, smart medical devices, including wearable sensors, smart monitoring devices, and mobile diagnostic
solutions, have become more and more popular in hospitals and other healthcare establishments. Such technologies produce
a huge amount of medical data that is to be gathered, analyzed, saved, and distributed among various healthcare
stakeholders [20]. Although this digital transformation positively affects the quality and efficiency of the healthcare
services, the present change brings about dire challenges associated with the privacy and security of data, data integrity,
and access control. The matter of cybersecurity has thus become a significant issue in digital healthcare ecosystems [21].
Attackers often target healthcare information systems as medical records are filled with sensitive personal data, such as
medical history, insurance records, and diagnoses. Secrecy of this information would need strong processes that can identify
malicious practices and block illegal access to such information.

Conventional security models tend to use central security infrastructures that may turn out to be bottlenecks [22]. In case
of a database or a server that is centrally located, medical information can be revealed or altered significantly. As a result,
scientists have been discussing decentralized security systems, which offer more intelligence assurances of data integrity
and system reliability. The blockchain technology has come up as a potential solution to the issue of trust and security in
distributed healthcare systems. Blockchain is a decentralized registry where transactions are verified by consensus
algorithmic systems and stored irreversibly across a network of distributed computers [23]. Since the ledger is non-
modifiable and visible, it will be exceptionally hard to edit the stored records without being detected by an attacker. The
above feature renders blockchain especially applicable to tasks where the integrity and traceability of data are paramount.

Blockchain may facilitate some key functionalities in healthcare settings [24]. First, it may offer unalterable audit trails that
document any data transactions and activity of the system. This would enable healthcare organizations to know which
patient data was accessed and at what time. Second, blockchain can make identity decentralized, such that only authorized
parties are able to communicate with the system. Third, the access control policies can be automated with the help of smart
contracts that help to ensure that only the approved stakeholders are provided with access to the medical data based on the
predetermined rules. The abilities boost transparency, accountability, and trust among players in the healthcare industry

[25].

The combination of blockchain and Interplanetary File System (IPFS) is a promising approach. IPFS is a decentralized
peer-to-peer protocol that is used to store and retrieve big data files. Instead of depositing entire datasets into the blockchain,
the actual data is stored in IPFS, and the blockchain only houses the respective cryptographic hash pointers. This method
allows the storage of large medical files efficiently while guaranteeing their verifiability by blockchain records. The fusion
of blockchain and distributed storage technologies has a number of benefits for healthcare data management. First, it
enhances storage scalability to a high degree by offloading big datasets [26]. Second, it improves data security since any
alteration to the stored information would create another cryptographic hash. This instantly shows that the data had been
used in some sort of manipulation. Third, decentralized storage also minimizes centralization on servers, enhancing the
resilience and availability of the system. Although some of the nodes may go out, the distributed network is capable of
continuing to deliver the stored data.

Another need of the healthcare system is secured and controlled data sharing between two or more stakeholders [27].
Current medical settings entail multifaceted relationships among the physicians, nurses, laboratories, pharmacies, insurance
companies, and research centers. Every participant needs to access some of the parts of the patient data, but intense privacy
policies insist that the access be restricted. In the absence of an appropriate access control, confidential medical records
might be leaked to unauthorized individuals [28]. As such, the healthcare data systems should provide robust identity
verification and fine-grained access control procedures.
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This is specifically the purpose of permissioned blockchain architecture since only trusted parties should be allowed to
participate in the network. In these systems, the various members are assigned distinct digital identities, and only authorized
nodes can validate transactions. This will guarantee that medical institutions are able to have control over accessible persons
and authorized users to modify system data without relinquishing the transparency and security capabilities of blockchain
technology [29]. Besides providing safe storage and access controls, the healthcare systems should also be able to facilitate
effective querying of medical data. Medical practitioners frequently have to access historical patient data, trends, or conduct
clinical research based on aggregated data. Nevertheless, this should be carried out without affecting the privacy of the
patients. The development of systems that ensure effective and safe data retrieval and a high level of privacy assurance is
one of the major issues in MIoT settings. Even though numerous studies have been conducted regarding the incorporation
of blockchain and distributed storage technologies, there are still gaps in the current research [30-32]. Numerous of the
suggested frameworks do not have architectural layouts, working implementation plans, or test performance even at
realistic healthcare workloads. Moreover, some systems use elements that are partially centralized and subvert the
advantages of decentralization.

To address these challenges, a secure architecture that combines permissioned blockchain networks with decentralized
storage systems can provide an effective solution for healthcare data governance. In such a framework, blockchain
technology manages identity authentication, transaction validation, and immutable audit logging, while distributed storage
systems handle large medical datasets efficiently. This hybrid approach enables secure, transparent, and scalable
management of healthcare information while preserving the privacy and integrity of sensitive patient data. By integrating
decentralized security mechanisms with scalable storage infrastructure, modern MIoT environments can achieve reliable
and efficient healthcare data management. Such architectures have the potential to strengthen trust among healthcare
stakeholders, improve system resilience, and support the growing demands of digital healthcare systems.

3. Proposed Model

The section offers the suggested blockchain-IPFS combined scheme that would deliver secure, scalable, and privacy-aware
healthcare data management in the context of Medical Internet of Things (MIoT) settings. The architecture combines a
permissioned blockchain network based on Hyperledger Fabric and the InterPlanetary File System (IPFS) to allow
healthcare records to be verified in a tamper-proof way and storage and retrieval of large medical datasets to be efficiently
stored and retrieved. The challenges that the proposed model will solve include the storage capacity of blockchain,
unauthorized access to data, and the inability to transparently audit data in traditional healthcare systems. The framework
will allow splitting the data storage and verification activities to guarantee that the blockchain ledger will have immutable
metadata and integrity references, whereas the data on actual medical records will be stored safely in distributed IPFS
nodes, as illustrated in Figure 1.

4.1 System Architecture Overview

The proposed system follows a layered architecture consisting of MIoT data acquisition devices, blockchain governance
mechanisms, decentralized IPFS storage, and secure data access interfaces for healthcare professionals. MIoT sensors
deployed within hospitals continuously collect physiological signals such as heart rate, blood pressure, oxygen saturation,
electrocardiogram (ECG), and patient monitoring data from clinical devices. These devices generate high-frequency data
streams that must be securely stored and managed while preserving patient confidentiality.

Let D;represent a medical data record generated from a sensor device at time $t$. Due to the sensitive nature of healthcare
data, each record must be securely encrypted before transmission to the blockchain gateway. The encrypted data record is
therefore expressed as

E; = Enc(Dy) @

Where Enc, represents the encryption function using secret key k and E; denotes the encrypted medical record. This
encryption step prevents unauthorized access during transmission and storage.
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4.2 Blockchain-Based Data Governance

The permissioned blockchain network deployed with Hyperledger Fabric offers the governance layer, which will handle
the authentication of identities, the validation of transactions, and the audit logging that cannot be changed. As opposed to
the public blockchain system, the permissioned network prevents entry into the network to verified healthcare actors like
hospitals, laboratories, clinicians, and regulatory bodies.

Every medical transaction is saved in the blockchain registry in the form of metadata and not complete medical files. The
transaction structure can be represented as:

T, = {ID, H;,t;,P,} 2)

where ID,, represents the encrypted patient identifier, H; denotes the cryptographic hash reference of the medical record

stored in IPFS, t; represents the timestamp, and P, defines the access permissions associated with the data. By storing only
metadata and hash references, the blockchain ledger remains lightweight while still ensuring tamper-proof integrity
verification.

Smart contracts deployed within the Hyperledger Fabric network automatically validate transactions and enforce data
governance policies. These contracts ensure that healthcare records cannot be modified without consensus validation from
authorized network participants.

4.3 IPFS-Based Distributed Storage Mechanism

The storage of a large amount of data that may include diagnostic imaging files, continuous sensor data, and patient histories
is among the main challenges of blockchain-based healthcare systems. Direct storage of such datasets in the blockchain
will cause excessive expansion of ledgers and decreased performance of the system.

In order to circumvent this shortcoming, the proposed model incorporates the Interplanetary File System (IPFS) as an off-
chain distributed storage system. Whenever a medical record is uploaded to IPFS, the system creates a content identifier
(CID) based on a cryptographic hash of the file stored. This hash is computed as:

H, = Hash (E;) 3)

Where H; represents the content-based hash used as the IPFS identifier. The CID acts as a permanent reference to the stored
file and enables distributed retrieval across IPFS nodes.

After the record is stored in IPFS, the resulting CID is stored on the blockchain ledger as part of the related transaction.
Any changes in the stored healthcare data will result in a new hash value, and one can easily identify the attempts of
tampering, as illustrated in Figure 2.

4.4 Smart Contract-Based Access Control

Resilient data transfer between healthcare stakeholders involves the need to have rigorous identity checks and role-based
authorization measures. The proposed architecture uses access control based on smart contracts to control access to certain
healthcare records.

Let U; represent a user requesting access to a patient record T;. The authorization decision is determined through the smart
contract validation function.

1, ifU; € T,
2, otherwise

AT = |

Where U;, T; denotes the access authorization result. If the user belongs to the permitted access set P, access is granted;
otherwise, the request is rejected. This mechanism ensures that only authorized healthcare professionals can retrieve
sensitive patient information.

)

All access requests are permanently logged in the blockchain ledger, creating a transparent and verifiable audit trail for
regulatory compliance and security monitoring.

4.5 Secure Data Retrieval and Integrity Verification
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In the case of a request by a qualified medical worker for patient information, the system retrieves it in a secure manner.
First, the blockchain network provides credentialing and access controls for users via the smart contract layer. After
authentication, the blockchain will send back the respective IPFS content identifier of the requested medical record.

The encrypted file is obtained via the IPFS network, and its integrity is checked by reference to hash values stored in the
blockchain. The verification process can be expressed as:

Hash (Eiretrieved) — Hi (5)

If the computed hash matches the stored blockchain hash, the data is confirmed to be authentic and untampered. The
authorized user can then decrypt the file using the appropriate cryptographic key to obtain the original medical record.

4.6 System Workflow and Operational Advantages

The entire process of the suggested blockchain-IPFS healthcare system is comprised of several sequential phases. First,
MIoT devices measure patient data and encrypt the records before sending them. The ciphertext is then uploaded to the
IPFS distributed storage system, to which a content identifier is produced. The related hash reference and the metadata are
stored in the blockchain network after validation by verified transactions. In cases where users with permission have
requested access to data, smart contracts check the permissions and give the IPFS reference that they use to access the data
safely.

This architecture has a number of benefits for healthcare data governance. First, blockchain verification and off-chain
storage separation dramatically decrease blockchain ledger size without compromising data integrity, which is secured
from tampering. Second, distributed IPFS storage enhances the resilience of the system because it removes the points of
failure. Third, identity management on a blockchain allows easy access control and regulatory compliance. Lastly, the
hybrid architecture will enable scalable handling of the large data in healthcare and secure and verifiable data sharing
among healthcare stakeholders. In general, the proposed framework based on blockchain-IPFS is a solid infrastructure of
next-generation digital healthcare systems, which integrates decentralized storage, cryptographic verification, and
permissioned blockchain governance.

4.7 Proposed Algorithm

(A) Algorithm 1: Secure Healthcare Data Storage using Blockchain—-IPFS

For every incoming medical data record $D_i$ generated from MIoT devices, this algorithm performs encryption and
uploads the encrypted data to the distributed IPFS storage network. A cryptographic hash called H i is created as the
content identifier (CID), which identically represents the stored file. Rather than piling the complete medical history onto
the blockchain ledger, the hash identification and the metadata are stored in a blockchain transaction. This will minimize
blockchain storage overhead by a significant margin and will still ensure tamper-proof verification of healthcare records.
The algorithm also makes sure that every file stored is identifiable, verifiable, and can be safely connected to the
blockchain ledger using immutable hash identifiers, as illustrated in Algorithm 1.

Algorithm 1: Secure Healthcare Data Storage using Blockchain—IPFS

Require: Incoming healthcare records ( D = {D,, D,, ...} ), Encryption key k
Enc(.) = Encryption function

IPFS(.) = Distributed storage upload function

Hash(.) = Cryptographic hashing function

B(.) = Blockchain transaction recorder

Initialize Enc(.), IPFS(.), Hash(.), B(.)

for each medical record D; do

E;— Enc, D;{Encrypt sensitive healthcare data}

CID;« IPFS(E;) {Upload encrypted record to IPFS}

H;<— Hash (E;) {Generate cryptographic hash reference}
Ty« {IDyp, H;, T;} {Create blockchain metadata transaction}
B (T;) {Record transaction on Hyperledger Fabric ledger}

© 00 N O O~ W N B

e
= o
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12 end for

(B) Algorithm 2: Blockchain-Based Access Control and Secure Data Retrieval

Upon a healthcare professional's request to access a patient record, the user's identity and access permissions are validated
on the blockchain network using smart contract validation. If the requester is authorized, the system will access the IPFS
content identifier associated with the medical record. The encrypted file is then checked against the blockchain-stored hash
that verifies integrity and downloaded from the IPFS network. The medical record can be decrypted and sent to the
authorized user only after successful verification, as is illustrated in Algorithm 2.

Algorithm 2: Blockchain-Based Access Control and Secure Data Retrieval-
Require: User request (U;), Blockchain ledger (T;)

Auth(.) = Smart contract authorization function

IFPS e, (.) = IPFS retrieve function

Dec(.) = Decryption function

Hash(.) = Integrity verification function

if Auth (Ui, Ti) = 1 then

CID; < Retrieve CID from blockchain ledger

E; < IFPSg,; (CID;) {Download encrypted record}

Verify Hash (E;) = H; {Check integrity against blockchain}
D; < Deck(E;) {Decrypt healthcare data}

Return D; to authorized user

11 else

12 Reject access request and log security event
13 end if

© 00 N O OB~ W N P

=
o

(C) Algorithm 3: Permissioned Blockchain Transaction Validation and Governance

This algorithm regulates the validation of transactions of healthcare data within the permissioned blockchain network. All
the participating nodes authenticate incoming transactions through consensus protocols through Hyperledger Fabric. The
endorsement policies validate transactions with hash references and metadata and commit them to the distributed ledger.
This makes sure that there is no concealed information in any healthcare data interactions, as illustrated in Algorithm 3.

Algorithm 3: Permissioned Blockchain Transaction Validation and Governance
Require: Pending transaction pool P = {Ty, T, ...}

1 V (.) = Transaction verification function

2 E (.) = Endorsement policy validator

3 C (.) = Ledger commit function

4 L (.) = Audit logging function

5 for each transaction T; in P do

6 Validate metadata structure using V(T;)

7 if E (T;) satisfies endorsement policy, then

8 C (T;) {Commit transaction to blockchain ledger}
9 L (T;) {Record immutable audit log}

10 else

11 Reject the transaction and notify network nodes
12 end if

13 end for
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4, Proposed Model

This section provides the experimental assessment of the suggested blockchain-IPFS combined permissioned architecture
of secure, scalable, and encrypted healthcare data management. The analysis will be conducted on the performance of the
transaction, storage scalability, retrieval efficiency, access-control responsiveness, and stability of the entire system when
subjected to increasing workloads of healthcare data. The report of the results is made in terms of standard benchmarking
and monitoring measures in order to be able to reproducibly analyze the proposed framework and conduct a fair
comparison with the traditional blockchain-only healthcare storage strategies.

4.1 Experimental Setup and Evaluation Metrics
(A) Datasets Description

The proposed framework was evaluated using a healthcare data storage workload that emulates real-world Medical Internet
of Things (MIoT) environments. The dataset includes structured patient records, ICU event logs, physiological summaries,
and encrypted metadata entries, representing continuous data generation in smart hospitals. Each record stores patient-
specific monitoring information and access-control metadata needed for blockchain registration and retrieval. The workload
was divided into staged batches to measure performance as transaction and storage loads increased, as shown in Table 2.
Unlike traditional blockchain-only frameworks, the suggested system stores encrypted healthcare files in IPFS, while only
cryptographic hash values and metadata are kept in Hyperledger Fabric. This architecture enables comparison of storage
efficiency and data verification performance under realistic healthcare data conditions.

(B) Hardware and Software Configuration

The experimental setup was a permissioned Hyperledger Fabric network, with three peer nodes and one ordering node. A
distributed storage layer was introduced using four IPFS nodes to ensure redundancy and data availability. The Hyperledger
Caliper was employed to carry out benchmarking, whereas Prometheus was used to track transaction activities, response
time, and the behavior of the system resources. The implementation was put on Linux-based systems with Intel Xeon and
16 GB RAM. Chaincode was adopted to implement smart contracts for handling patient record registration, access
validation, and audit logging. The performance was measured without the use of centralized cloud databases, and all
healthcare records were encrypted prior to storing them so that the actual efficiency of the blockchain-IPFS model could
be measured directly.

(C) Performance Metrics:

The proposed framework was evaluated using transaction throughput, transaction latency, average retrieval latency,
blockchain storage overhead, and access-control response time. Transaction throughput is defined as:

Throughput = — (6)

TEXEC

Where N, represents the number of completed transactions, and T, denotes total execution time. Transaction latency is
calculated as:

Latency = Teongirm = Tsubmit ()

Where Ty pmie i the submission time, and Teoy, i IS the confirmation time recorded by the blockchain network. Data
integrity between blockchain and IPFS is verified using the equality condition.

H, = Hash (E,) @)

Where E; is the encrypted healthcare file, and H; is the corresponding blockchain-stored hash reference. To measure access
control, the response time of authorization based on smart contract verification of a user request was measured. Ledger
growth and retrieval delay were also used to gain system-level performance with regard to increasing data volume.

4.2 Blockchain Transaction Performance Evaluation

(A) Transaction Throughput Analysis
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Table 2. Summary of the Healthcare Data Governance Dataset

Attribute Description
Dataset type Simulated MIoT healthcare records
Data source Smart hospital and ICU-oriented healthcare storage workload

Number of records 50,000 encrypted patient data entries

Average record size 150 KB

Total dataset size 7.5GB

Record contents Patient vitals, ICU event logs, clinical notes, summaries
Storage mechanism  IPFS distributed off-chain storage

Blockchain metadata Hash reference, patient ID, timestamp, access permissions

Access types Upload, retrieve, verify, authorize

Integrity criterion Hash consistency between blockchain and IPFS
Encryption mechanismSymmetric encryption before IPFS upload

Workload mode Incremental insertion under varying transaction loads

Application relevance Secure healthcare data governance and longitudinal record access

The transaction throughput of the Hyperledger Fabric healthcare network was evaluated under increasing submission loads.
The proposed architecture achieved a peak throughput of 162 transactions per second, while maintaining stable throughput
between 145-162 TPS across normal operating ranges. This indicates that the permissioned blockchain layer can efficiently
support healthcare metadata registration without significant degradation under moderate network load.
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Figure 3. Blockchain transaction throughput under increasing load.

As shown in Eigure 3, throughput increases steadily with transaction demand before reaching a stable operating region.
This establishes the fact that Hyperledger Fabric offers adequate scalability in healthcare data management tasks where
metadata transactions are commonplace but much smaller than the medical files.

(B) Transaction Latency and Commit Efficiency

The mean blockchain transaction response time was not out of the acceptable operational ranges of healthcare governance
functions. The overhead associated with processing transactions is also considerably less than with blockchain-only storage
models in which entire healthcare files are directly stored on the ledger because only metadata and hash references are
written to the ledger. It is a design that enhances commit efficiency, prevents rapid bloat of ledgers, but continues to have
immutability and auditability. Figure 5 shows the Blockchain storage overhead comparison.
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4.3 Healthcare Data Retrieval Performance Evaluation

4.3.1 Encrypted Data Retrieval Latency:

A key requirement of the proposed architecture is the efficient retrieval of patient records from distributed storage. The
average retrieval latency for encrypted healthcare records was measured at approximately 420 ms. In comparison, the
blockchain-only baseline exhibited retrieval delays above 680 ms. This corresponds to an average reduction in retrieval
latency of approximately 38%.

As depicted in Figure 4, the proposed blockchain-IPFS framework provides faster retrieval than conventional blockchain-
only storage because the actual files are accessed directly from distributed IPFS nodes rather than reconstructed from on-
chain blocks. This is particularly beneficial for clinical environments where doctors may need rapid access to historical
vitals, ICU event summaries, or longitudinal patient records.

4.3.2 Integrity Verification during Retrieval

Each retrieved healthcare file was verified against its blockchain-stored hash reference before decryption. No mismatches
were observed during testing, confirming end-to-end data integrity. This demonstrates that the proposed system
successfully preserves tamper-proof verification even though the actual data is stored off-chain.

4.4 Storage Scalability Evaluation

4.4.1 Blockchain Storage Overhead

One of the main motivations for integrating IPFS with blockchain is to reduce on-chain storage growth. The results show
that the proposed architecture reduces blockchain storage overhead by nearly 72% compared to a conventional
blockchain-only model.

Figure 5 illustrates that ledger size in the blockchain-only baseline grows sharply as the number of stored healthcare records
increases. In contrast, the proposed model keeps ledger growth significantly lower because only hash references,
timestamps, and permissions are committed on-chain. This confirms the suitability of the architecture for large-scale
hospital deployments where continuous healthcare data generation would otherwise overwhelm blockchain storage.

4.4.2 Distributed Storage Efficiency

The IPFS layer had steady storage characteristics as the number of data insertion workloads was increased. Duplicated
content addressing was used to ensure that healthcare files were not lost even when individual storage nodes were
overloaded. The distributed design is more resilient than centralized medical databases and is more efficient for archiving
clinical data in the long term.

4.5 Access Control and Security Performance

4.5.1 Authorization Response Time

The smart contract-based access-control mechanism was evaluated under increasing concurrent request loads. The average
authorization response time remained below 150 ms, with a mean operational response of approximately 140 ms. This
indicates that blockchain-based identity and permission validation can be applied without introducing excessive delays for
legitimate healthcare users. As demonstrated in Figure 6, the authorization response time increases gradually as concurrent
access requests grow, but remains sufficiently low for practical healthcare usage. This demonstrates that fine-grained access
governance through smart contracts is feasible in real-world smart hospital scenarios.

4.5.2 Auditability and Unauthorized Access Handling

Each successful and unsuccessful access was permanently logged in the permissioned ledger. Chaincode validation rejected
requests for unauthorized access, and events were added to the audit trail. This offers clear forensic accessibility to
healthcare leaders and comforts adherence to privacy laws like HIPAA and GDPR.

4.6 System-Level Performance Analysis



Journal of Cyber Security and Risk Auditing Vol.2026, No.3 ISSN: 3079-5354 STR [ ]

4.6.1 Integrated Architecture Efficiency

The entire system was stable with constant upload, verification, and retrieval loads. The IPFS-blockchain architecture
proposed had a high throughput of transactions, low latency in retrieval, and ledger growth could be controlled at the same
time. This proves the hybrid design to be successful in balancing security, scalability, and usability within the healthcare
data ecosystem.

4.6.2 Operational Robustness under Increasing Workload

As the number of records increased, no critical performance collapse was observed in transaction commit, retrieval
verification, or access-control operations. The permissioned blockchain maintained a stable governance layer, while IPFS
absorbed large-file storage growth efficiently. This makes the architecture suitable for long-term deployment in data-
intensive healthcare environments such as ICUs, hospital record systems, and distributed medical networks.

4.7 Statistical Significance and Result Robustness

The reported results were obtained across repeated benchmarking runs under identical workload configurations.
Throughput values remained stable within the observed 145-162 TPS range, while retrieval latency variation remained
low relative to the baseline model. Response time of access-control behavior also exhibited similar behavior during
concurrent request testing. As the variability of these metrics is low, it means that these performance gains of the proposed
architecture cannot be explained by the random workload effect and that they are rather a consequence of the hybrid
separation between on-chain governance and off-chain storage. Altogether, the experimental results lead to the
quantitatively supported hypothesis that the suggested blockchain-IPFS-compounded architecture is a secure, scalable,
and effective solution for healthcare data management in the next-generation MIoT setting.

5. Discussion

The findings of the experiment prove that the suggested permissioned blockchain-IPFS architecture is useful in terms of
overcoming the key challenges of healthcare data governance, such as the scalability of storage, controlled access, integrity,
and an efficient ability to retrieve massive medical records. In this part, implications of the received results are discussed,
and the results are compared with the currently existing systems based on blockchain in healthcare and the practical use of
the framework suggested to the reader of real-life digital hospitals implementation, as illustrated in Table 3.

5.1 Discussion on Blockchain Transaction Performance

The blockchain layer achieved stable transaction throughput between 145 and 162 transactions per second, indicating that
permissioned blockchain infrastructure can efficiently govern healthcare metadata and audit logs without creating excessive
bottlenecks. This result is particularly important because healthcare ecosystems require frequent registration of patient
records, access requests, and verification events. By storing only metadata and cryptographic references on-chain, the
proposed framework avoids the transaction inefficiencies typically associated with blockchain-only storage systems. The
observed throughput, therefore, confirms that Hyperledger Fabric is well-suited for enterprise healthcare environments
where privacy, traceability, and performance must be maintained simultaneously.

5.2 Discussion on Retrieval Efficiency and Clinical Usability

The average retrieval latency of approximately 420 ms confirms that the blockchain-IPFS architecture can provide timely
access to encrypted healthcare records. In comparison with blockchain-only storage, which produced retrieval delays above
680 ms, the proposed architecture achieved an improvement of nearly 38%. This reduction is operationally significant in
healthcare contexts where clinicians may need rapid access to historical patient summaries, ICU vitals, or event-based
medical records. By offloading file storage to IPFS while preserving blockchain-based verification, the proposed model
improves usability without weakening data integrity.

5.3 Discussion on Storage Scalability and Ledger Efficiency
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One of the significant weaknesses of the traditional blockchain healthcare network involves the rapid increase in size of
the ledger when large files are placed directly on-chain. The suggested infrastructure solves this problem by decreasing
blockchain storage load by almost three-quarters (72 percent). This finding indicates that the system is better scalable when
using long-term healthcare deployments with high data volumes. Given that a hospital results in records being created by
the medical sensors, lab systems, and electronic health platforms at all times, such storage efficiency is paramount to
realistic implementation. Availability and resilience are also enhanced by the distributed IPFS layer because it eliminates
points of failure.

5.4 Discussion on Access Control and Security Governance

The access-control mechanism based on smart contracts showed average response times of less than 150 ms, which
validates that the secure permission validation can be incorporated without incurring impractical delays. This is a valuable
input since healthcare data systems need to serve the needs of both efficient privacy and quick availability to any valid
medical user. The access requests are permanently logged as well, which leaves no room to doubt the credibility of the
framework because it offers immutable audit trails. This feature particularly comes in handy in terms of adherence to
healthcare privacy policies and response to forensic examination after an incident.

5.5 System-Level Robustness and Practical Implications

The system level was also stable to the increasing workloads and to frequent benchmarking. The joint effort of Hyperledger
Fabric and IPFS enabled managing the data safely and avoiding the pressure of the ledger and the storage layer.
Deployment-wise, it makes the framework suitable in terms of smart hospitals, distributed clinics, and multi-stakeholder
healthcare ecosystems in which enormous datasets should be stored safely and made available to authorized individuals.
The architecture is also extensible and therefore can be expanded to encrypted analytics, federated hospital networks, as
well as privacy-preserving data sharing in the future.

5.6 Limitations and Future Directions

Irrespective of the encouraging results, the proposed framework has certain limitations. The workload of healthcare
simulated in this research modeled the MIloT-motivated hospital settings, and further studies need to confirm the
architecture on larger clinical datasets in real-life settings. Besides that, the ongoing assessment concentrated more on
storage, retrieval, and governance measures; additional research can look into more sophisticated encrypted querying,
cross-institution interoperability, and robustness in more complicated adversarial environments. Additional extensions with
zero-knowledge proofs, privacy-preserving search, and federated governance could also be implemented in the future and
enhance the secure healthcare data ecosystems even more.

6. Conclusion and Future Work

This paper introduced a blockchain-IPFS hybrid permissioned architecture of the secure, scalable, and encrypted
governance of healthcare data in Medical Internet of Things (MIoT) setups. The architecture addresses various key
drawbacks of traditional blockchain-based healthcare systems. These setbacks include overgrowing ledgers, inefficient file
access, and poor scalability in terms of handling large medical datasets by decoupling data storage and blockchain
transaction processing. The experimental evaluation demonstrated that the proposed architecture achieves a stable
transaction throughput of up to 162 transactions per second while maintaining consistent performance under increasing
healthcare data workloads.

Table 3. Comparison of Recent Blockchain—IPFS Healthcare Data Management Approaches with the Proposed
Architecture

Ref Decentralized Secure Data  Access Blockchain-I1PFS Real-Time System Interoperability
Storage Sharing Control Integration Retrieval Scalability Support
[1] v v v v X v X
[2] v v v v X v X
[3] v v v v v v X
[4] v v v v X v X
[5] v v v v v v v
[6] v v v v X v v
Proposed N v v v v v

16
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The integration of off-chain storage significantly improved system efficiency by reducing blockchain storage overhead by
approximately 72% compared to traditional blockchain-only approaches. Furthermore, encrypted healthcare data retrieval
latency was reduced by nearly 38%, with average retrieval times of approximately 420 ms. The smart contract-based access
control mechanism also demonstrated efficient authorization performance, maintaining response times below 150ms even
under concurrent access requests. These results confirm that the proposed hybrid architecture provides an effective balance
between security, scalability, and operational efficiency for healthcare data governance systems. Every healthcare record
on IPFS is crypto-linked with the blockchain account with immutable hash references, which guarantees that any illegal
change of healthcare data can be identified instantaneously. Simultaneously, smart contracts implement fine-grained
policies of identity-based access control, which allow sharing sensitive information about patients with authorized
healthcare stakeholders in a secure manner. The future research should test the system on big real-life clinical data, which
is available in the running healthcare facilities. The incorporation of advanced security and intelligence mechanisms in an
attempt to further upgrade the architecture will also be studied in future work.
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