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ABSTRACT

The Internet of Things (10T) is becoming increasingly integrated into our daily lives. However, this rapid
expansion raises significant concerns about future cybersecurity risks and the trustworthiness of this
promising technology. This study aims to consolidate existing knowledge on the various cyberattacks
and challenges facing loT security, as well as to review the frameworks and solutions that have been
proposed to address them. Additionally, it explores emerging trends and identifies gaps in the current
IoT cybersecurity landscape. The literature review revealed that privacy breaches and cybercrimes
remain the most pressing concerns. Artificial intelligence has emerged as a promising approach to
enhancing cybersecurity in 10T environments. Nevertheless, several threats such as those targeting
confidentiality, authentication, and server connectivity remain insufficiently addressed. This highlights
the need for broader research and the application of real-world case studies to evaluate the effectiveness
of proposed security measures.
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1. Introduction

Internet of Things (10T) devices have become increasingly integrated into sensitive sectors such as healthcare and finance.
However, their influence extends far beyond these industries, reaching homes, smart cities, and many aspects of daily life.
loT enables connectivity among intelligent objects, applications, and cloud services, with an estimated 50 billion devices
projected to be connected to the Internet by 2020 [1]. This massive connectivity, combined with the growing reliance on
artificial intelligence, places immense pressure on vendors and device manufacturers to ensure the security and reliability of
these technologies. Trust in 10T begins with security—particularly because these devices are constantly exposed to cyber
threats when connected to the internet. Examples include cybercrimes, malware, software piracy, and other damaging attacks
[1] [2]. However, the rapidly evolving nature of 10T makes it difficult for existing security solutions to remain effective.
New threats emerge daily, requiring continuous development of security frameworks and approaches [3]. Therefore, regular
reviews and updates of cybersecurity techniques are essential. This study aims to review recent advancements in
cybersecurity risk analysis for 10T, identify various attack types and challenges, and evaluate proposed frameworks and
solutions. Furthermore, it highlights the most widely used risk detection techniques, explores emerging trends in loT
cybersecurity, and addresses gaps found in the literature with recommendations for future research.

1.1 Motivation of the Research

As the world stands on the verge of a new era shaped by virtual reality and hyper connectivity, 10T is rapidly emerging as a
transformative force in both technology and artificial intelligence. The exponential growth in the use of 10T devices [4] raises
significant concerns about privacy and cybersecurity, which have become top priorities for risk management professionals.
Although 10T is set to revolutionize various domains, unresolved security issues—such as privacy, authentication, and
confidentiality—continue to hinder trust and full adoption [5]. Massive volumes of data are transmitted daily through loT
networks, making them highly vulnerable to cyberattacks. As such, a robust and forward-looking cybersecurity risk
management strategy is urgently required to secure the future of loT.

1.2 Problem Statement

Due to their highly interconnected nature and evolving technological landscape, 10T devices are increasingly exposed to a
wide range of cyber risks and vulnerabilities [2]. As global attention shifts toward 10T innovation, new threats continuously
emerge, necessitating updated and comprehensive reviews of current risk assessment frameworks and strategies. The
complexity of 10T systems—along with their integration into numerous platforms and data-driven environments—elevates
their susceptibility to cyberattacks. Security concerns are no longer limited to manufacturers; end-users now demand
trustworthy, secure technologies [6]. This demand is driving the need for practical and effective cybersecurity solutions [7].
Furthermore, the diversity of approaches and frameworks proposed in recent studies raises critical questions: What are the
most effective techniques for 10T risk detection? What are the emerging trends in 10T cybersecurity? Which types of attacks
pose the greatest threats to 10T systems?

This study focuses on identifying and analyzing the most recent frameworks and approaches for cybersecurity risk
assessment and management in the context of loT. Specifically, it seeks to: Review key techniques used for detecting
cybersecurity risks in 10T. Identify the most common and dangerous types of cyberattacks targeting loT devices. Explore
emerging trends and strategies in the field of 10T cybersecurity. The literature review was conducted using keywords such
as loT, cybersecurity, cybersecurity frameworks, and cybersecurity approaches. Cybersecurity in 10T has attracted
significant scholarly attention, especially over the past five years, resulting in a wealth of literature proposing various
solutions and frameworks to address critical security threats. Given the dynamic nature of 10T, frequent and updated review
studies are essential. This research aims to contribute meaningfully by synthesizing the state-of-the-art studies in the field
and tracing the progress of 10T cybersecurity research. The main objectives are to:

Identify various cybersecurity frameworks and approaches proposed for 10T cybersecurity risk analysis.

Categorize the different types of attacks and challenges facing IoT devices.
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Highlight the most important risk detection techniques used in 10T security.
Identify current trends in 10T cybersecurity.

Expose gaps in the literature and recommend future directions for research and practical implementation.

2. Literature review

This section presents a critical analysis of key studies conducted over the past decade on cybersecurity in the Internet of
Things (1oT). The selected works provide insights into the major challenges, threats, and solutions proposed to secure 10T
systems across various domains. A study by [1] this empirical study emphasized two major threats to 10T systems software
piracy and malware attacks—due to their significant economic impact. The authors introduced a novel detection approach
for pirated software and malware-infected files within 10T networks. Experimental results demonstrated that the proposed
solution outperformed existing methods in enhancing 10T cybersecurity. [2] Highlighting the daily integration of 10T into
our lives, this study used the EBIOS methodology to conduct a risk analysis focused on vulnerabilities in 10T architecture.
The key contribution lies in identifying the most critical security risks developers should prioritize, especially
vulnerabilities in sensors, smart switches, and small actuators within specific contexts. [3] This review paper investigated
why existing risk assessment approaches are inadequate for 10T environments. The analysis revealed several limitations,
including. The periodic nature of assessments, Evolving system boundaries and limited knowledge, Lack of attention to
systems integration (“the glue"), overlooking the potential use of assets as attack vectors. The authors advocate for
continuous, automated risk assessment mechanisms and the development of predictive simulation tools.

Another study [4] this literature-based study explored the rapid growth of 10T and its connection with artificial intelligence
(Al). 1t examined both the use of Al to secure 10T systems and the threats Al itself may pose. While many Al algorithms
show promise in enhancing 10T security, others require further development. The paper also addressed the misuse of Al
and 1oT technologies for malicious purposes. [5] This survey focused on current 0T security challenges and standards.
The authors reviewed authentication protocols and access control mechanisms, highlighting the importance of security
standardization and predicting trends in 10T cybersecurity. [6] Addressing the growing concern of cybersecurity among
vendors and consumers, this empirical study simulated attack scenarios to assess the vulnerability of 10T applications. The
findings revealed significant exposure to cyber threats, emphasizing the urgent need for stronger security solutions. [8]
This systematic review examined the development of cybersecurity frameworks for smart cities. The authors proposed a
model to assess the cybersecurity capabilities of 10T-based smart city solutions. Their findings suggest that smart cities,
heavily reliant on 10T, are highly vulnerable to cyberattacks. The proposed model supports enhancing cybersecurity
resilience, especially when integrated with additional technologies. [9] Focused on industrial control systems within loT
environments, this empirical study proposed a framework to evaluate the security of distributed control systems at the
design stage. Using an experimental setup and alloy analyzer, the authors demonstrated the framework’s utility in
identifying and mitigating cyber threats during system development. [10] This empirical research introduced an adaptive
cybersecurity framework for 1oT-based healthcare systems. Using game theory simulations, the authors showed that their
framework could effectively predict and respond to dynamic cyberattacks. The study underscores the importance of
proactive defense strategies in critical healthcare infrastructure.

In a study by [11] explored the risk management in loT-dependent organizations, this empirical study developed an
Improved Cuckoo Search (ICS) algorithm for cybersecurity risk assessment. Simulation results confirmed the algorithm’s
effectiveness, although the evaluation was limited to a single 10T system. [12] This practical study addressed privacy
violations in smart homes due to loT usage. The authors proposed a user-centric risk assessment model implemented via
the ADOXX metamodeling platform. While the study was limited to smart home devices, it contributed significantly by
raising user awareness and empowering informed decision-making regarding 10T risks. [13] This review paper highlighted
users’ lack of awareness regarding [oT security risks, especially related to data privacy and integrity. Drawing on secondary
data, the authors identified 12 types of attacks with varying severity. The study emphasized the growing concern over 1oT
vulnerabilities and the ease with which skilled attackers can exploit security weaknesses—particularly in unsupported or
outdated devices. A study discussed the issues of software piracy and malware attacks as two of the most critical threats
facing loT systems, with substantial economic implications. It proposed a novel solution to detect pirated and malware-
infected files in 10T networks. The empirical results demonstrated improved performance over existing techniques [1].
Another research used the EBIOS methodology to conduct a risk analysis focused on vulnerabilities in 10T architectures.
It emphasized the need for developers to secure specific application components such as sensors and actuators, which were
identified as the most vulnerable [2]. A review identified limitations in existing 10T risk assessment methods, citing issues
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such as infrequent evaluations, evolving system boundaries, and the failure to account for systems as potential attack
platforms. The study concluded that automated and continuous risk assessment tools are necessary [3]. Artificial
intelligence’s role in IoT security was explored in another paper, which reviewed how both attackers and defenders are
using Al. The study found that while some Al techniques are effective, many require further research. It also highlighted
the criminal exploitation of Al in targeting loT systems [4].

Recent 0T research has focused on authentication, access control, and security protocols, as highlighted in a survey study.
The paper also projected future trends in 10T security [5]. Another empirical study examined 0T systems' vulnerabilities
by simulating two attack scenarios. It concluded that many applications remain highly vulnerable and emphasized the need
for stronger consumer and vendor awareness [6]. In a systematic review of cybersecurity frameworks for smart cities,
researchers proposed a model for assessing 10T security in urban settings. The paper found that as smart cities become
more dependent on loT, their vulnerability to attacks increases significantly [8]. Industrial control systems entering the 10T
landscape were the focus of another empirical study. It proposed a security framework for early-stage distributed control
system design, helping to prevent threats before deployment [9]. A healthcare-focused paper introduced an adaptive
cybersecurity framework that reacts to dynamic and intelligent cyber threats using game theory. The proposed system was
tested and proved effective against adaptive attacks [10]. Information system organizations that heavily rely on loT were
the subject of a study proposing an improved cuckoo search algorithm for risk assessment. Though effective, the study’s
limitation was its application to only one system [11]. Privacy risks in smart homes were explored in a practical study using
ADOXX to model how non-expert users could assess and respond to their own cybersecurity risks. Findings highlighted
the importance of end-user awareness [12].

Another review identified twelve types of attacks on 10T systems and noted that manufacturers often do not provide ongoing
security support, making devices easy targets for skilled attackers [13]. A survey paper explored the role of computational
intelligence (CI) in 10T cybersecurity. It identified key challenges for CI integration, such as algorithm efficiency and
compliance with data regulations. The authors proposed 5G and privacy-preserving techniques as future solutions [14].
Cybercrimes targeting 10T were the focus of another review, which categorized 10T challenges and recommended
blockchain for its integrity and encryption benefits [15]. In a healthcare context, researchers developed a hierarchical
cybersecurity model for 10T systems that complies with international standards. This case-based study ensured traceability
and verification in its layered security model [16]. The GHOST research project introduced a smart home cybersecurity
framework. Practical trials confirmed the framework’s ability to adapt to real-life threats [17]. Another case study combined
a literature survey with grounded theory to evaluate cyber risks in Industry 4.0. It found a major gap in disaster recovery
planning for industrial 10T systems [18]. A review examined data privacy issues in 10T systems and concluded that the
high volume and sensitivity of data significantly increase security concerns [19]. Security vulnerabilities in both
commercial and industrial 10T devices were discussed in a dual-case study. The authors advocated for affordable security
solutions before widespread loT adoption [20]. To assess smart home cybersecurity solutions, researchers simulated
realistic attack scenarios using the SmallWorld platform. Their proposed framework improved user trust and provided
accurate risk evaluation [21]. An economic impact analysis of 10T cyber risks used two models—Cyber Value at Risk and
MicroMort—to suggest a standardized framework for assessing loT-related financial threats [22]. A holistic review
examined how mobile computing can enhance 10T security by integrating hardware and software defenses. The study found
that mobile computing is a key trend in this field [23]. Ontology-based cybersecurity for IoT was proposed in a case study
using a knowledge-reasoning framework. The loTSec ontology was shown to be structurally sound and effective [24].
Smart home cybersecurity was assessed using the OCTAVE Allegro methodology, revealing 15 significant threats and
contributing a foundational model for future security designs [25]. The influence of human behavior on cybersecurity
profiles was investigated through a human-factor model. The study proposed that human considerations should be
integrated into cyber-risk strategies [26]. Cybersecurity risks in the digital economy were addressed in a theoretical analysis
that updated an existing evaluation framework and introduced a new one. It emphasized the lack of existing literature on
digital economy cybersecurity [27]. Another review synthesized risk assessment models for 10T. It defined common risk
types, evaluation approaches, and suggested future strategies for mitigation and transfer of risk [28]. A study targeted at
organizations and federal agencies introduced a practical guide for enhancing 10T cybersecurity. It emphasized that trust
depends on both usage context and device functionality [29].

A comprehensive review classified threats to 10T devices and emphasized issues like confidentiality and organizational
trust. It concluded with a taxonomy of attack types [30]. Data theft and privacy breaches were central to another review.
The authors outlined existing countermeasures such as authentication and secure communications but favored digital
signatures for better protection [31]. A framework consisting of four cybersecurity layers was proposed to mitigate loT
risks while ensuring efficient resource allocation. It also addressed a gap in existing literature on risk management [32]. In
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another critical analysis, cyber threats to 10T infrastructure were classified, and various attack methods were discussed.
The authors highlighted that cybersecurity is essential for a stable 10T ecosystem [33]. Device-level hardening was
proposed as a method to enhance 10T security before deployment. The qualitative analysis demonstrated the benefits of
this proactive approach [34].

An empirical study introduced a layered security model combining 10T, edge, and cloud technologies. It reduced potential
vulnerabilities through multi-layered defense [35]. Fuzzy inference combined with expert validation was used in a new
technique for risk detection. Simulation results showed it outperformed traditional fuzzy models [36]. A review highlighted
sectors most affected by loT threats: public administration, education, and industry. The authors suggested these sectors
should be priorities for future security developments [37]. A grounded theory-based study proposed a new assessment
framework for cyber risk in 10T. It filled gaps in prior research and provided comprehensive impact insights [38]. A review
of emerging loT technologies concluded that data confidentiality remains the most pressing challenge. The authors
advocated for a reliable, standardized security framework [39].

Finally, a new impact assessment model for Industry 4.0 was proposed using grounded theory. The model emphasized
regulatory alignment and economic evaluation of cyber risks [40]. A review of machine learning applications for loT
security concluded that Random Forest and K-Nearest Neighbors are the most accurate detection techniques. It also stressed
the effectiveness of SDN and fog-layer networks [41].

3. Research methodology

This section outlines the methodology adopted in this study, detailing the sequence of steps undertaken for selecting,
analyzing, and synthesizing relevant literature. It includes the eligibility criteria for study selection, information sources,
search strategy, selection process, data analysis procedures, and key findings.

3.1 Eligibility Criteria

The review was guided by specific eligibility criteria to ensure the inclusion of relevant and high-quality studies. The
selected research articles primarily addressed the cybersecurity of the Internet of Things (1oT), focusing on challenges,
attack vectors, risk factors, and proposed frameworks or approaches to mitigate cybersecurity issues. Additionally, review
papers that discussed 10T cybersecurity risk assessment and management frameworks were included.

3.2 Information Sources

The study relied on reputable databases such as ScienceDirect, IEEE Xplore, Google Scholar, and Academia.edu. Only
peer-reviewed journal articles and conference papers published in high-impact, internationally recognized venues were
considered to ensure the credibility and academic rigor of the sources.

3.3 Search Strategy and Selection Process

A systematic search strategy was employed using key terms such as “IoT,” “cybersecurity,” “cybersecurity frameworks,”
and “cybersecurity approaches.” These keywords were applied across selected academic databases. The inclusion criteria
filtered articles published between 2015 and 2022, with a particular emphasis on studies from 2018 to 2022 due to the rapid
evolution of 10T technologies and associated security concerns during this period. Further screening was conducted based
on the relevance to the research objectives, contribution to the field, and depth of discussion. Articles lacking substantive
analysis or practical contribution were excluded. This rigorous process resulted in the selection of 40 relevant articles,
which were then included in the systematic review.

3.4 Data Analysis and Synthesis

Each of the 40 selected studies was classified according to its research design empirical, practical, survey-based, or review.
The key research objectives, problem statements, findings, and recommendations were extracted. The author developed a
structured synthesis by organizing the studies into a comparative framework that captured: Key cybersecurity challenges
and threats in 10T. The impact of various types of attacks. Proposed frameworks and technical solutions. Detection and
mitigation techniques used. A summary table was constructed to provide a consolidated view of the above elements,
facilitating a thematic analysis of emerging trends and gaps.



Journal of Cyber Security and Risk Auditing Vol.2023, No.1 ISSN: 3079-5354 STH -

3.5 Findings

The findings present a consolidated overview of the insights derived from the reviewed literature. Multiple categories of
cyberattacks and their corresponding impacts on 10T systems were identified. Furthermore, the review highlighted
significant research gaps, particularly regarding the effectiveness and coverage of existing security frameworks in real-
world 10T deployments.

Emerging trends such as the application of artificial intelligence, blockchain, and edge computing in enhancing loT security
were also identified. These trends and gaps serve as a foundation for proposing future research directions and informing
the development of more robust 10T cybersecurity solutions. The overall methodology followed in this study is visually
summarized in Figure 1.

léﬁ [ Used Key words ] [ Used search engines ]
= |
= -
% [ Unfiltered collaected studies ]
p— L
Filtering according
to date of
publication
.
[=Ts]
= Filtering according
E
@ —= to reliable sources
==
i
Filtering ar.:r,:a-rchng Filtering accordlng
to discussion & to development of
depth ch analysis research area
@ —
= o
= 2 JJ '
= 1 [ Final filtered studies ]
g =

Figure 1. Literature review search strategy framework

4. Evaluation and Analysis

Table 1 presents a comparative summary of the 40 reviewed articles. The comparison is based on three key dimensions:
(1) the types of cybersecurity attacks or challenges identified in each study, (2) the frameworks or approaches proposed to
address these challenges, and (3) the detection techniques employed or recommended. The table highlights the diversity of
solutions and methodologies adopted across the literature, offering insights into how different studies have approached loT
cybersecurity and responded to specific threat vectors.

Table 1. Related works on loT.

Sgq Comparison Factors
&% = Attacks/challenges  Proposed framework/approaches Detection techniques
Software piracy  Approach to check the existence of the
[1]  and malware pirated software and malware-infected Atrtificial Intelligence
attacks. files in the 10T network:
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Stud
ies

Comparison Factors

Attacks/challenges

Proposed framework/approaches Detection technigues

Challenges:
economic and
reputational
damages.

- The TensorFlow deep neural network
to recognize the pirated software

- tokenization and weighting
characteristics to get rid of the noisy
data

- Deep learning approaches

to check the source code plagiarism

[2]

Confidentiality
concerns, and data
exploitation

Risk analysis based on EBIOS
methodology

[3]

Organization’s
assets attacks

A form of runtime, near-real-time risk
assessment support

[4]

Network gateway
attacks

cloud data server
connections attacks

N/A Artificial Intelligence

[5]

Active attacks
Passive attacks
Denial of Service
(DoS) attacks
Man-in-the-Middle
attacks

Replay attack
Timing attack
Node capture
attack

Impact on the
services provided
by the loT

N/A

[6]

Application
services attack,
data integrity
attack, privacy,
trust, identity,
standardization

N/A Cloud computing

[8]

Controlling traffic
lights/ Attacks
against smart
vehicles/
Collapsing the
power grid/
Surveillance
cameras/water
supply (chemical
levels)/power
outage

Smart cities lose
control of their
systems as a result
of the attacks

An evaluation model to assess the
cybersecurity (level of maturity) of loT Cognitive security technique
solutions used in a smart city

[9]

Eavesdropping
attack

Identity faking
attack

Disclosure of
sensitive data

A proposed framework for the

security  verifying of distributed
industrial control systems.

The framework is based on modelling
industrial 10T infrastructures,
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Attacks/challenges  Proposed framework/approaches

Detection technigues

patterns made by the attacks, and
mitigation techniques to stop the
attacks.

And using Alloy analyzer to prove
mitigation techniques

Health care
[10] services attacks The dynamic Adaptive Cybersecurity
including physical Framework
attacks/ Data loss
context privacy
Le_akage/ s_taff Algorithm improved cuckoo search
isoperation and (ICS) for o
[11] f;? :spicﬁl;gt?c\;\:ler/ a back- propagation neural network tl\égxﬁ:qmgta—heurlstlc
awareness lack of gzzli\llilt\l) to enhance the accuracy and
users/ privacy y
cognition
Profiling attacks/
Privacy-violating / A smart-phone application, that
Lifecycle allows users to monitor their household
[12] Transitions/ devices that uses loT, in a quick
Inventory attack/  process, also they can check the state of
It shows Impact on security of these devices instantly.
the physical world
Cybercriminal
attacks
[13] Impact on the N/A
server
IoT systems’
vulnerability
Malware detection Privacy preserving data techniques and Computational intelligence/ cyber
[14] Data security a 5G loT environment, in additionto  defense technologies/intrusion
concerns computational intelligence cyber detection
Personal & public defenses Techniques.
physical
safety risk issues.
Cybercrimes
[15] Impacton global  Blockchain technology
economy
[16] ?;Sgﬁzggaiifsrv'ces _Normat!ve hierarchical r_nodel of the
challenges international cybersecurity standards
Cybersecurity
issues in smart
homgs. GHOST - Safe-Guarding Home loT
17 Eh)t/swall( attttacli Environments with
[17] Sc?ftv\\ll\gre Zuz%k Perso_nalized Real-time Risk Control
| security framework
mpact on
Safeguarding
homes
Cyber physical A novel introduced design principles
[18] attacks map interactions among various
Economic impact  factors in the 10T devices
[19] Identity and data N/A

theft
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Device
manipulation,
Data falsification
Network
manipulation
Impact on
application
platforms
Commercial and
industrial loT
[20] devices N/A
vulnerability
concerns
A proposed approach which relies on
Physical attacks the Vilrltual envirOnmentsj exllolo_itation,
[21] (DoS) as well as, agent—t_)ased simulation, to
identity fabrication assess cyber_securlty solutlo_ns f_or th_e
next generation of loT applications in
real life scenarios
Economic impact 10T MicroMort model
concerns caused by with current cyber risk valuation
[22] ;
cybersecurity frameworks, to calculate the
issues economic impact of 10T cyber risk
Attacks related to
smartphones/Phish
ing/Spoofing/Mal
ware
[23] attacks/Physical ~ Hardware and software-based solutions Mobile computing
attacks/DoS/Man
in
middle/eavesdropp
ing, replay attacks
.. An ontology-based cybersecurity
ACCESS to sensitive framework using knowledge reasoning
[24] information for loT doft hes:
challenge. or loT, composed of two approaches:
design time and run time
Flooding attacks
Jamming attacks
Replay attacks
Unauthorized
[25] routing update and OCTAVE Allegro methodology.
wormhole attacks).
Eavesdropping and
impersonation
attacks
- Methodology based on the concept of
[26] Profiling of human Human Factors to obtain Cybersecurity
attacks .
profiles
Economic impact  Digital economy specific novel
[27] concerns as a result framework for impact evaluation of loT
of cybersecurity  cyber risk.
[28] N/A Effective risk assessment
[29] Privacy issues N/A
concerns
[30] Physical attacks  N/A
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Attacks/challenges

Proposed framework/approaches

Detection technigues

DoS attacks
Reconnaissance
attacks

Access attacks
Privacy attacks
Cybercrimes
attacks

Destructive attacks
SCADA Attacks

Eavesdropping,
injection of
fraudulent packets,
and non-authorized
conversations.
Exploiting the

[31] software, accessto N/A
sensitive data
physical attacks
Network attacks
Application attacks
Zigbee attacks
Z-Wave attacks
Privacy issues A linear programming method for the
[32] Protection of IoT allocation of financial resources to
assets concerns multiple 10T cybersecurity projects
[33] Cybercrimes N/A
Evaluating the level of security of an
Viruses loT s_olution based ona checklist that
[34] (DoS) considers the security
aspects in the three layers of the 0T
architecture
Main challenges:
Improper device 10T layered model: generic
[35] updates and stretched with the privacy and
Lack of effective  security components and layers
and robust security identification.
protocols
Risk estimation technique which
. integrates the fuzzy inference system
[36] Se_curlty and witf?expert judngnt to evaluaza
privacy challenges Lo
security risks of access control
operations in the 10T system
[37] Dataloss attacks  N/A
[38] High impact cyber Novel model for
attacks impact assessment of 10T cyber risk
Security and
[39] confidentiality of N/A
data concerns
Economic risks
related to 10T
[40] %tﬁgle(;ﬁf s Impact assessment model of 10T cyber

Privacy concerns
Ethics concerns
Trust concerns

risk in Industry 4.0
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Sg Comparison Factors

& =  Attacks/challenges  Proposed framework/approaches Detection technigues
Reliability
concerns

Acceptability, and
security concerns
BOT Net attack
[41] Data exploitation
concerns

Utilized Software Defined Networks

(SDN) and the fog layer of networks Machine learing

The reviewed literature revealed a wide range of cybersecurity threats targeting the Internet of Things (1oT). The focus of
the studies varied, with some addressing specific attacks while others explored broader challenges associated with 10T
cybersecurity. This section presents a detailed analysis of the various types of attacks identified in the literature, along with
the corresponding frameworks and solutions proposed to mitigate these threats.

Beginning with smart cities and smart homes, the primary concern within smart cities is maintaining control over critical
infrastructure. Cybersecurity breaches in this context can disrupt power grids and water supplies, leading to the collapse of
essential services ([8]). Similarly, smart homes face serious privacy violations that can have real-world consequences
([12]). In addition, [17] identified physical, network, and software-based attacks as significant threats to home security
systems. Further threats to smart homes include eavesdropping, impersonation, network routing manipulation, and service
availability disruptions ([25]). Proposed solutions for mitigating these threats include the OCTAVE Allegro risk evaluation
methodology, the GHOST safeguarding framework for smart homes, and smartphone-based applications for monitoring
household device activity.

In the economic and industrial domain, several studies emphasized the growing concern over the financial implications of
loT-related cyberattacks. As 10T devices become increasingly integrated into industrial infrastructure, the risk of economic
disruption rises ([18], [20], [27], [40]). Proposed solutions in this area included mapping the interactions among critical
10T components and adopting the 1oT MicroMort model for assessing the economic impact of cyber incidents.

The healthcare sector also emerged as a critical area of concern. Cyberattacks in this context pose threats not only to
sensitive patient data but also to the physical safety of healthcare infrastructure ([10], [16]). Recommended solutions
include the development of normative, hierarchical models aligned with international cybersecurity standards, as well as
frameworks that enable dynamic adaptation to emerging cyber threats.

Cybercrime was another prominent topic across multiple studies ([3], [13], [15], [26], [33], [39]). The scope of these attacks
ranged from targeting organizational assets and critical data to large-scale economic disruption and human profiling.
Proposed approaches included the implementation of blockchain-based security protocols, real-time and near real-time risk
assessment mechanisms, and the integration of human factor modeling to create comprehensive cybersecurity profiles.

Privacy concerns were extensively addressed across numerous studies ([6], [9], [11], [14], [19], [21], [23], [24], [29]-[32],
[36], [41]). Identified threats in this domain include eavesdropping, identity theft and impersonation, data falsification,
unauthorized access to sensitive information, and integrity violations. To counter these threats, various solutions were
proposed, including mitigation strategies utilizing Alloy Analyzer, optimization techniques such as improved cuckoo
search, and the use of virtual environments for vulnerability simulation. Other notable recommendations include hybrid
hardware-software solutions, reasoning frameworks for loT knowledge modeling, Software-Defined Networks (SDN), and
advanced risk estimation methodologies. Additionally, several studies suggested adopting privacy-preserving data
techniques, deploying cybersecurity defenses within a 5G 10T environment, and leveraging computational intelligence to
enhance protection mechanisms.

5. Results and Discussions
This section presents and discusses the key findings of the literature review, including the types of attacks and challenges
identified (summarized in Table 1), the proposed frameworks and approaches, as well as the detection techniques used

across various studies. Furthermore, this section addresses the gaps identified in the reviewed literature and outlines the
anticipated future trends in 10T cybersecurity.
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5.1 Attacks on loT
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The reviewed studies revealed a wide array of cybersecurity challenges and attacks affecting 10T systems, as outlined in
Table 1. These challenges were further categorized and quantified, with their distribution illustrated in Figure 2. The most
frequently discussed issue was privacy violation, prominently featured in studies such as [12], [14], [29], [30], and [32].
This was closely followed by concerns related to cybercrime, highlighted in studies including [13], [15], and [33]. Figure

3 provides further insight into these two dominant concerns.

Additional threats addressed in the literature included denial-of-access (DoA) attacks ([5], [21], [23], [30], [34]), which
can disrupt service availability, and data exploitation ([6], [11], [14], [19], [37], [41]), which remains a critical issue due to
IoT systems’ extensive data collection and communication. Man-in-the-middle (MitM) attacks were also identified,
particularly in [23], as another serious threat impacting data integrity and confidentiality.
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5.2 Prominent Techniques for 10T Risk Detection

In terms of threat detection methodologies, the reviewed studies presented several advanced techniques. As depicted in
Figure 4, artificial intelligence (Al) was widely recognized for its potential in identifying and mitigating cyber threats in
loT environments ([1], [4]). Other notable methods include cognitive security techniques ([8]), novel meta-heuristic
algorithms ([11]), cloud computing-based approaches ([23]), and machine learning models ([41]). These methods reflect
the increasing reliance on adaptive, data-driven strategies to address the dynamic nature of cybersecurity threats in loT
systems.

Cybersecurity Detection Techniques
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technique, 1 Technique, 1 B, e
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Figure 4. Cybersecurity detection techniques

5.3 Emerging Trends in 10T Cybersecurity

The reviewed literature pointed toward several emerging trends expected to shape the future of 10T cybersecurity. One
prominent trend is the growing integration of artificial intelligence, which is anticipated to play a critical role in enhancing
threat detection and response capabilities ([37]). Despite current advances, existing cybersecurity solutions are often
insufficient to fully protect 10T environments, emphasizing the need for more sophisticated Al-based techniques ([33]).
Additionally, several studies ([10]) underlined the importance of machine learning as a foundational tool for developing
intelligent and scalable cybersecurity solutions.

5.4 Identified Gaps in the Literature

Despite the substantial contributions of the reviewed studies, several gaps remain. Notably, the role of machine learning
techniques in 10T cybersecurity was not thoroughly examined. There is a pressing need to further explore, evaluate, and
contextualize these techniques in real-world settings. Moreover, certain types of cyberattacks remain insufficiently
addressed by existing frameworks, calling for expanded research and empirical validation of proposed solutions ([15],
[17]). These under-addressed threats include data server connection attacks ([4]), confidentiality breaches, and weaknesses
in security authentication mechanisms ([34]).

6. Conclusion
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This study offered a systematic review of the literature regarding the 10T cybersecurity issues, challenges, attack types,
detection techniques, frameworks, and approaches. Artificial intelligence has shown to be a promising technique in which
future research is going to focus on for the purpose of achieving cybersecurity solutions for the 10T discipline. Yet, the
current research is limited to the published articles in the duration between 2015-2022, also limited to the time restriction,
in which wider review requires a longer duration of the study. Another limitation was that the identification of the
frameworks and approaches being proposed was not discussed deeply from a perceptive of an expert in cybersecurity, the
study was limited to a general discussion according to the expected outcomes identified at the beginning of the research.
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