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ABSTRACT

Intrusion detection system (IDS) and intrusion prevention system (IPS) are crucial for protecting
cyberattacks that target organizational information systems, 1DS is focusing on detecting cyberattacks
while IPS is focusing on preventing cyberattack. The research examines the limitations of IDS and IPS
in detecting and preventing threats, highlighting that both systems rely on signature and anomaly-based
detection methods. However, these detection techniques require significant enhancements, as current
implementations in IDS and IPS may not effectively address all threats. The main objective of this study
is to discover the limitation feature of IDS and IPS in detecting and preventing threats. The data collection
and analysis are using a combination of quantitative and qualitative approaches, based on an in-depth
review of research and review articles. The analysis shows that attackers can exploit information systems
due to the absence of latest signatures and anomaly-based detection in intrusion detection systems (IDS)
and intrusion prevention systems (IPS). The findings recommend that cybersecurity professionals should
regularly update and verify both signature-based and anomaly-based detection mechanisms, as well as
implement both network-based and host-based level to ensure that IDS and IPS can effectively detect
and prevent threats in real time.
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1. Introduction
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As cyberattacks grow in complexity and frequency, the demand for robust security measures to safeguard organizational IT
infrastructure becomes increasingly crucial. In response, organizations adopt Intrusion Detection Systems (IDS) and
Intrusion Prevention Systems (IPS) as essential technologies for monitoring and protecting cybersecurity infrastructures [1].
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Figure 1: Network based intrusion detection and prevention system.

Based on Figure 1, shows that the implementation of IDS and IPS depend solely on network-based IDS and IPS systems.
When the computers disconnect from the network, the attacker definitely can exploit the computers without detecting and

preventing IDS and IPS.
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Figure 2: Host based intrusion detection and prevention system.

According to Figure 2, demonstrates that the implementation of IDS and IPS depend solely on host-based IDS and IPS

systems. When the attacker targets to exploit through the network, the attacker might be able to exploit the computers
without detecting and preventing IDS and IPS.
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Figure 3: Network and host-based intrusion detection and prevention system.

Regarding Figure 3, illustrates a secure implementation of IDS and IPS, while it consists of network-based IDS and IPS as
well as host-based IDS and IPS, it is considered as a secure implementation of cybersecurity control because it can manage
cyberattacks from both network and host level [5]. An intrusion detection system (IDS) is a detective control mechanism
that identifies cyberthreats and notifies malicious events to cybersecurity professionals. An intrusion prevention system
(IPS) is a preventive control in nature that prevents cyberthreats from occurring in information system. IDS and IPS have
signature and anomaly-based detection methods to detect and block cyberthreats. Signature based detection relies on
common vulnerability exposures (CVE) and tends to produce fewer false positives. However, it is unable to detect or block
new or unknown threats. Anomaly based detection generates more false positives, but it can identify and block new or
unknown threats [2].

The balance between signature and anomaly-based detection mechanism remains a key consideration for organizations
when implementing IDS and IPS technologies. Many organizations combine both mechanisms to enhance more
comprehensive cybersecurity protection against both known and unknown threats [2]. By integrating signature and
anomaly-based detection techniques, organizations can mitigate the risks associated with evolving cyberthreats effectively.
Incorporating IDS and IPS solutions into a comprehensive cybersecurity monitoring process offers several advantages,
including faster threat detection, more effective incident response, and strengthened protection of informational assets [3].

Although IDS and IPS offer several advantages for the cybersecurity monitoring process, especially in security operation
centers (SOC), they also produce additional concerns, including false positives, outdated signatures, inability to detect and
protect against new threats, and the complexity of managing rules. This study addresses the challenges with deploying and
managing IDS and IPS solutions and explores best practices for improving their effectiveness on detecting and preventing
cyberthreat [4].

This paper discusses the function of IDS and IPS in modern cybersecurity frameworks, focusing on their combined use to
strengthen cybersecurity monitoring processes and provide a proactive approach against evolving cyber threats.
Additionally, this study explores the features of security vulnerability detection and prevention to develop a robust
framework for cybersecurity detection and prevention [5].

It also aims to provide some recommendations to improve IDS and IPS to contribute to early threat detection, incident
response, and overall security posture enhancement. These suggestions focus on optimizing the cybersecurity monitoring
process, ensuring that organizations can better detect, prevent, and respond to potential cyberthreats in real time [5].

This article begins with an in-depth explanation of intrusion detection systems (IDS) and intrusion prevention systems
(IPS), highlighting their definitions, key features, and role in cybersecurity. Following this foundational overview, the
article explores the significant challenges with the implementation of IDS and IPS, including people, process, and
technology. Through these discussions, the article contributes to a deeper understanding of
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IDS and IPS systems, their challenges, and best practices for strengthening cybersecurity infrastructure monitoring processes
effectively.

2. Methodology

This study plans to do a literature review as well as research article documents analysis, the focus on research articles and
documents published, which discusses the challenges, benefits, and strategies to the use of IDS and IPS for the cybersecurity
monitoring process. According to [8], [9] the literature review methods are essential for providing trends, patterns, and
specific research areas, by establishing frameworks, theories, and research topics for next research on IDS and IPS.
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Figure 4: Graphical abstract of utilizing IDS and IPS to improve cybersecurity monitoring process.

The following methods demonstrate the review:

Firstly, by conducting a search to identify relevant studies about IDS and IPS from various database sources, including
Scopus, Google Scholar, IEEE, Science Direct, etc. Researchers use keywords to search, including challenge of using IDS
and IPS, utilizing network-based IDS and IPS, utilizing host-based IDS and IPS, how to reduce false positives in IDS and
IPS, benefit of using IDS and IPS, and strategy for improving IDS and IPS.

Secondly, researchers discuss and decide on the criteria of articles for the review:

1. Articles are written in English.

2. Articles publish in any form, including research articles, review articles, standard reports, and research reports.

Based on the review criteria with including a total of 51 articles. In addition, future studies should focus on overcoming these
limitations.
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3. Results and Discussion

This review divides the results into three categories: opportunities, challenges, and strategies regarding the use of IDS and
IPS. The following sections discuss each category.

3.1 Opportunity of using IDS and IPS

As cyberthreats continue to evolve and increase rapidly, the need for a cybersecurity monitoring mechanism is essential
especially IDS and IPS in order to manage security vulnerabilities effectively [1]. IDS and IPS enhance the cybersecurity
monitoring process by examining malicious activities from security logs and the underlying motivations of security
researchers in their improvement [1]. Drawing from a wide range of studies, we explore how these systems are vital not
only for strengthening digital security but also for promoting a proactive cybersecurity culture. Additionally, highlighting
opportunities in existing research and emphasizing the potential of IDS and IPS. Using a mixed methods research approach,
this review seeks to offer a thorough overview of the benefits of IDS and IPS on software security, researcher involvement,
and the broader cybersecurity landscape.

3.1.1 Various environment using IDS and IPS

Network based IDS and IPS deploy to control many endpoint devices and servers, [6] the study recommends using different
data sources for signature and anomaly based in detecting and preventing cyberthreats. Additionally, as researchers can use
different data sources from open source, enterprise source, public source, and standard source, it is also important to
predefine those data sources by conducting training and testing to make sure it can detect and block known and unknown
threats effectively [6]. In recent years, public data sources for detecting and protecting cyberthreats may exist while some
data sources might not exist by involving research community and sharing scripts which could lead to more robust and
diverse data sets in the future [6]. Network Intrusion Detection and Countermeasure Selection (NICE) is an innovative
framework that uses Software-Defined Networking and attack graph analysis to detect and mitigate coordinated attacks in
virtual cloud environments through programmable switches and specialized components such as NICE-A and a VM
profiler. Performance evaluations show that NICE effectively enhances cloud security while minimizing disruptions to user
traffic and service quality [28], [29], [35].

Intrusion detection systems (IDS) and intrusion prevention systems (IPS) are integral components of modern cybersecurity
infrastructures. These systems help in the proactive detection and prevention of security threats within networks, providing
real-time monitoring to detect and block cyberthreat [3]. IDS primarily monitors network traffic and raises alarms for
potential threats, while IPS provides a step further by actively blocking malicious activities [3]. Effective deployment of
both IDS and IPS systems significantly enhances an organization’s ability to defend against evolving cyberthreats, ensuring
an improved cybersecurity posture properly [10].

A Network based intrusion prevention system (NIPS) to protect unauthorized activities. The NIPS designs to analyze
network traffic streams, identify potential threats, and take automated actions to prevent cyberattacks. The effectiveness of
NIPS in protecting against various types of attacks, including SYN floods, Denial of Service (DoS), and attacks targeting
specific applications or infrastructure components [16].

These findings [17], [38] show the importance of IDS and IPS to detect and protect against brute force (login attempts
detection) and other types of cyberthreats beyond brute force attacks, by protecting this attack, for the cybersecurity team
needs to implement account lock out. Intrusion detection system (IDS) is significant for protecting information from
cyberattacks, it typically classifies misuse of signature and anomaly detection, and it often treats as pattern recognition
problems. This introduces the use of data mining and machine learning techniques to develop more effective IDS solutions
[18]. The use of artificial intelligence and machine learning in network intrusion detection systems enhances the accuracy
and efficiency of threat detection, enabling real time identification of sophisticated attacks. Additionally, deep learning
techniques offer improved adaptability to evolving network traffic patterns, reducing false positives and increasing the
overall effectiveness of cybersecurity systems [21]. An in details review of intrusion detection systems (IDS), focusing on
feature selection, detection models, evaluation metrics, and datasets, and analyses techniques from 2008 to 2020 including
machine learning (ML), deep learning (DL), and swarm and evolutionary (SWEVO) algorithms. It highlights the critical
role of feature engineering in improving intrusion detection system accuracy and explores the limitations of commonly
used datasets such as CIC-1DS-2017, which may not fully reflect modern and evolving cyberattack patterns. The paper also
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emphasizes the need for intelligent intrusion detection system response mechanisms capable of both accurate detection and
real time defense, highlighting important directions for future research [22], [33], [39].

In cloud environments, it also uses network based and host-based IDS and IPS to detect and protect cyberthreats, including
insider, flood, port scanning, and backdoor channel attacks [19], [41]. As DDOS attacks targets on cloud environments, it
recommends using IDS, IPS, and DDOS protection to detect and block DDOS attacks on cloud environments to secure IT
infrastructure [20], [41]. Industrial control system (ICS) uses IDS and IPS by enabling both security features signature
based and anomaly-based detection to detect and protect cyberthreats target on ICS [23].

The Internet of Things (1oT) is rapidly growing and transforming various sectors, it also introduces numerous security
vulnerabilities, and the increased interconnectivity of devices creates vulnerabilities that attackers can exploit, potentially
compromising confidential data throughout the entire system. It is crucial to implement robust security measures, including
IDS and IPS to protect the cyberattack on 10T devices [24].

The implementation of IDS/IPS using Snort on a Raspberry Pi 3B+ to enhance 10T security, demonstrating effective real-
time detection of network attacks through pen testing with tools such as Nmap and Metasploit. The research highlights the
accessibility of low-cost hardware for replicable security solutions and emphasizes the need to integrate robust defenses
early in 10T system development [30].

Wireless networks are widely used by businesses to enable quick operations, but attackers can also exploit insecure Wi-Fi
security protocols such as WEP and WPA. However, secure protocols such as WPA2 and WPAS are resistant to cyberattack
and offer a secure protection. In addition, with secure Wi-Fi security protocol, Wi-Fi networks also require security
protection from IDS and IPS to detect and protect from malicious activities [26].

3.1.2 Reduce false positive by utilizing Al and Machine learning in IDS and IPS

The field of IDS and IPS provide significant advancements with technologies now leveraging machine learning, artificial
intelligence, and advanced analytics to improve detection accuracy and reduce false positives [11]. Machine learning
models are particularly useful in recognizing sophisticated attack patterns that may otherwise go undetected by traditional
rule-based systems [12]. Similarly, deep learning techniques increasingly analyze large volumes of network traffic data
and improve threat detection in real time [13]. [14], Highlights the shortcomings of traditional intrusion detection systems
(IDS) in tackling the complex and continuously changing threats within 10T infrastructure. It presents machine learning as
a good solution for intrusion detection, covering various approaches such as supervised, unsupervised, and deep learning
methods. The discussion includes popular techniques such as artificial neural network (ANN), support vector machine
(SVM), K-Nearest neighbor (KNN), and decision trees, as well as more advanced methods such as convolutional neural
network (CNN), recurrent neural network (RNN), and generative adversarial network (GAN) [14], [40]. The importance
of developing intrusion detection techniques that are robust in adversarial infrastructure by analyzing various machine
learning and deep learning models applied to intrusion detection, such as support vector machine (SVM), decision trees
(DT), and recurrent neural network (RNN) [15], [40].

Artificial intelligence (Al) and machine learning (ML) are addressing several of the challenges faced by traditional IDS/IPS
systems. By using supervised and unsupervised learning algorithms, Al, and ML can improve detection accuracy, reduce
false positives, and adapt to new attack patterns. These technologies offer the potential to create intelligent IDS and IPS
systems that are more efficient, adaptive, and scalable [42], [47].

The deployment of IDS and IPS in modern networks faces numerous challenges, including performance issues, scalability,
false positives, and adaptability to new threats. As networks continue to evolve, it is essential to explore new methodologies
such as Al and machine learning to overcome these limitations. Researchers and practitioners must continue to refine IDS
and IPS technologies to keep pace with the evolving threat landscape and ensure robust, efficient network security [47].

3.2 Challenge of using IDS and IPS
The existing signature based and anomaly-based detection methods face challenges in achieving both high performance
and real time classification [7]. One of the standout contributions of this research is its inventive approach that combines

both speed and accuracy in intrusion detection. This method enables the identification of advanced attacks, such as zero-
day and various attacks, while still processing network traffic at line speeds. By utilizing packet-based classification for
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quick initial screening and then employing flow-based analysis for uncertain cases, the study introduces a fresh approach
to network security [7]. The paper [27] outlines key challenges in current IDPS models, including difficulty detecting zero-
day attacks and managing high false alarm rates. To overcome these, it proposes a hybrid framework combining anomaly
and signature-based detection with risk factor analysis, and suggests future research directions for enhancing loT security.
One of the most significant challenges facing IDS and IPS are their ability to scale effectively as network traffic grows.
Modern networks often handle millions of packets in real time, making it difficult for traditional IDS and IPS systems to
detect and prevent threats without causing significant latency.

The IDS/IPS placement impacts the performance of big data systems in geographically distributed WAN, using a custom
python based streaming application across various topologies including hub-and-spoke, custom-mesh, and full mesh.
Results show that the custom-mesh topology provides the best balance of high-speed data streaming and reduced
infrastructure costs, offering valuable insights into optimizing security and performance in geo-distributed big data
environments [29].

A taxonomy-based analysis of privacy concerns in IDS, categorizing sensitive data into input, built-in, and generated types,
and surveying research prototypes addressing privacy through various techniques such as encryption and
pseudonymization. A key insight is the challenge of balancing privacy, performance, and precision-highlighting the need
for innovative approaches that minimize trade-offs among these critical factors [31].

In environments such as cloud computing and the Internet of Things (10T), where data is massive and constantly changing,
the performance of IDS and IPS systems becomes more vulnerable to cyber threats. [42].

A major challenge in IDS and IPS deployment is the high rate of false positives, where benign activities are incorrectly
flagged as malicious. This is particularly problematic in enterprise environments where false alarms can lead to unnecessary
investigations and resource wastage. False positives can significantly reduce the effectiveness of these systems, as security
teams may overlook legitimate threats due to alarm fatigue [43].

IDS and IPS systems require substantial computational resources, especially when deploying at the network perimeter or
on high traffic networks. The processing power requires to inspect every packet and the memory needs to store large
datasets can lead to significant performance degradation. In addition, for constraining resource environments such as loT
or edge computing, this becomes a major limitation [44].

Cyberattacks continually evolve their methods to bypass traditional IDS and IPS systems. Signature based detection
systems, which rely on predefined attack signatures, are ineffective against unknown threat and zero-day attacks. Similarly,
behavior-based systems which flag deviations from established network patterns, can struggle to differentiate between
normal changes in behavior and actual attacks. The adaptability of IDS and IPS systems to new attack vectors remains a
significant challenge [45].

The increase of cloud computing and virtualization technologies introduces additional complexities in IDS and IPS
deployment. In cloud environments, the dynamic nature of virtual machines, shared resources, and multi-tenant
architectures makes it challenging to monitor and protect against intrusions effectively. Traditional IDS/IPS systems that
rely on static network configurations struggle to maintain visibility and control in such environments [46].

3.3 Strategy of improving IDS and IPS

The increasing sophistication of cyberattacks highlights the growing need for robust and adaptive intrusion detection
systems (IDS) and intrusion prevention systems (IPS). IDS and IPS are essential in detecting and preventing unauthorized
access and malicious activities within a network. However, existing systems face several challenges, including high false
positive rates, inability to detect zero day or new attacks, and computational inefficiencies. To address these issues, recent
advancements introduce Al techniques in improving detection accuracy, machine learning (ML) and deep learning (DL)
into IDS and IPS design architecture [36], [49].

The evolution and methodologies of Anomaly-based Intrusion Detection Systems (IDS), highlighting their ability to detect
unknown attacks by analyzing deviations from normal behavior. It emphasizes key challenges like false positives and data
overload, and suggests future research should focus on hybrid techniques to enhance accuracy and reduce false detections
[34], [37].
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This study [12] discusses the integration of machine learning and deep learning techniques, such as decision trees (DT),
support vector machine (SVM), convolutional neural network (CNN), and long short-term memory networks (LSTM) to
enhance the accuracy and efficiency of IDS. The hybrid models aim to detect both known and unknown malicious threats,
addressing the limitations of traditional rule- based IDS.

One unique insight is the proposal of a four-level security framework that combines anomaly and misuse-based detection
with risk factor analysis to overcome limitations in existing IDPS models, it stresses the need for lightweight and resource
efficient solutions tailored to the constraints of 0T devices and networks. Additionally, it highlights the potential of transfer
learning to create adaptable and reusable intrusion detection models for dynamic loT environments [27].

This article [48], provides a hybrid intrusion detection model merging neural networks and supporting vector machines to
enhance detection accuracy. It indicates the limitations of signature based and anomaly-based IDS and IPS to present a
solution that leverages the strengths of both approaches.

As the best method of reducing IDS and IPS in detecting and blocking the false positive detection and protection require
to tune rules and regularly update signatures and threat intelligence feeds, by applying three components, including
neighboring related alerts (NRA), analyses the temporal and spatial proximity of alerts to identify clusters indicative of
true attacks, high alert frequency (HAF), and detects alerts that occur with high frequency, which often associate with
misconfigurations and utilizes historical data to recognize alert patterns that identify as false positives detection [50].

By analyzing Snort and Suricata as IDS and IPS over four years period (2017-2020), focusing on updating signatures, and
comparing past and future rule sets, it highlights the critical role for maintaining IDS and IPS in managing cyberthreats
effectively [51].

4. Conclusion

In conclusion, the evolving nature of cyberthreats, especially, advanced persistent threat and zero-day threat, this research
emphasizes the critical function of intrusion detection systems (IDS) and intrusion prevention systems (IPS) in enhancing
cybersecurity monitoring process in detecting and preventing cyberthreats in real time and automated response capabilities
within organizational networks. In addition, it provides useful structure in implementing IDS and IPS for managing
cyberthreats when integrating IDS and IPS properly. Furthermore, it discusses the benefits of using IDS and IPS, the
challenge of using IDS and IPS, and strategy for improving IDS and IPS.

Key findings from this study consists of 4 main ideas.
First, combining network and host-based IDS and IPS technologies allow for both passive and active threat management,
covering detection, analysis, and prevention to potential cyberthreats targeting the system.

Second, implementing next generation IDS and IPS by integrating with Al and machine learning can significantly improve
the accuracy and responsiveness of intrusion handling in real time to reduce false positives and can detect and protect
unknown threat.

Third, by reviewing configuration rules, continuous tuning, and regularly updating the latest signature and anomaly-based
detection.

Fourth, by integrating IDS and IPS with threat intelligence from different sources as well as optimizing IDS and IPS to
make sure it discovers the latest known and unknown threat effectively.

Although this research focuses primarily on IDS and IPS to help manage cybersecurity monitoring processes, its findings
are applicable to broader digital information technology, including government, healthcare, financial, critical infrastructure,
etc. As cyberattacks is persistent by incorporating intelligent intrusion systems will be useful in building resilient, scalable,
and adaptable security operations across different sectors.

This research contributes for both conceptual and practical framework for implementing and optimizing IDS/IPS systems
to improve cybersecurity monitoring process. It also offers guidance on combining detection and prevention capabilities
with real time data analysis and threat intelligence to include this necessary evolution.
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Despite the benefits, challenges, and strategy for improving IDS and IPS are reducing false positives, strengthening
detection and prevention. Future research should explore Al and Machine learning adaptive IDS and IPS models, edge-
based intrusion detection, and integration with autonomous response systems such as security information and event
management (SIEM), and security orchestration, automation, and response (SOAR) to improve reliability in managing
cybersecurity.
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