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A B S T R A C T 

 

Vehicular Ad-hoc Networks (VANETs) are a specialized subset of Mobile Ad-hoc Networks (MANETs) 

designed to facilitate data exchange between vehicles and infrastructure. These networks operate in two 

primary modes: Vehicle-to-Vehicle (V2V) communication, which is decentralized and mobile, and 

Vehicle-to-Infrastructure (V2I) communication, which is centralized and relies on Road Side Units 

(RSUs). VANETs play a crucial role in Smart City applications, particularly in Intelligent Transportation 

Systems (ITS), which enhance road safety, reduce traffic congestion, and minimize environmental 

impact by leveraging real-time data collected from vehicle sensors. The unique characteristics of 

VANETs, such as high mobility and dynamic topology, enable critical functionalities like collision 

detection, traffic management, and emergency response coordination. Public service entities, including 

traffic police, ambulances, and firefighters, benefit significantly from VANETs by receiving real-time 

alerts and optimizing response times. However, several challenges hinder the widespread deployment of 

VANETs, including high vehicle speeds, data transmission delays, and cybersecurity concerns. 

Addressing these challenges is essential to fully realizing the potential of VANETs as a transformative 

technology in modern transportation systems. 
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1. Introduction 

Vehicular ad-hoc Networks (VANETs) are subdomain of Mobile Ad hoc Networks (MANETs) they are used with in vehicles for 

data communications exchange either between other vehicles which is called Vehicle to Vehicle (V2V) communication or Vehicle 

to Infrastructure (V2I) communication via radio transceivers located in roads called Road Side Units (RSU). Thus, VANETs 

considered as hybrid networks since they can be used in two different scenarios as mentioned above with V2V is a Mobile Ad hoc 

decentralized based communication whereas V2I is an Infrastructure centralized based communication. VANETs provide a short-

range wireless connectivity for vehicles which plays a vital role in Smart cities applications. Smart cities promise to make human 

lives smarter, safer and much efficient through the exploiting Smart Applications that does not require human intervention. One 

of those Applications is The Intelligent Transportation System (ITS) it is a smart application that aims to improve the functioning 

Transportation Systems by reducing accidents, Car's traffic and pollution emissions all of this can be achieved with the help of 

VANETs where vehicles collect important data through embedded sensors and gadgets that provide a real time statistical data that 

helps in increasing the safety and improving the ground Transportation systems. Figure 1 shows the VANETs communication 

architecture. 

The distinctive features of VANETS are high mobility and dynamic topologies forming due to the mobility nature of Cars. The 

main advantages of VANETs for driving are collision detection and warning, accidents waring, and Traffic avoidance and 

management. For governmental authorities especially for Traffic Police, Ambulances and Fire fighters VANETs will make the 

process of coordination and reaching locations much more efficient by receiving a precise real time information of accidents and 

emergency case's locations also, roads can be cleared with the help of smart lights to reach in a short time. Although VANETs 

have many advantages but there are some challenges that make them hard to be used and deployed as: high mobility with high 

speed of cars, high delay of critical data and security of private information all of these challenges make VANETs to be a not 

mature technology and needs more enhancements. Figure 2 depicts Accidents warning via VANETs to other vehicles within the 

area. 

 

 

 

Figure 1. VANETs communication architecture. 
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Figure 2. Accidents warning via VANETs to other vehicles within the area. 

The objective of this study is to explore the role of Vehicular Ad-hoc Networks (VANETs) in enhancing smart transportation 

systems by enabling efficient Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communication. This research aims 

to: 

1. Analyze the fundamental architecture, characteristics, and operational principles of VANETs. 

2. Investigate the applications of VANETs in Intelligent Transportation Systems (ITS), including traffic management, accident 

prevention, and emergency response. 

 

2. Related Works 

Recent advancements in Vehicular Ad-hoc Networks (VANETs) have focused on improving security, communication efficiency, 

and real-world deployment challenges. Several studies between 2023 and 2025 have explored innovative solutions to enhance 

VANET capabilities, particularly in blockchain integration, machine learning-based security, and intelligent transportation 

systems. One of the notable studies, VANET-Sec: A Framework to Secure Vehicular Ad-Hoc Networks Using a Permissioned 

Blockchain (2023), introduced a blockchain-based security model that restricts unauthorized access while ensuring data integrity. 

This framework provided a trusted environment for vehicular communications, mitigating risks associated with fake nodes and 

unauthorized data transmissions. Similarly, A Secure and Efficient Blockchain-Enabled Federated Q-Learning for VANETs 

(2024) combined federated learning with blockchain technology to create a decentralized, privacy-preserving VANET system, 

improving network security and decision-making accuracy. 

 

The integration of VANETs into smart city infrastructure has also been a key focus. A Comprehensive Review of Recent 

Developments in VANET for Smart Cities (2024) provided an extensive analysis of data acquisition devices, clustering 

techniques, and energy-efficient routing protocols that enable VANETs to function effectively in urban environments. The 

findings highlighted scalability and real-time data management as major challenges in the adoption of VANETs for traffic 

management and intelligent transportation systems (ITS). Another study, PLUG: A City-Friendly Navigation Model for Electric 

Vehicles with Power Load Balancing upon the Grid (2023), developed a navigation model for electric vehicles (EVs) that utilizes 

real-time VANET data to optimize power distribution in smart cities. These studies underscore the importance of VANETs in 

enabling sustainable and efficient urban mobility. 

 

Security remains a major concern in VANETs, given their exposure to cyber threats and privacy issues. Detecting and Preventing 

False Nodes and Messages in Vehicular Ad-Hoc Networking (2023) introduced an AI-based security mechanism capable of 

identifying malicious nodes and fake messages that could disrupt communication. This study provided a machine learning-based 

anomaly detection system to filter out fraudulent data, thereby increasing network reliability. Similarly, Optimized Feature 

Selection for DDoS Attack Recognition and Mitigation in SD-VANETs (2024) addressed Distributed Denial of Service (DDoS) 

attacks in Software-Defined VANETs (SD-VANETs), proposing an AI-driven intrusion detection system (IDS) that significantly 

improved network security. These findings highlight the growing role of artificial intelligence in safeguarding vehicular 

networks. 
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Another critical aspect of VANETs is their connectivity and efficiency in high-mobility scenarios. Connectivity Analysis of 

Directed Highway VANETs Using Graph Theory (2023) employed graph theory models to evaluate the stability of VANET 

communications on highways. The study found that vehicle density and speed variations play a crucial role in maintaining 

seamless connectivity. Additionally, Using LoRa Communication for Urban VANETs: Feasibility and Challenges (2023) 

explored the possibility of leveraging LoRa communication for long-range, low-power VANET applications. While LoRa was 

found to be cost-effective and energy-efficient, its performance was limited in high-speed vehicular environments, suggesting a 

need for hybrid communication models. 

 

Trust management and authentication mechanisms are also gaining attention in VANET research. Existence of Trust-Field in 

Vehicular Ad Hoc Networks: Empirical Evidence (2024) introduced the novel concept of a “Trust Field”, which measures the 

trustworthiness of nodes over time. This study proposed a new metric for assessing the reliability of vehicular communication 

participants, ensuring safer data exchanges. On a related note, Improvement of the Cybersecurity of the Satellite Internet of 

Vehicles through an Authentication Protocol Based on a Modular Error-Correction Code (2024) proposed a novel authentication 

system for satellite-based vehicular networks. This approach enhanced data security and reduced unauthorized access risks, 

particularly in remote and less-connected areas. 

Furthermore, standardization and real-world deployment challenges remain crucial topics of discussion. Vehicular Ad Hoc 

Networks: Status, Results, and Challenges (2023) provided an extensive review of current VANET adoption trends, emphasizing 

standardization efforts, industry collaboration, and government regulations. This study identified high deployment costs and 

interoperability concerns as significant hurdles in real-world VANET implementation. Similarly, An Overview of VANET 

Vehicular Networks (2023) summarized the latest technological advancements in V2X (Vehicle-to-Everything) communication, 

highlighting 5G-V2X integration and the growing use of AI-based routing protocols. These findings indicate a shift toward next-

generation vehicular networks that can handle high-speed mobility, multi-node connectivity, and dynamic topologies. 

 

Lastly, Enhancing Intelligent Transport Systems through Decentralized Security Frameworks in Vehicle-to-Everything 

Networks (2025) proposed a blockchain and AI-driven security framework for Vehicle-to-Everything (V2X) networks. This 

research emphasized the importance of decentralized security mechanisms in modern transportation systems, reducing risks such 

as data breaches, spoofing attacks, and privacy violations. These advancements align with the overarching goal of making 

VANETs more secure, efficient, and resilient to cyber threats. 

 

3. Background of the research   

 

3.1 Architecture of VANET 

 

Since VANET technology must perform all reorganizations a driver does when driving, like avoiding collisions with other 

vehicles by having a distance between them, taking the best path, turning either right or left when there is a curve, it uses 

Cooperative Intelligent Transport System (C-ITS). There are actually two communication types included in C-ITS, one is 

Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I). C-ITS provides data exchange between vehicles, and between 

vehicles and infrastructure, which ensures safety, efficiency and friendly environment. When we talk about V2V, we mean the 

communication and data exchange between the vehicles themselves while on the road which includes the location, the desire to 

turn either right or left, and the desire to slow down or to stop. And what we mean by V2I is the communication between vehicles 

and the centralized system on the road in which the system can tell a vehicle about the paths with less congestion, paths with 

accident. Since routing protocols are critical to any network for data to be transmitted efficiently and securely, both ways of 

communication require protocols to organize them. Figure 3 represents the main Architecture of VANET. 

 

 
 

Figure 3. Architecture of VANET 

 

3.2 Vehicle-to-Vehicle (V2V) 
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The routing protocols are either proactive, reactive or hybrid. In proactive protocols, information on routing are maintained and 

updated between nodes of a network at all times such as Open Link State Routing protocol (OLSR). In reactive protocols, the 

information of routing are maintained and updated in demand and when needed such as Adhoc on Demand. Distance Vector 

protocol (AODV). In this paper, we are going to discuss the way these protocols can be used. 

The routing types needed in VANET are broadcast in which a message is sent to all nodes or in other words to all vehicles on 

different roads, geocast in which a message is sent to all nodes within an area or within the sender's road. These two routing 

types are important in VANET because sometimes vehicles need to send and receive such messages to have a knowledge of the 

nearby vehicles status. 

  

OLSR is a proactive protocol which means that the topology information are exchanged between nodes periodically whether 

there is a request or not. So, the topology information are already there when needed, not maintained when needed. In OLSR, 

there are nodes called multi point relays which can be used to transfer the control messages between nodes. In doing so, they 

calculate the routes between a given node and the destination. In the traffic scenario, these nodes can be vehicles that transfer 

information like congestion or accident to other nodes on the road. 

 

VANET topology is a highly dynamic topology that changes in moments, which requires quick updates to the routing information 

for each node. In VANET, each vehicle has to inform other vehicles about its existence by sending a GeoNetworking beacon. A 

Location Table is built according to the Geo Networking beacons received by other vehicles and can be used at any time to know 

the locations of the neighboring nodes. The neighboring nodes are not just the direct neighbors with one-hop range, but also 

other nodes with two-hop range. As we said previously, that the vehicular topology is highly dynamic, a Location Table may not 

contain fresh information about the location of a node. In this case, a service called location service is used and it is simple. The 

sender sends a Location Request packet to the surrounding nodes in a way similar to the Topological Broadcast scheme. 

Whenever the packet reaches the destination or a node that has fresh information about the destination, a Location Reply packet 

is sent back to the sender. AODV protocol is also applicable in VANET. It's a reactive protocol in which when a node wants to 

send to another node, it searches through the network for the path for the destination on demand. This protocol can be helpful in 

traffic scenario in which broadcasting messages are sent when needed. 

 

3.3 Vehicle-to-Infrastructure (V2I) 

 

V2I communication plays a very critical role in VANET. It's a communication between the vehicles and the centralized system. 

The communication can be categorized as ad-hoc or infrastructure-based communication. The role of this communication is to 

give the best path to the vehicle when there are many paths, collecting data on road like the congestion and accidents to inform 

vehicles about other roads to avoid passing the 

  

Congested roads, informing the vehicles about curves for the vehicles to turn right or left with an angel appropriate to the curve. 

It's actually the communication between the vehicle and the highway infrastructure. Both V2V and V2I use Dedicated Short 

Range Communication (DSRC) frequencies. The architecture of V2I should mainly contain (1) Vehicle On-Board Unit (OBU), 

(2) Roadside Unit (RSU) and (3) Safe Communication Channel. OBU is the vehicular side of the V2I system. Its architecture is 

the architecture of the vehicle that is needed to communicate with the infrastructure. It consists of a radio transceiver (using 

DSRC), a GPS system, an applications processor and interfaces. OBU may collect data from the vehicles and GPS data to 

transmit them to the RSU. RSUs may located at intersections, interchanges or even petrol stations. It consists of a radio 

transceiver (similar to OBU), an applications processor and interface to the V2I communication system. We could say that RSU 

is the infrastructure side of the V2I system. The DSRC roadside unit prevent collisions when there is a congestion. It can tell the 

location of the start of the congestion. It informs the vehicles to slow down and take different lanes or routing. 
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Figure 4.The mMobility nature of VANETs 

 

4. Analysis and Findings 

 

4.1 Findings of the main VANET challenges 

 

The major Challenges requirements of future VANETs: 

 

1- Support of network intelligence: one of the challenges of future VANETs is that it needs to support network intelligence. In 

future VANETs, there will be a large number of sensors installed in vehicles, and the edge cloud collects and preprocesses the 

collected data before sharing them with other parts of the network, more data needed more sensor applied for example, 

conventional cloud servers. 

 

2- Low latency and real-time application: low latency is the fundamental requirement in future VANETs regarding real-time 

applications. Low latency can avoid accident in VANETs transportation system. Future VANETs should support real-time 

applications, like safety messages with very low latency. 

  

3- High bandwidth: in future, infotainment and comfort applications such as high quality video streaming will be in high demand. 

In addition, traffic applications such as 3D maps and navigation systems require frequent automatic updates. 

 

4- Connectivity: to meet the high communication requirements, future VANETs necessitate seamless connectivity between 

connected vehicles. Connected and driverless vehicles should maintain continuous and highly reliable communication between 

vehicles and fog devices. It should be able to avoid transmission failures in the communication system. 

 

5- High mobility and location awareness: future VANETs require high mobility and location awareness of the vehicles 

participating in communication. Each vehicle should have the correct position of other vehicles in the network to deal with an 

emergency situation. 

 

6- Connected vehicles are equipped with wireless sensors that aid in Vehicle to Vehicle (V2V) and Vehicle to Infrastructure 

(V2I) communication. One of the challenges for connected vehicles is how to ensure that information sent across the network 

is secure. 
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Figure 4: Security Issues and Existing Protocols 

 

 

4.2 VANETs Applications 

 

The Transportation Sector is facing many challenges and the keep on increasing due to the increase in the number of Cars and 

Buses that are being used in roads. Consequently, the number of accidents, traffic and pollution emissions has been which 

motivate the need for other smart solutions to control and reduce all of the overhead caused by the mobile transportations. Many 

applications are developed to deal with these challenges they ensure the safety, traffic control and reducing pollution emissions. 

 

The main goal of the application is to minimize the traffic in roads by controlling traffic lights based on the real time traffic 

condition. A real time traffic data is being collected by loop detectors embedded in the Traffic Signals that can detect the presence 

of cars along with monitoring cameras deployed in roads. The loop detectors are connected to the traffic signal control which 

controls the signal opening and closing also the amount of the time interval of each. Moreover, Cars are using VANET for 

exchanging data into modes V2I and V2V, in V2I a real time data for critical safety data is being send to a centralized system 

owned by the government. The V2V a real time data is exchange between vehicles via sensors regarding the traffic condition in 

the road's vehicle broadcast 300 ft to warn other near vehicle about the traffic conditions which minimizes the accidents. 
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Figure 5: Smart Traffic lights working procedures 
 

Figure 6: V2V Traffic data exchange 

 

 

 

 

4.3 Autonomous Platoon Formation for VANET 

 

Platoon is an automated driverless mechanism where s one vehicle is selected as a leader for a platoon group and the other 

vehicles join the platoon group to follow the leader driving instructions. The main purpose of automated platoon is to increase 

the capacity and safety in roads while decreasing the accident and the traffic. The automated platoons are part of the Intelligent 
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Transportation System and as mentioned the automated platoons system is designed to manage vehicles and the traffic 

mutinously which ensures traffic and accidents avoidance. One of the important components of the autonomous platoon is the 

adaptive cruise control where the speed is set based on the leader data and the distance between the vehicles also, this data is 

exchanged between the leader and vehicles and the vehicle them sleeves via VANET. The platoon leader is vehicle with a human 

driver for ensuring the safety and stability of the platoon group the rest of the vehicles that follow the leader are called the 

followers. The whole platoon moves in the same lane as the leader, and they exchange the location information with the help of 

the GPS injected sensor in each vehicle. 

 

 

Figure 7: A group of vehicles in a platoon 

 

 
 

Figure 8: Procedure of platoon formation (a) leader vehicle selection, (b) platoon formation, (c) 

platoon merge 
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4.4 VANET Future Applications and Trends 

 

There are many projects and research going in VANET Cooperative Mobility based on ITS - EU standards for Intelligent 

Transportation Systems, these applications can be classified into three main categorizes Active Road Safety, Cooperative 

Traffic Efficiency and Global Internet Services. The Active Road Safety applications constants on accidents prevention 

and driver awareness where the driver will be notified and alarmed if there is any action is needed to be taken or the vehicle 

itself take the needed action. The Cooperative Traffic Efficiency Applications focus on enhance the road safety and reduce 

the environmental emissions also, achieving zero random traffic accidents with the help of coexist technologies as 

autonomous platoon. The Global Internet Services can be exploited for entertainment services as video streaming shared 

among platoon followers' vehicles or the road seen can be shared via the leader cameras with the follower's vehicles these 

services will attract drivers to join platoon groups. 

 

5. Conclusion  

 

Vehicular Ad-hoc Networks (VANETs) have emerged as a transformative technology in modern transportation systems, 

enabling seamless communication between vehicles and infrastructure. This study has explored the fundamental aspects of 

VANETs, including their architecture, communication models, applications, and challenges. The findings indicate that 

VANETs play a critical role in enhancing road safety, traffic management, and emergency response, making them essential 

components of Intelligent Transportation Systems (ITS) and smart city initiatives. Despite their significant potential, the 

deployment and adoption of VANETs face several challenges. High mobility and dynamic topology, inherent to vehicular 

environments, introduce difficulties in maintaining stable communication links. Additionally, data security and privacy 

concerns remain major obstacles, as VANETs are highly susceptible to cyber threats such as message tampering, spoofing 

attacks, and unauthorized access. The reviewed studies highlight ongoing research efforts aimed at overcoming these 

challenges through blockchain-based security models, AI-driven intrusion detection systems, and decentralized 

authentication mechanisms. The integration of VANETs with emerging technologies such as 5G, edge computing, and 

artificial intelligence (AI) has the potential to further enhance network efficiency, scalability, and reliability. The shift 

toward hybrid communication models, incorporating technologies like LoRa, 5G-V2X, and satellite IoV, can address 

limitations related to network coverage and connectivity in high-speed environments. Furthermore, the adoption of machine 

learning-based trust management systems can improve the overall security and reliability of VANET communications, 

ensuring safer and more efficient vehicular interactions. 

Looking ahead, further research is required to optimize VANET protocols, enhance cybersecurity measures, and develop 

cost-effective deployment strategies. Collaborative efforts between academia, industry, and government agencies will be 

crucial in standardizing VANET technologies and ensuring their successful integration into smart transportation 

ecosystems. As technology advances, VANETs will continue to evolve, paving the way for fully connected, autonomous, 

and intelligent vehicular networks that contribute to safer and smarter road systems worldwide. By addressing current 

limitations and embracing technological advancements, VANETs have the potential to revolutionize transportation 

infrastructure, improve urban mobility, and create a more secure and efficient driving experience for all road users. 
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